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ABSTRACT

This paper investigates a data assignment problem in attdeit
ance protocol of Bistro, a wide area upload framework. Ugdoa
correspond to an important class of applications, whosenpbes
include a large number of digital government applicatid®secif-
ically, government at all levels is a majoollector and provider
of data, and there are clear benefits to disseminating atettiob
data over the Internet, given its existing large-scaleastiucture
and wide-spread reach in commercial, private, and govenhde
mains. In this project we focus on tleellection of data over the
Internet By data collection, we mean applications such as Inter-
nal Revenue Service (IRS) applications with respect totrleic
submission of income tax forms.

In Bistro, clients upload their data to intermediaries, wnoas
bistros, to reduce the traffic to the destination around alldea
The destination server then computes a schedule for ptliendata
from bistros after the deadline. In the Bistro frameworlstuis can
be unavailable or malicious. Thus, a fault tolerance pmtixa
vital and fundamental component of the Bistro frameworkthis
paper, we are particularly interested in a data assignnreitegm
in the Bistro fault tolerance protocol. We formulate thisigiem
into a non-linear optimization problem and develop a geratjo-
rithm heuristic as an approximation. We evaluate our apprass-
ing simulations and compare the results of our heuristib wiher
simple heuristics as well as an optimal solution obtainenfra
brute-force approach.
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1. INTRODUCTION

High demand for some services or data creates hot spotshughic
a major hurdle to achieving scalability in Internet-baseglaa-
tions. In many cases, hot spots are associated with reaJéats.
There are also real life deadlines associated with somds\arch
as submissions of papers to conferences, electronic ssiomssof
income tax forms, submissions of proposals to granting eigen
homework submissions in distance education, and onlinpshg
for limited-time bargain products. The demand of applmadiwith
deadlines is potentially higher when the deadlines arecamhing.

Previous work attempted to relieve hot spots in one-to-amencu-
nications, such as email and instant messaging, one-tg-omn-
munications, such as web downloads, and many-to-many cemmu
nications, such as chatrooms and video conferencing. A etotb
techniques have been introduced including service rdfgitée.g.,
replication of DNS servers), data replication (e.g., wethéag and
Akamai), and data replacement (e.qg., different streandiegsrfor
audio and video streaming). To the best of our knowledge ghiewy
there are no research attempts to relieve hot spots in ntaoge
applications, except for Bistro [1].

Many-to-one applications, aiploadapplications, correspond to an
important class of applications, and particularly diggalernment
applications. Specifically, government at all levels is ganaol-
lector and provider of data, and there are clear benefits to dissemi-
nating and collecting data over the Internet, given itstexgdarge-



scale infrastructure and wide-spread reach in commemiakte,
and government domains. In this project, we focus onctblkec-
tion of data over the Internetand specifically, on thecalability
issues which arise in the context of Internet-based maskite
collection applications. By data collection, we mean ailons
such as Internal Revenue Service (IRS) applications witheet to
electronic submission of income tax forms. Briefly otherhsap-
plications are as follows. The Integrated Justice InforomaTech-
nology Initiative facilitates information sharing amortgte, local,
and tribal justice components. An integrated (global) infation
sharing system involves collection, analysis, and dissatitn of
criminal data. Clearly, in order to facilitate such a systame must

provide ascalableinfrastructure for collection of data. Further-
more, a number of government agencies (e.g., NSF, NIH) stippo

research activities, where the funds are awarded througfara g
proposal process, with deadlines imposed on submissies dahe
entire process involves not only submission of proposatéchvcan
involve fairly large data sizes, but also a review processparting
process (after the grant is awarded), and possibly a rediskem-
ination process. All these processes involve a data calestep.
Lastly, digital democracy applications, such as onlinéngptluring
federal, state, or local elections, constitute anotheof&atassive
upload applications. Of course, there are numerous ottzenpbes
of digital government applications with large-scale daikection
needs. In all these upload applications, hot spots are daelts
mand for a popular service. The real-life event which calmxs
spots often imposes a hard deadline on the data transféceserv

Bistro is a wide-area upload architecture built at the ayapion
layer, and previous work [3] has shown that it is scalable sexd
cure. Figure 1 compares the upload data flow in traditionglicg-
tions and using the Bistro framework. In traditional uplcgapli-
cations, every client sets up a one-to-one communicatiamrei
with the destination server, and transfers data throughdian-
nel. Itis simple yet not scalable and creates hot spots. $trd@i
an upload process is broken down into three steps [1]. Hirst,
the timestamp step, clients send hashes of their files toettvers
and obtain timestamps. These timestamps clock clientshi&ib
sion time. In the data transfer step, clients send their waitater-
mediaries called bistros. In the last step, called the daltaation
step, the server coordinates bistros to transfer cliertsl tb itself.
The server then matches the hashes of the received filesatn
hashes it received directly from the clients. The serveepifiles
that pass this test, and asks the clients to resubmit otberwihis
completes the upload procedure in the original Bistro aechre.
(See [1, 3] for full details of the protocol.)

Let us give an example of a large-scale digital governmelaaap
application. Let us consider a collection of income tax ferim
the US. Shortly before the April 15 deadline, we can expeatgel
number of individuals to be trying to submit their tax fornasthe
IRS server.

Without the Bistro framework, each client sets up a conpectd
the server, and sends his/her form via that connection. Menve
since there are a large number of clients, the server or foeirees
between the client and server (e.g., the network), areylitebkat-
urate. That is, the server is likely to be too busy to handleeal
quests. Also, the tax forms’ size is typically fairly largen(the

order of 100 KB [15]), which means that it may take a while for

the client to transfer the form to the IRS server. The high aiedn
for service around the deadline time and the relativelydasige
of files cause “traffic jams” and result in very long transfiends.

Hence, clients may not be able to submit their forms befoee th
deadline. Alternatively, instead of using a single sertleg, IRS
could use a cluster of servers, i.e., clients can submit tonaber
of servers providing the same service (in our case, a tax fofoa
mission service). If we locate the cluster in the IRS domaiig
still possible to saturate network resources in the IRS dion@n
the other hand, if we spread the cluster over different domaie
have to trust the other domains since they could have acocssst
sitive information. Nevertheless, the cost for maintagnancluster
of servers is high. This is especially the case for a IRS type a
plication where the submission event is relatively rarenééean
investment in a cluster of servers might be a fairly expensive.

With the Bistro framework, a client first sends a checksumisihler

tax form, instead of the tax form itself, to the IRS server ab-
tains a timestamp. A checksum is typically much smaller tian
size of a tax form (20 bytes for a SHA1 checksum versus 100KB
for a tax form), so the problem mentioned above is alleviafdter

the client receives a timestamp, s/he cannot change therdawit
his/her tax form without IRS detecting it. This is because firac-
tically impossible to modify a tax form in a meaningful waydan
have it result in the same checksum. At this point, since \weear
sentially guaranteed that the client cannot change the, fecan
transfer the form at a later time. The client then sends thieeen
tax form to one of the bistros. Since we assume that anyone can
install a bistro server, bistros are not trusted; hence areguo-
tocol was developed to prevent bistros from accessing nbiwfe
uploaded files [3]. The cost of maintaining a Bistro systemigh
lower, because we can use the same set of intermediateshistro
many other upload events, e.g., online voting in federatestor
local elections. Finally, the IRS server will contact thsthas to
transfer the form from the chosen bistros to itself.

It is possible that when the destination server tries to glights’
data, some intermediaries are not available due to, for plam
power failure or network problems. Then all data on the uikava
able bistros is not accessible and can be considered lostddi
tion, since one of our design goals is to deploy Bistro in alipub
infrastructure, such as the Internet, intermediaries atdrnsted.
As a result, clients encrypt their data to ensure data privaet,
even though malicious bistros cannot read the data, theyncah
ify it. The destination server can detect this, but it has @y of
recovering the original data, which results in data los$escase
of data losses, the original Bistro protocol requires thetidation
server to request client resubmissions, which can be a stow p
cess. Hence, unavailable bistros and malicious behaviorezult
in degraded system performance.

To improve system performance in the face of these failunes a
malicious behavior, we developed a fault tolerance prdtocf].
In this protocol, we use forward error correction techngjtere-
cover corrupted or lost data. We add redundancy to clieats! dnd
modify the data transfer in the original protocol to allovieals to
stripe their data to multiple intermediate bistros. In jgaittr, we
use erasure codes to recover the lost data.("frk) erasure code
encodes a FEC (forward error correction) groupkqiackets into
n packets. As long as we receive anpackets from a FEC group
during transmission, the receiver can recover the file. thtemh to
forward error correction techniques, we employ stripirgdhteques
to further improve system reliability. In our fault tole@proto-
col, we stripe clients’ data across a number of bistros, intrest
to putting all data from a client on the same bistro in the iogag
protocol. This is done to reduce the risk of losing all clg@mtata



and hence, improve system reliability and performance.

In this paper, we are interested in a data assignment prolsitrim
the context of the Bistro fault tolerance protocol. In théadsssign-

ment problem, we need to determine how much data goes to each

bistro and how this affects the probability that the finaltihegion
can successfully receive the data from intermediate lsistrare-
cover it. Our goal is to maximize the probability for the deation

to receive or be able to recover the data. We believe the datgra
ment problem is an important problem in the Bistro fault tatee
protocol: (1) since intermediate bistros are not trusted, awell
designed data assignment strategy can make the systemefiore r
able; and (2) since every intermediate bistro has differeldbil-

ity characteristics, different assignments affect systehability.

In this problem, a client needs to decide how much data itlshou
stripe to each bistro. If the destination server receivéseatk out

of n packets from a FEC group, it can recover the original data.

Let us go back to the IRS example. Suppose we have 3 interteedia
bistros,b1, b2, andb3. Assume that their failure probabilities are
0.1, 0.2, 0.3, respectively. Also assume that the cliens as3,2)
erasure code to encode his/her tax form, and the size of tueled
tax formis 3 packets. Thatis, the IRS server needs to caltdetst

2 out of 3 packets. Two possible (out of several) ways to assig
these packets to the intermediate bistros are: (1) asdighthem

to b1, the most reliable bistro, or (2) spread them among alldsstr
We are interested in the probability that the IRS serverivesehe
tax form, i.e., receives at least 2 out of 3 packets succissin

the first scheme, the probability is 0.9. In the second schémee
probability is 0.902.

From this example, we can see that the assignment of padkets a
fects the reliability of the Bistro system. Our task is to fiaal
optimal assignment such that the destination has a maxirobhp
bility of collecting enough packets of the file in order to Beato
reconstruct it. In this paper, we use a genetic algorithnmisgcito
approximate an optimal solution of this data assignmenblpro.
The detailed problem formulation can be found in the nextisec

The contributions of this work are as follows. We formulate t
data assignment problem in the Bistro fault tolerance patd/Ne
then propose a genetic algorithm heuristic to approximatepsi-
mal solution to this problem which is more accurate than rsdve
simple heuristics used for comparison, and efficient, asgpeoento
a brute-force approach.

The remainder of this paper is organized as follows. We diee t
problem formulation in Section 2. In Section 3, we describe o
genetic algorithm heuristic. We give validation and evébraof
our heuristic in Section 4. Section 5 describes related weirkally,
we conclude in Section 6.

2. PROBLEM FORMULATION

In this section, we formulate an optimization problem cepand-
ing to the assignment problem described before.

2.1 Notation

Our notation is based on Figure 2. The original file is dividted

K FEC groups, where each group contdirsackets. After encod-
ing, each FEC group is expandedrtgackets. Each FEC group
is further divided intoG' checksum groups. The total number of
striping units is thenK'G. The number of intermediate bistros to
which we can stripe i$3. In this paper, we use a simple model that

W packets

Original File
k packets | k packets | k packets
Divide into K
FEC groups
¥ hpackets
Encode with

[ 1
A T~

g packets each

erasure code

Divide into G
checksum groups

Figure 2: Graphical Representation of Notation

assumes all bistros fail independently. Let us assume thiteapil-
ity that bistro: fails bep; (i = 1,2,---, B). In practice, we can
estimatep; by monitoring bistrai for a period of time. Investigat-
ing more sophisticated reliability models is part of ourufiet work.
We believe that using more sophisticated models does noigeha
our framework significantly.

2.2 Definitions

Letz; (1 = 1,2,---, B) denote the number of checksum groups
we transfer to an intermediate bistf®;. This data assignment
forms a setX, where

X & {x1,22, - ,xB}.

Let Sx denote the maximal cardinality subset of the power set of
X, such that all the element € Sx satisfy the condition that the
sum of all the elements i, is no more than the maximal number
of checksum groups that the destination server can losetéirizes
able to reconstruct the entire file. Intuitivelyx denotes all the
intermediate bistro state patterns corresponding to dasigrament

X where the final destination can still successfully recamstthe
entire file. Therefore, we have,

SXQQX and S; € Sx for

Moo <t

z;E€S;

1727"'7|SX|‘ (2)

_kKGj for i
n

A special case foSx is the empty sety; we can easily verify
from Equations (1) and (2) that € Sx holds true for everyX.
Here, the empty set corresponds to no intermediate bistro fail-
ures. HenceSx denotes all intermediate bistro state patterns cor-
responding to a data assignméfitwhere the final destination can
successfully reconstruct the original file.

Let P; denote the probability of obtaining the failure pattefn
corresponding to assignmeiit, then we have

Pe Il - T 0=pm)

z;E€S; Ty &S;

®)

We can use Equation (3) to calculak for eachS;. Thus, the
probability that the destination server can collect enothigtksum
groups to reconstruct the original file under assignméntlenoted



by Px, is given by A typical genetic algorithm uses three genetic operatatecsion,
Sxl cross-over, and mutat_ion to direct the population over i:ase_rf

Py = Z p. 4) time steps or generations toward convergence at the glgial o

pt mum. Selection attempts to apply pressure upon the popnlati
in a manner similar to that of natural selection found in

2.3 Optimization Problem cal systems. Poorer performing individuals (evaluated bnass
We would like to find an assignmefi1, z», - - - , 25}, wherez; function) are weeded out and better performing, or fitteﬂ_vild_u-
(i=1,2,--- , B) is a non-negative integer, such that the probabil- als have a greater than average c;hance of promoting thmafmm
ity Px is maximized. Thus, our assignment problem can be written theY contain to the next generation. Crossover allows ismisito
formally as: excha.nge |nformaF|on in a way similar to.thaj[ used by a natura
organism undergoing reproduction. Mutation is used to oamig
ISx| change (flip) the value of single bits within individual sigs to
maxr Z( H pj H (1 —pm))- keep the diversity of a population and help a genetic algarito
i=1 z;€5; Tm ES; get out of a local optimum. It is typically used sparingly.[6]
subject to An effective GA representation, a meaningful fithess evana
Sx C 2%; and genetic operations are key to a successful GA applicafioe
Si € Sx 1=1,2,---,|Sx|; appeal of GAs comes from their simplicity as robust seareh al
deies; T S |2=EKG] i=1,2,---,|Sx|; gorithms as well as from their power to discover good sohgio
ZB; z; = KG; rapidly for difficult high-dimensional problems. GAs areefid
T E N. and efficient when: (1) the search space is large, complgqaty

understood; (2) domain knowledge is scarce or expert kruyele
) o o is difficult; (3) no mathematical analysis is available; gayitradi-
A straightforward approach here would be to divide our optan tional search methods fail [11, 12]. One of the advantagefef

tion problem into two steps: (1) computifige, and (2) calculating  GA approach is the ease with which it can handle arbitrargsyqgf
Px. In the first step, to computéx, we need to determine each  constraints and objectives [6].

S; which satisfies Equation (2). This is a subset-sum probletn an
is NP-Complete [9]. Once we ha, calculatingPx takes lin- 3.2 GA in Our Problem
ear time. Therefore, the total time complexity for our fotation As mentioned above, a good design of cross-over and mutation

above is determined by the time complexity of the first step. technigues can make GA powerful. We now develop a GA solution
for our problem formulated in Section 2. In our formulatione

3. GENETIC ALGORITHM HEURISTIC encode the data assignment into a vedtor, z2,--- ,xp}. Each

In this section, we develop an approximation to an optimél-so  element of the vector is the number of checksum groups we will
tion of the optimization problem formulated in the previ@estion. transfer to bistra.

We have already shown that the time complexity of our optémiz

tion problem is determined by its first step, which is NP-Cteten 3.2.1 Cross-over

Therefore, we are interested in developing a heuristicattiqular,
we will develop a genetic algorithm based heuristic. We {irg¢ a
brief introduction to genetic algorithms, and then we shaw o
apply a genetic algorithm approach to our problem.

Cross-over always happens between two vectors. In our Ggrles
we use a two-point cross-over mechanism. Two cross-ovef pos
tions are randomly selected. Once we have chosen two pasitio
we swap elements between them, using the two vectors. Mas gi
us two new vectors. This cross-over scheme is similar todhat

3.1 Genetic Algorithms [6] which is used to solve the traveling salesman problene dift
Genetic algorithms (GAs) [11] are stochastic search tephes guided  ference lies in the way we maintain the feasibility of ourusioin.

by the principles of evolution and natural genetics. Theyraod- Our selection always picks the best half of a generation Hodis
eled loosely on the principles of evolution via natural e, them to cross-over to generate the next generation. Forgeralet
employing a population of individuals that undergo setattn the B = 6. Then, given two assignment&l0, 10, 10, 10, 10, 10} and
presence of variation-inducing operators such as mutatiahre- {20, 0, 20, 0, 10, 10}, we randomly choose 2 positions, say 2 and 5;
combination (cross-over). A fitness function is used towva in- then all the elements between these two indices are swapped,
dividuals, and reproductive success varies with fitneggererally we obtain two children from the original two vectors. Theg ar
proceeds as follows [6]: {10, 0, 20,0, 10, 10} and{20, 10, 10, 10, 10, 10}. For each child,

we calculate their fitness using Equation (4) in Section 2.
* Step 1. Randomly generate an initial population; One side effect of our cross-over operation is that a newgassi
e Step 2. Compute and save the fitness of each individual in ment may break one of our constraints, i¥,z; = KG(i =
the current population; 1,2,---,B). Thatis, the total number of checksum groups of a
i ) o o new assignment may not equal to the total number of checksum
e Step 3. Define selection criteria for each individual suctt th groups we want to stripe. In the previous example, the tatel-n
the good gene is likely to be inherited; ber of checksum groups to stripe l§G' = 60, but after cross-
over, the sum of checksum groups in the newly generatedrassig
ments are 50 and 70, respectively. However, these assigamen
are not feasible. To solve this problem, we add/deduct chenk
e Step 5. Repeat steps 2 to 4 until a satisfactory solution is groups from some positions of the assignment. These positice
obtained. chosen randomly until the total number of checksum groupis-sa

e Step 4. Generate a new generation by inheriting good genes
via genetic operators;



fies the assignment constraint again. For example, in asgign
{20, 10, 10, 10, 10, 10}, we need to deduct 10 checksum groups to
satisfy the constraint. To do this, we generate 10 randomnbeusn
and each number represents a chosen position in the assignme
For each of these randomly chosen positions, we deduct kchec
sum group if the number of checksum groups in this position is
greater than zero. Otherwise, we randomly choose anottsr po
tion to deduct 1 checksum group. Similarly, if in a newly gexted
assignment, the total number of checksum groups is lesstkigan
assignment constraint, we randomly add checksum groupshent Table 1: Initial Population for Test Cases 1-4
constraint is satisfied. These positions are randomly chasevell.
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3.2.2 Mutation

Another important element in our GA design is mutation. Aligh

it is infrequently used, it keeps the diversity of a popuatand
can help our GA heuristic escape from a local optimum. In our
scheme, mutation is implemented by introducing a randoigm@ss
ment after a certain number of generations, if we find that@r
heuristic is stuck at a local optimum. In our simulations, iwe
voke a mutation if we observe the average fitness of a populati
does not change for 5 generations. We choose 5 generatiows, a
find in our test cases, the GA heuristic usually converge®ss |
than 10 generations. We consider it a good indication fdreeit

a local optimum or a global optimum if the average fitness does on an Intel Celeron 733MHZ PC with 256MB memory. In these
not change in 5 generations. In our previous example, assgh simulations, we create a scenario WG = 24 andB = 6. We
{20, 10, 10, 10, 10, 10}, after adjusting it to satisfy an assignment assign a failure probability to each server. We use a bureef
constraint, may give a valid assignmefit7, 9,8, 10,10, 6}. |If search program to traverse the whole search space to compute
it happens to keep crossing over with assignments withol¢-0 e  global optimal assignment. This is done for comparison gsep.
ments, we may end up with assignments in our population &l wi  We use 6 bistros as we found it feasible for a brute-force caugr

b1 ba b3 ba bs be
0.025 0.030 0.035 0.040 0.045 0.0%0
0.020 0.050 0.080 0.110 0.140 0.1y0
0.150 0.250 0.350 0.450 0.550 0.6%0
0.250 0.250 0.250 0.250 0.250 0.250

BN

Table 2: Bistro Failure Probability Settings for Each Test Case

non-zero values. Using this population, we are very unjikelob- to compute a global optimum in this case. For more than 6dsistr
tain an assignment with an element with 0 since there is nm@ ge  the brute-force approach takes an extremely long amournimaf t
in the population. This will prevent us from reaching a gllofyati- to compute the solution. We simulated a number of other tests
mum if it contains 0 elements. In this case, a mutation is e¢é¢d with B > 6, but omit them here due to lack of space. For each
intentionally introduce some assignments with O elements. test case, we stop the iterations affes,., generations. We set

Tiong = 50 in the simulation as we found that in most cases, our
Once we have completed the above operations, we are done withGA heuristic converges to a global optimum in less thamgener-
one generation. We run this process iteratively. The aeefigess ations. We believe it is a reasonable choice as 50 genesai@n
will keep improving if our GA heuristic is not stuck at a loazti- considered to be a long convergence time in many GA appdicsti
mum or reaches a global optimum. It stops affgr,, generations [6].
so that a satisfactory assignment is found. We will discuss to
setTong in the next section. To also demonstrate the strength of our GA heuristic, we emip

to three simple heuristics. The first simple heuristic, Wwhi@ term
From the above description, a sketch of our GA heuristic s the “all-in-one assignment” strategy, puts all the cheokgmoups
lows: on the most reliable bistro. The second simple heuristieags all
the checksum groups evenly among the bistros, and we teha it t
“even assignment” strategy. In the third simple heuristie spread
the checksum groups among bistros in proportion to thelarki
probabilities. The more reliable a bistro is, the more ckaok
groups it will receive. For example, if the failure probatyilof
bistro a is half of the failure probability of bistr®, bistrob will
receive half as many checksum groups as bisti/e term this the
e Step 3. Pick the best half of the population and perform “proportional assignment” strategy.

Cross-over;

e Step 1. Generate an initial population by encoding randomly
generated assignments;

e Step 2. Calculate fitness of each individual assignmengusin
Equation (4);

For test cases 1-4 (described below), we use the initial lptipn

e Step 4. Adjust the newly generated assignments to satisfy which is given in Table 1. Table 2 gives the bistro failuretgbil-
Zf:l z; = KG, ity settings for these test cases. We present our simuleggrits in
Figures 3 - 6. Each figure plots the recovery probability asnef

e Step 5. Repeat steps 2 to 4 until a satisfactory assignment 'Stion of error capacity Error capacity is defined as the maximum

found. number of checksum groups that the destination server ¢an to
ate to lose and still be able to reconstruct the original fileeach
4. VALIDATION AND EVALUATION figure, we compare the results of our GA heuristic, “all-imecas-
In this section, we present a small set of simulation resalitbus- signment”, “even assignment”, and “proportional assigntheith

trate the potential of our GA heuristic. These simulatioresdone an optimal solution obtained by the brute-force approach.



Figure 3:
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In test case 1 and test case 2 (Figures 3 and 4, respectivady),
assign to each server a small failure probability. Here wedr
simulate reliable conditions. Meanwhile, in test case 1 make
the difference between failure probabilities of bistrosairwhile

in test case 2, we make it large. In our simulations, we folnad t
our GA heuristic can reach a global optimum in: 7 out of 12 sase
in test case 1 (Figure 3(a)) and 10 out of 12 cases in test q&sg-2
ure 4(a)). For those cases where our GA heuristic is stuckoath
optimum, it approximates the global optimum by at least 99.5
We have also found that in these two cases, the three simpteshe
tics perform worse than the GA based heuristic. The “albine”
strategy reaches a global optimum in 3 out 12 cases in testicas
(Figure 3(b)) and 7 out of 12 cases in test case 2 (Figure.4Tbp
“even” strategy reaches a global optimum in 5 out 12 casessin t
case 1 (Figure 3(c)) and 4 out of 12 cases in test case 2 (Figure
4(c)). The “proportional” strategy reaches a global optimin 4
out of 12 cases in test case 1 (Figure 3(d)) and 3 out of 12 cases
in test case 2 (Figure 4(d)). In addition, “even” and “prdjmral”
assignment strategies perform quite poorly in cases wheseea-
pacity is less than 4 checksum groups. Their best approxamed
the optimal solution is only about 80% (refer to Figures 3 4nd

In test case 3 and test case 4 (Figures 5 and 6, respectivady),
assign each server a high failure probability. We try to $ateu
error-prone conditions in which bistros are unreliabletdst case

3, we make the difference in failure probabilities of bisttarge
while in test case 4 they are the same. In the simulation, wedo
that our GA heuristic can reach a global optimum in most cases
10 out of 12 in both test cases (Figures 5(a) and 6(a)). Faetho
cases where our GA heuristic is stuck at a local optimum, 4t ap
proximates the global optimum by at least 94.1%. We have also
found that in these test cases, the “all-in-one” strategyatdain a
fairly good performance while the other two simple heucstper-
form poorly. The “all-in-one” strategy reaches a globaliopim in

8 out 12 cases in test case 3 (Figure 5(b)) and 7 out of 12 cases i
test case 4 (Figure 6(b)), which is close to our GA heurigtiow-
ever, the “even” strategy and “proportional” strategy reaglobal
optimum only in 1 out of 12 cases in both test cases (Figurgs 5(
5(d) and Figures 6(c)-6(d)). In addition, in both test caskesir
performance is far below that of our GA heuristic. For exampl
the “even” and “proportional” assignment strategies penfquite
poorly in both cases with error capacity is less than 4 cheoks
groups. In both cases, their approximations to a globahopti

is at most 30%. All these results clearly indicate that theefg

and the “proportional” assignment strategies may not bg use-

ful in an error-prone environment. Our experiments alsaciue
that the “all-in-one” assignment strategy is not as goodussGA
heuristic. It reaches a global optimum fewer times and théesed
approximation is not as good as our GA heuristic in a number of
cases.

We also note that when the error capacity is small, an optasal
signment tends to choose the most reliable bistro. Withrtbeease
in error capacity, more bistros will be involved in an assigmt. It
can be explained intuitively as follows. When the error céya
is small, the gain of putting checksum groups on multiplerbs
is smaller than the failure risk of those bistros which havarger
failure probability than the most reliable one. Howevelthven in-
crease in error capacity, this risk can be “reimbursed” teyetror
capacity and can yield a higher final probability of recomsting
the original file.

We now consider convergence characteristics of our GA kictri
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Figure 6: Test Case 4: A Scenario with Error-prone Conditiors
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Figure 7: Number of Generations to Converge with Random
Initial Population

To this end we generated a number of initial populations loy ra
domly selecting 8 assignments from the entire search sphce.
each test case, we continue the computation until the GAigweur
tic reaches the same result as it did in the previous tesscade
record the average number of generations in 100 randomlgrgen
ated initial populations and present this average numbEigare

7.

From Figure 7, we can find that our GA heuristic converges rea-
sonably fast. In all test cases, the average number of gemes@o
reach the same result as in a fixed initial population cagsgsthan

9. Considering that the whole search spacifs our GA heuristic
only needs to check at mo3tx 9 = 72 assignments. According

to [6], by introducing good genes into the initial populatiove

can further speed up convergence of a GA. In the future, we can
apply a heuristic in selecting the initial population. Irctfaas an
initial attempt, we introduced our “all-in-one” and “even@uristic
assignments into our initial population in tests presemdegures

3 - 6 and we found that our GA heuristic can converge in less tha
5 generations in all cases.

From the above results, we can see that our GA heuristic esduc
the running time of an NP-hard problem efficiently whilelstdhiev-
ing a good approximation to a optimal solution. Although wdyo
presented the results of test cases for 6 servers in thig,pape
observed similar results in test cases for more serverss, e
believe this genetic algorithms approach is feasible ifis@aset-
tings.

5. RELATED WORK

This section briefly discusses related work in the contexdaif
assignment in distributed systems.

RAID [22] is commonly used in distributed storage systermgro-

vide better fault tolerance and performance. RAID spreafts-
mation across several disks, using techniques such astdjskg,

disk mirroring, and erasure codes to achieve redundanegrlita-
tency and/or higher bandwidth for reading and/or writingd ae-
coverability from hard-disk crashes. In the Bistro faulietance
protocol, we also stripe data with erasure codes. We cak tifin
RAID as employing the “even” assignment strategy as desdrib
above. We have shown that this is not a good approximation for



our application.

An important issue in data striping over the Internet is th¢ad
placement problem. That is, which data to place where. Wigh t
deployment of large content distribution networks (Inkidd0],
Exodus [14], Digital Island [13]) which provide hosting siges

to multiple content providers, data placement issues beaoore
and more important. A number of problem formulations areduse
to characterize and improve different objectives.

In [18], the k-median formulation is used to address the lgrob
of data placement in order to reduce network bandwidth aopsu
tion. In our problem, by increasing the probability for thesd
tination server to reconstruct the original file, we can dthe
chance of retransmitting the file and improve reliabilitydgver-
formance. The k-median problem [20] is a well-known NP-hard
problem. The k-median formulation is used to address thiel@no
of distributing a single replica over a fixed number of ho&sme
works use a k-median formulation to try to address a perfoaoma
metric in replica placement [16, 17]. The solution is uspalét-
work topology dependent. [21] proposes a bin packing foatioth
to achieve load balancing in distributing documents in ateluof
web servers. [21] also proposes an algorithm for the indtistri-
bution and network flow formulations in cases where eitheess
patterns change or there is a server failure. This is sinlaur
problem in that intermediate bistros can fail and we needdgim
mize the availability of the file. [5] studies the formulatiof a file
allocation problem which is proved to be NP-Complete in [Hje
file allocation problem is similar to our problem in that itdkso a
data placement problem and it needs to stgréles on M servers
in order to optimize a performance parameter, with respethe
storage capacity available at each server.

However, it is difficult to apply the above formulations ditly to
our problem. Our problem differs from those in the followiag-
pects: (1) in the Bistro system, intermediate bistros atérnsted,
while in replication, the replicas are usually put in a teasserver;
(2) in the Bistro framework, there is no difference betwagaime-
diate bistros while in replication, there is usually a prigneepli-
cation server which is more important than other serverk;n3
file allocation problems, there are normally storage capawin-
straints but in our model, we do not focus on this constrant
(4) our problem is modeled on the application layer and is/agkt
topology independent.

Genetic algorithms have been used to solve various optiioiza
problems including graph partitioning [2], multiprocessiocu-
ment allocation [8], and file allocation [19]. We took ad\eg

of their ability to explore, fast and efficiently, the soluispace of

a problem in order to design our heuristic for the data assegr
problem. To the best of our knowledge, we are the first to apply
genetic algorithms to the data assignment problem in masgre
applications. The genetic operations in our GA heuristicraovel
and can explore the search space quickly.

6. CONCLUSIONS

In this paper, we formulated a data assignment problemegioaoh-
text of the Bistro fault tolerance protocol as a non-lineatiraiza-
tion problem. We also proposed a genetic algorithm heartsti
solve this problem. We use simulations to evaluate our ambro
and compare the results with other simple heuristics asaseilith
an optimal solution obtained through a brute-force apgro&aur
results indicate that the proposed GA heuristic is efficterro-

vide a good approximation. We believe that the proposedoaubr
is feasible and can result in a better fault tolerance fraonkew

There are still several open research issues in the Bisitotéder-
ance protocol. One such problem is how to integrate perfocea
metrics with the data assignment problem. In this paper,deesss
the data assignment problem from a reliability perspectiew-
ever, performance is another perspective we need to canside
example, clients have different bandwidth constraintsitermedi-
ate bistros and will get different response times in tramisfg the
same number of checksum groups. We are currently inveistigat
these issues.
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