CS598 Advanced Internetworking Fall 2008

Homework 1: Build your own ISP

Instructor: Matthew Caesar Due:

In this assignment you will learn how to manage routers witim ISP network. Here, we will be working with the
Quagga open-source software router, which is set up andgedria a similar way to commercial routers. As part
of this assignment, we will set up a small network of Quaggders running the BGP and OSPF routing protocols,
modify their configuration files to instrument routing padis, and send some test packets to verify correct setup (and
to troubleshoot if necessary).

1.1 Initial setup
Follow the steps below:

1. We will be running our experiments on Emulab. Create amaacby going toht t ps: / / www. enul ab.
net/j oi nproj ect. php3, and joining the project "uiucnet”. Note this it may take se days to activate
your account. Emulab is a shared resource — please minirsé&zefunachines to ensure other users can run their
jobs!

2. Download the latest stable release (0.98.6) of the Qusafty@are router fronmnt t p: / / www. quagga. net/
downl oad. php .

3. Untar and install Quagga on two of the machines.

4. Use Emulab to start an experiment. The Emulab web formashtlyou for an NS file to set up your network
topology. Here is a sampléntt p: / / ww. ¢s. ui uc. edu/ hones/ caesar/ cl asses/ CS598. FO8/
sanpl ens. t cl . This sample file creates a small two-node topology condewnyea single link. You'll need
to edit it to create the larger topologies used below.

1.2 Configure OSPF

. Areal -
A 1zie802 1921680173
{ 110008 { 100008
“Areat’ Areaz

Figure 1.1: Topology after configuring OSPF in step 1.2.

Before we start Quagga, we need to tell it information abloetbpology (e.g. the IP addresses of other routers it will
peer with) and policy (e.g. which IP prefixes it should oragmand export). This is done by editing@anfiguration
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file. Quagga’s configuration file language is very similar to the ased in Cisco’s routers. Here, we will set up two
Quagga routers as shown in Figure 1.1.

We will start by configuring an OSPF session between routeasidB. OSPF is a link-state routing protocol used

for intra-domain routing (routing within a single networkjonfiguration of this OSPF session informs A and B that
the link between them may be used for intra-domain routinige DSPF protocol is responsible for sending probes
(hello packets) over the link from A to B to detect failurestiodt link, using the link in shortest-path computations.

Here we're using a small network with only two routers, buthiére were other routers within the network, OSPF

would also inform the other routers about the existencealflthk, so other routers could use it in their shortest path
computation.

To do this, we will run Quagga’s ospf daemon. However, firg,nged to start up Quaggasbradaemon. The zebra
daemon is responsible for receiving routes from the var@uagga routing processes (e.g., ripd, bgpd, ospfd) and
publishing them to the linux kernel. First, configure zebyackeating a zebra.conf file contining information about
the interfaces attached to the router, and the IP addregssassociated with each interface:

!
| Zebra configuration saved fromvty
I 2008/ 03/ 17 23:24:27

!

host nane zebr ad

password zebra

!

interface ethO

i p address 192.168. 31. 0/ 24

|

interface ethl
i p address 192.168. 35. 0/ 24
|

interface lo
ip forwarding
!

| og stdout

line vty
!

Since the IP addresses and interfaces of PCs in your setupliffexy you will likely have to edit these files to take thatdraccount. You can use
theifconfig command to determine the IP address associated with aipartinterface, and then assign the interface the /24 IPetutontaining
the interface’s IP address.

Next we will set up ospfd to build an OSPF session betweendhters. To simplify this step, we will give you the configuoatfiles for A and B.
However, since the IP addresses and interfaces of PCs irsgtup may differ, you will likely have to edit these files t@dahat into account. You
can use théconfigcommand to determine the IP address associated with awartinterface.

Configuration file for router A:

I -x- ospf -x-

! OSPF Config file for router A (ospfA. conf)
host nane ospfd

password zebra

!

interface ethO

!

router ospf

network 10.0.0.0/7 area O

network 11.0.0.0/8 area 1

Explanation: First, we need to tell Quagga which interfaces on the localni®® be used by the routing protocol. This is done with the
interfacecommand above. Here, we tell the router that interface viAtaddress 192.168.0.2 should be called ethO and is mad&isiouting
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protocols running at this router. OSPF will then automdliadiscover routers on the other side of the link. Next, thieter command tells Quagga

to create a new OSPF router instance. OSPF creates logmagof routers calledreasto improve scalability. Routing updates are constrained
within OSPF areas. Here, we only create a single networlesiga calledirea O(the top-level area in OSPF is always numbered zero). We tell
Quagga this area contains prefixes 10.0.0.0/8 and 11.8,®@@/saying that it contains the network with super-prefix010/7. Finally, we tell
Quagga that routes to 11.0.0.0/8 can be reached at the tadat within area 1 with the commametwork 11.0.0.0/8 area. 1

(a) The configuration file for router A is given above. Write ttonfiguration file for router B. Your file will look very singit to the configuration
file for router A provided above. Your configuration file shibuhake B part of area 2 containing prefix 10.0.0.0/8. Copy astigthe configuration
file you write into your report.

(b) Save the first file as ospfA.conf in the quagga-0.98.6ébdprectory on the machine you are using to emulate routdd@the same for the
configuration file you wrote (ospfB.conf) on the machine yoe asing for router B. Then, start up the ospf daemons on eadine, using the
commandsudo ./ospfd -u root -f ospfA.coan router A and/ospfd -u root -f ospfB.comn router B.

(c) Verify your setup is correct. Do this by logging in to thigy {router terminal) by doingelnet localhost 2604and executing the commansisow
ip ospf neighborandshow ip ospf routeYou should see output indicating that A is peered with B, wicé versa. If they are not, you have made
an error in the above steps. Copy and paste the output youmsedtfese commands into your writeup.

1.3 Configure iBGP

After completing the previous step, router A can discoverteép B's presence, forward data packets to hosts connectBddnd vice versa. In
this step, we will also allow A and B to exchange externadigrhed routes. In particular, router A and B will functionbasder routers connected
to other ISP networks. Routes received from other netwodexirio be propagated internally, to ensure all internalersutnow how to reach
externally-learned prefixes. For example, if router A leatrat it can reacth2.0.0.0/8 from router C, it needs to inform B of that fact, so B knows
it can reachl2.0.0.0/8 by routing through A.

Routes between ISPs are propagated using the Border GaRawtncol (BGP). BGP is a “path-vector” protocol — it propegaadvertisements
containing a list of hops to a particular destination. BGRrages on prefixes — each advertisement contains a list fikggeand the AS-level
path used to reach those prefixes. The AS-path is used to mudidg loops and "count-to-infinity” problems, by havingah router check to see
if its own AS number already appears in the path, and if sqpuing the advertisement. The AS-path may also be used imgppblicies, e.g.,
ASes may add multiple copies of their AS number in routingestisements to increase the path length on certain rotteeliy shifting traffic to
alternate paths.

Here, we will configure a BGP session between routers A and [BeV\BGP is run internally within an AS, it is referred to as@B” (internal-
BGP). Again, we will give you the configuration files to use:

Configuration file for router A:

I -%- bgp -*-

! Config file for router A (bgpdA. conf)

|

host nane bgpd

password zebra

|

| Let quagga know that this router is within AS nunber 8000

router bgp 8000

! The "router id" is used as the | P address of the router,

! and is also used to break ties (after all steps of the decision process)
bgp router-id 192.168.0.2

! tell quagga that it should connect to (peer with) a neighboring router

! with router-id (IP address) "192.168.0.2", which is also in AS 8000
nei ghbor 192.168.0.1 renpte-as 8000
nei ghbor 192.168. 0.1 updat e-source Loopback 0O

|

| og stdout

Explanation: First, we need to tell Quaggato create a new bgp router iostarhis is done with theuter bgp 8000
command. The "8000” at the end tells the Quagga bgp daemomatine of the local AS number, so the router can
append its AS number to advertisements, etc. Next, we tedg@a the IP address that identifies this BGP router with
thebgp router-idcommand. Finally, we tell Quagga to create an iBGP sessioouter B, which has loopback address
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192.168.0.1. Since B is within the same AS as A, we want ta3@IP to forward the traffic via OSPF, rather than a
BGP route. We do this by specifying the command "updates®la0”, which tells the router to contact 192.168.0.1
via the loopback address.

Similarly, here’s the configuration file for router B:

I -*x- bgp -*-
! Config file for router B (bgpdB. conf)
|

host name bgpd

password zebra
|

router bgp 8000

bgp router-id 192.168.0.1

nei ghbor 192.168. 0.2 renote-as 8000

nei ghbor 192. 168. 0. 2 updat e- source Loopback 0
|

| og stdout

(a) Place these files in quagga-0.98.6/bgpd, and start upMheéuagga instances with the commanttgpd -f
bgpdA.conbn router A and/bgpd -f bgpdB.cordn router B.

(b) Now, verify they are correctly peering. Quagga (like maommercial routers) supports a shell interface where
you can log in and execute commands to check the currentatiite router and its connections. You can access this
shell by doingelnet localhost 23then typing’show ip bgp”. The output should look similar to this on router A:

Net wor k Next Hop Metric LocPrf Weight Path
*> 11.0.0.0/8 10.0.0.2 0 100 0 100 ?
*>a 10.0.0.0/8 0 0 0 i

and similar to this on router B:

Net wor k Next Hop Metric LocPrf Weight Path
*> 10.0.0.0/8 10.0.0.1 0 100 0 100 ?
*>a 11.0.0.0/8 0 0 0 i

1.4 Configure BGP

Now, extend the configuration to the topology shown in Figug To do this, you'll need to start up 3 more instances
of Quagga, each running on a different machine, to createhaone composed of 5 software routers total. Have
routers in AS 8000 advertise a static route to 10.0.0.0/& &pgregation of 10.0.0.0/8 and 11.0.0.0/8). Print your
configuration files as well as the terminal output of "showgph and attach them to your writeup.

Hint: configuring external BGP sessions is a little different fi®@@&P sessions. You may want to do something along
these lines, which combines the iBGP file from above with c@mds to create the eBGP sessions:

I —%- bgp -k -

! Config file for router A (bgpdA. conf)
!

host name bgpd

password zebra

|

router bgp 8000
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AS 7000 AS 9000

AS 8000

5.0.0.0/8

Figure 1.2: Topology after configuring iIBGP and BGP sessinsseps 1.3 and 1.4.

bgp router-id 10.0.0.1

nei ghbor 192.168.0.1 renpte-as 8000

nei ghbor 192.168. 0.1 updat e-source Loopback 0O
nei ghbor 192.168. 0.1 ebgp-nul ti hop

nei ghbor 192.168. 0.1 next - hop-sel f

network 10.0.0.0/7

nei ghbor 10.0.0.6 renonte-as 7000

nei ghbor 10.0.0.6 ebgp-mnul ti hop

nei ghbor 10.0.0. 6 next-hop-self
|

| og stdout

Explanation: The next-hop-self command ensures that router A's IP addseadvertised as the next-hop used to
reach routes it advertises. The ebgp-multihop commandaltmnnections to peers that are not directly connected.
While this isn't strictly necessary in this example, it may used in cases where the border router’s peer is multiple
router-level hops away.

1.5 Policy configuration:

Next, we will configure policies to limit route export. We Wilonsider routers C and E to Ipeoviders and router D
to be acustomeiof the ISP containing A and B, as shown in

(a) If router C advertises a route, which routers shouldivecdat route? What about if router E advertises a route?
What about if router D advertises a route?

(b) Modify your configuration (hint: you may want to do this gging route advertisements with a community
attribute indicating what kind of peer they are receivedrfrand then also add an export filtering rule for providers
that filters routes from customers. An example of this is shoelow.) Print your configuration files as well as the
terminal output of "show ip bgp”, and attach them to your auip.

You can tag route advertisements with community attribatefllows:
ip coomunity-list 1 permt 0:1000

route-map | MPORT- CUST permt 10
set community 0: 1000
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!
nei ghbor <cust oner - nei ghbor - | P- addr ess> rout e-map | MPORT- CUST i n

Explanation: A "route-map”is a construct in router configuration langesagsed to express policies that should be
applied to groups of routes. A route map consists of a ndlBQRT-CUSTa set of rules denoting which a match to
this rule should be triggered (with the "match” commandghse leave out the match command to match all routes),
and the commands to be applied to updates triggering a msétlcdmmunity 0:10QQ@vhich adds the community
attribute "0:1000” to the routing update). The "neighbodhemand at the end applies the route-map to all updates
received fromcustomer-neighbor-1P-addres$he "in” statement at the end of that line means the rule Hieg to
inbound updates, as opposed to updates this router aggtidisustomer-neighbor-1P-address.

You can prevent route advertisements with a given commuatitipute from being advertised to a peer (export filter-
ing) by as follows:

rout e-map EXPORT- CUST permt 10

mat ch community 0: 1000
|

nei ghbor <prov/peer-1P-address> route-map EXPORT- CUST out

Explanation: Here, we instruct Quagga to apply the route-rBXP ORT-CUSTo updates received from the neighbor
with loopback IPprov/peer-IP-addressNe use the match command to only select routes advertisedstgmers for
export on the peering session.

(a) Attach all the configuration files you wrote to your report



