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    Abstract

The purpose of this paper is to survey two kind of analog of RSA based on the ellipticcurve and discuss how such a system have no advantage over the tradition RSA algorithm.

Introduction and History

The mathematical idea fundamental to public-key cryptography is that of a hard problem and from such problems, mechanisms for public-key key exchange might be constructed[DH76], if an additional technical requirement( a trapdoor) can be designed then the hard problem might possibly be used to constructed a public-key encryption or a digital signature algorithm[DH76]. Today the candidate hard problems which apply for public-key cryptography is discrete logarithm problem over a finite field and integer factorization[Sim92].

In the 1980s researchers noticed that another source for hard problem might be that another source for hard problems might be discovered by looking at elliptic curve[Mil86, Kob87]. Elliptic curves have shown themselves to be remarkably useful in a range of applications including primality testing and integer factorization[Len87, Men93]. One potential use of elliptic curves is in the definition of public-key cryptosystems that are close analogs of existing schemes. In this way, variants of existing schemes can be divised that rely for their security on a different underlying hard problem. The history of the analogs of the existing schemes is as following:

In 1985 Miller is the first one who proposed the Diffie-Hellman key exchange protocol[DH76] on the base of elliptic curve[Mil86]. The elliptic curve based analogues of the Elgamal scheme and the Massey-Omura scheme[Kob87] is proposed by Koblitz in 1987.The first elliptic curve based analogue to the RSA scheme was introduced in 1991[KMOV91]. A more advanced elliptic curve based analogue to the RSA scheme[Dem94] was introduce by N.Demytko in 1994.In this report, we will show the two kinds of Elliptic Curve RSA first which is the KMOV Scheme and Demytko Scheme, then we discuss some relation between the Elliptic Curve RSA and give some similar attack method which can attack both the Elliptic Curve RSA and RSA.

KMOV Scheme

We represent the curve of y2=x3+ax+b over finite field p as Ep(a,b)

In the KMOV Scheme, in this scheme, the value of a in the curve y2=x3+ax+b is always 0.First we have to generate the public key first, the steps of key generation is as following: The User U choose two large prime p and q such that p=q=2 mod 3 (we do so because when p is a prime and p=2 mod 3, for 0<b<p, Ep(0,b) is a cyclic group of order |Ep(a,b)|=p+1). U compute n=p*q and Nn=lcm(p+1,q+1). U choose a integer e as the public key such that gcd(e,Nn)=1 and find compute the private key d by solving the equation ed=1 mod Nn. So U’s secrete key is d and Nn and the public key is n, e.

The Encryption process is as following: When another user A want to send message to U, he divide his message into two part mx and my , which means that the plaintext is M=(mx,my) in which mx,my∈Zn , the A determine the value of b of the curve by mx and my, then A encrypts the point M by computing C=E(M)=eM over En(0,b)  and send a ciphertext pair C=(cx,cy) to the receiver U.

The Decryption process is as following: When U receive the decrypted message C=(cx,cy), he can determine the value of b by cx and cy( in the process of encryption, the value of b doesn’t change) and then use his private key d to decrypt the message as M=dC over En(0,b)

Note: KMOV Scheme can be broken if the eavesdropper knows the order of ellipitc curves used instead of knowing the prime factors of used composites(he can easily get d by knowing e and Nn). No relation had been known between these two difficulties,1)the difficulty of obtaining the order of elliptic curve modulo n and 2) the difficulty of factoring the composite. However it has been proved that such two problems is equivalent[BV96] 
Demytko’s Scheme
We represent the curve of y2=x3+ax+b over finite field p as Ep(a,b)

In Demytko’s Schema, the steps of key generation is as following: The user U choose two big primes p and q, then U choose u and v in which u is the non-residue of p and v is the non-residue of q, choose a and b such that gcd(4a3+27b2,pq)=1, we have the following values:

N1 is the order of y2=x3+ax+b over finite field Fp 

N2 is the order of y2u=x3+ax+b over finite field Fp
N3 is the order of y2=x3+ax+b over finite field Fq
N4 is the order of y2v=x3+ax+b over finite field Fq

Note that it is well know that |Ep(a,b)|=p+1+αwhere |α|<2√p, and the the order of y2u=x3+ax+b over finite field Fp is p+1-α,so if we want to get the values of Ni, it is enough to get the value of N1 and N3.

U will choose e such that gcd(e,N1)= gcd(e,N2) =gcd(e,N3) =gcd(e,N4)=1

Then U get di by solving the following equation:

ed1=1 mod lcm(N1,N3)

ed2=1 mod lcm(N1,N4)

ed3=1 mod lcm(N2,N3)

ed4=1 mod lcm(N2,N4)

then U publish his public key as (n,e, a,b) and take di as his private key

The Encryption process is as following:

If A want to send message to U, let x belong to Zn to be the plaintext, let y is the squre root of x3+ax+b, we get C(M)=(s,t)=e(x,y) over the curve and then send (s,t)to the message-receiver. 

The Dncryption process is as following:

After U receive the message, he compute w=s3+as+b and get i by the following rules:

i=1 if(w/p)=1 and (w/q)=1

i=2 if(w/p)=1 and (w/q)=-1

i=3 if(w/p)=-1 and (w/q)=1

i=4 if(w/p)=-1 and (w/q)=-1

according the result of i U compute di*(s,t)over the curve and get the plaintext(x,y)

We can notice that in a sense we can say that KMOV Schema is a special case of Demytko’s Schema, we take a=0 and compute b in the ciphertext and let Ni=lcm(p+1,q+1), then we find that it is the case of Demytko’s case.

Introduction to Hastad’s attack[Has85]

Hastad prove that if in a traditional RSA System, if many user Ui(i=1,2,…) have the same public key e and e is small, then the broad cast encryption of not secure.

Proposition: Given a set of equations (aijxj=0 mod ni, i=1,2,…k where x<n, it is possible to recover x in time polynomial in e, k and log ni if 

N>nh(h+1)/2(k+h+1)k+h+1/22(k+h+1)*(k+h+1)/2(h+1)(h+1)
As before N=(ni, n=min ni, h is the degree of the equation and k is the number of equations.

This Propostion means that, when the user Ui have the same public key e and e is small, when A want to send messages to all Ui, if the number of Ui is big enough, then the eave-dropper can easily get the plaintext from the ciphertext y1, y2, …yk
Low exponent Attack to Elliptic Curve RSA[KKS95]

In the traditional RSA, when the user use some small number as the encrypt key, we know that it is not safe because of the low exponent attack. The same situation happened in the Elliptic Curve RSA. Suppose that A wants to send the same message x to U1, U2,…Uk. Let the public key of Ui of Demytko’s RSA scheme be (ni,e,ai,bi)

The case of e=2

In Demytko’s scheme, e can be 2 if each Ni is odd

On the curve because the y-coordinate can be determined by x.

Let f(x)=(x2-ai)2-8bix, g(x)=4(x3+aix+bi), we have that the cipher text

Ci=f(x)/g(x) mod ni
Let Fi(x)=4ci(x3+aix+bi)- (x2-ai)2+8bix mod ni

Then we have Fi(x)=0 mod ni

Notice the deg Fi(x)=4, In Proposition above, we have that h=4, so nh(h+1)/2=n10

When k=11, we have that

(k+h+1)k+h+1/22(k+h+1)*(k+h+1)/2(h+1)(h+1)=168*2128*55<2175
thus we have that

2175*n10>nh(h+1)/2(k+h+1)k+h+1/22(k+h+1)*(k+h+1)/2(h+1)(h+1)

According to Hastad’s conclusion, when k=11 and n>2175, we can get the plaintext from the broadcast messages in polynomial time.

The case of e=3

When the public key is e=3, we can compute the cipher text by the following rules:

x2(i)= (x2-ai)2-8bix/4(x3+aix+bi) mod ni

Let 

hi(x)=(ai-x x2(i))2-4b(x+ x2(i))

gi(x)=x(x-x2(i))2
we have ci= hi(x)/ gi(x) mod ni
for some polynomial hi(x) and gi(x), where deg hi(x)=10 and deg gi(x)=9

Let Fi(x)=ci gi(x)- hi(x)

Then Fi(x)=0 and deg Fi(x)=10, according the Hastad’s proposition, we have that h=10, then nh(h+1)/2=n55, notice that when k=61

We have that

(k+h+1)k+h+1/22(k+h+1)*(k+h+1)/2(h+1)(h+1)=22888<(2482)6
so we have that

(2482)6*n55>nh(h+1)/2(k+h+1)k+h+1/22(k+h+1)*(k+h+1)/2(h+1)(h+1)
According to Hastad’s conclusion, when k=61 and n>2482, we can get the plaintext from the broadcast messages in polynomial time.

Some other cases

Suppose that n>2723, if e=5 and k>664, then x can be found from ci,…,ck in polynomial times for both the KMOV scheme and Demytko’s scheme.

Suppose that n>21024, if e=5 and k>428, then x can be found from ci,…,ck in polynomial times for both the KMOV scheme and Demytko’s scheme.

A Chosen Message Attack[BS97]

Demytko’s cryptosystem has the property that only x-coordinates of points on the curve are processed, and, as a result, it is difficult to compute the composition of two arbitrary points. While arbitrary composition indeed seems difficult, a well-known construction relating x-coordinates does yield a successful attack:

xi+j=((4b+2(a+xixj)(xi+xj))/(xi-xj)2)-xi-j

Let x1 be a message whose signature is to be forged, and let u and v be chosen such that u+v=1.Define i=du and j=dv, where d is the private exponent for signing the message x1 and its elliptic curve multiples. Then xi is the signature of xu; xj is the signature of xv;xi-j is the signature of xu-v; and xi+j=xd is the signature of xu+v=x1
A chosen message attack follows directly: given x1 the opponent obtains the signatures of its multiples xu,xv and xu-v, and computes the signature of x1 by xi+j=((4b+2(a+xixj)(xi+xj))/(xi-xj)2)-xi-j 

Elliptic Curve RSA Vs RSA

It is very interesting that between the two candidate hard problems which apply for public-key cryptography is discrete logarithm problem over a finite field and integer factorization, the analog of discrete logarithm based on elliptic curve is very popular now while the analog of RSA based on elliptic curve just arise academic interest. The reason is simple:the present benefits of elliptic curve cryptosystems based on a composite modulus do not seem significant. The attack which is effective to RSA is also effective to the elliptic curve based RSA, such as the chosen text attack, homorphic attack and the low exponent attack we mentioned above. They offer essentially no practical advantage over RSA.
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