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ABSTRACT distinct as it focuses on predicting reliabilityadncurrentsoftware

systems in &calableyet accurate manner. The improved scalabil-
ity is achieved through hierarchical approach We first overview
existing techniques’ shortcomings, which motivate ourkyvor

Most existing techniques assume a sequential system. dliypic
in such approaches a reliability model keeps track of whimtm-c
ponent is running. This is inadequate when modeling systams
which many components may be running concurrently. In ptedi
ing reliability of concurrent systems, one typically needskeep
track of the status of all components, i.e., a state in thality
model consists of multiple variables, where iHevariable corre-
sponds to the state of Component Such an approach is taken,
for instance, in [5, 20], and we refer to it as a “flat model”.cBu
approaches essentially generate reliability models irugekiorce

Early prediction of reliability is important in building gendable
software. Existing approaches are unable to model conusys-
tems in a scalable way. To address the scalability challewge
propose a framework that is applicable at the architectwel | Our
framework achieves scalability by approaching the system the
perspective of usage scenarios and by employing a hiecalcdo-
lution. Specifically, we solve lower granularity scenabased sub-
models and a higher granularity system model; we then cognbin
their results to obtain a system reliability estimate. Oual@ation
indicates that (a) the proposed hierarchical frameworlcisicate,
and (b) that it is more scalable than existing techniques.

Cata.:lories and SUbj ect D&criptors manner, and suffer from scalability (i.e., “state explo§)gprob-
D.2.4 [Software Engineering]: Software/Program Verification—  lems, making them often prohibitively costly to generate solve.
Reliability To address the problem e€alablereliability prediction of con-

current systems, in this paper we propose SHARP, a hiecaichi
reliability prediction framework (see Section 3). Thatvg ap-

General Terms proach the scalability problem by generating and solvirgrsed-

Reliability, Design els that each capture a part of the system’s functionalitydding
so, SHARP leverages system use-case scenario models, such a
Keywords UML sequence diagrams. Specifically, we solve finer graitylar

scenario-based submodels and a coarser granularity sysoeie;
we then combine their results to obtain a system reliab@si-
mate. The motivation here is that the submodels are expéxtesl
1. INTRODUCTION relatively small, and that solving a number of smaller subets
Early prediction of reliability is important in building gend- ~ (rather than one huge model) results in space and compuaétio
able software systems. Problems discovered in later stagelsas ~ Savings. We note that the use of scenario-based modeliexls
during implementation, can be very costly to address. Magr ~ Ploredin [8, 15, 21]. However, these works differ from SHARP
sign decisions are made long before the software has bede-imp that[8, 21] assume a sequential system, while [15] consialéflat
mented, and correcting these problems may require reqemglo ~ Model” and thus suffers from the very scalability problenesave

Scalability, Concurrent Systems, Hierarchical Approach

the system. Therefore, it is critical to analyze a softwastesm’s striving to address. _ o )
reliability in early stages of design, starting with thetsys's archi- Lastly, we note that SHARP is an approximation of the “flat
tecture. In this paper, we propose SHARP, a Scalable, Hieical, model” (i.e., one that keeps track of the status of all conepts)
Architecture-level, Reliability Prediction framework. used in other techniques. However, we argue that its palestal-

A number of recent approaches have begun to quantify system ability benefits are achieved at the cost of fairly small éssi its
reliability by analyzing a system’s architectural modds$, 7, 8, accuracy. We evaluate our approach for accuracy and coityplex

9, 14, 15, 16, 20, 21]. Within the class of such efforts, SHARP ~ We validate the accuracy of SHARP, using the “flat model” @s th
ground truth. We illustrate that in practice significant spand

computational benefits are obtained through our approach.
In summary, our main contribution is an architecture-letedr-

Permission to make digital or hard copies of all or part o$ twork for archical framework that can modebncurrentsystems in acal-
personal or classroom use is granted without fee providatidbpies are ablemanner (see Section 3). Our initial assessment (see Sdgjtion
not made or distributed for profit or commercial advantage: that copies illustrates that the practical space and computational lo@sefits
bear this notice and the full citation on the first page. Toyooiherwise, to are achieved at the cost of small losses in accuracy. Wevbdhiat

republish, to post on servers or to redistribute to listguies prior specific . : . ; . .
permission and/or a fee. a number of interesting research directions remain opatetasied
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Figurel: MIDAS' high-level architecture

2. BACKGROUND AND RELATED WORK

2.1 Running Example

For ease of exposition of our framework and for its subseguen
evaluation, we use a sensor network application, builtggie MI-
DAS framework [13], as our running example. This system mon-
itors room temperature and turns the air conditioner (AC)oon
off in order to satisfy user-specified temperature level® réfer
to this example system as the MIDAS system. The MIDAS sys-
tem consists of five different types of componentSemsomea-
sures temperature and sends the measured dat@atesvay The
Gatewayaggregates and translates the data and sends itdtda
which determines whether it should turn tA€ on or off. Users
can view the current temperature and change the threshsilus a
GUI component, which then sends an update td-thb.

Figure 1 gives a high-level depiction of our example system’
architecture, with the state machines capturing the behafithe
corresponding components given in Figure 2. In a comporiaté s
machine, an evenf is either a sending event or a receiving event.
Here we use the notation introduced by Yellin and Strom [22],
in which sending and receiving of events is represented by “-
and “+”, respectively. For example; E'1 represents a component
receiving eventE'1, while —E'2 represents a component sending
event £2. Note that some of the state machines include failure
states (states labeled by a negative number in Figure 2hwhjz
resent erroneous behavior that is triggered by a failurateéveWe
discuss how we generate failure states below.

There are three possible scenarios in our example MIDAS sys-
tem: (Scenario ) the Process Sensor Datscenario that includes
processing measurements fr@ensorcomponents; §cenario 2
the GUI Requestcenario that includes updating the temperature
readings and changing temperature thresholds; &oeh@ario 3the
Control ACscenario that includes turnin§C on or off according
to the temperature readings. In the remainder of this pé&mezase
of illustration, we focus mainly on Scenario 1, which is deed
using a sequence diagram in Figure 3.

2.2 Background

We focus on analyzing the effect on software system reliabil
ity of architectural defectssuch as signature mismatches and mis-
matches between interaction protocols of components. Vit
fect is triggered, dailure may occur, in which a component pro-
duces a result that is incorrect (as defined in the systemisne
ments specification). We note thatecoveryfrom failure is pos-
sible (as explained below). Lastly, we defisygstem reliabilityas
the probability that a user does not experience a failursezby
architectural defects.

In system reliability analysis, a system’s failure is tyglg de-
fined in terms of the failures of its components. As detaitedur
previous work [2], we analyze an individual system compdsen
architectural model by applying a defect classificatiorhtggue,
e.g., [17], to determine the failure states, and add a tiandrom
a state that may trigger an identified defect to a failureestdsing
the technique in [17] on the MIDAS system, we identify a defec
in the Sensorcomponent: &ensolis unable to notify thé&ateway
when it is running out of battery due to a mismatch between the
components’ interaction protocols. Failures caused by defect

are represented as the failure statein the model in Figure 2(a).
We extend the event send/receive nomenclature to failuleren
covery events by viewing a component as sending failureojrec
ery) events when it fails (recovers).

Further details on the generation of component reliahitibdels
can be found in [2], where we discuss how we leverage infaonat
available at the architectural level to estimate the madmrame-
ters (transition rates, failure rates, and recovery rates)

2.3 Related Work

Current literature includes a number of software relifypitire-
diction techniques that are applicable at the architettavel [3,
5,7, 8,9, 14, 15, 16, 20, 21]. A comprehensive treatment of
these is given in three surveys on the topic [6, 10, 11]. Many o
these approaches are influenced by [3], which is one of tHe ear
est works on reliability prediction that considers a systénternal
structure using Markov chains. In [3], the states in theat®lity
model represent components, while the transitions reptésens-
fer of control between components. These transitions aenaed
to follow the Markov property (i.e., a transition to the nexate is
determined only by the current state). The work in [3] assime
sequential system, and most existing approaches, withdtable
exception of [5, 15, 20], make the same assumption. Since our
work focuses oroncurrentsystems, we restrict the remaining dis-
cussion mostly to works that address concurrency. We alse co
ment on approaches that make use of scenario-based moslels, a
well as approaches based on formalisms other than Markarsha

As noted earlier, in modeling a concurrent system one tylgica
needs to keep track of the status of all components. [5, 15h2&
taken this approach, in which a stafein a model of a concur-
rent system is described I§y variables, where« is the number of
components in the system, i.6.= (S*,5%,...,5°). In[5, 20],
components are modeled as black-boxes, which are eithiee act
idle, i.e., S* = 0 when Component is idle andS’ = 1 when
Component; is active. In addition to scalability problems, this
is also a shortcoming since representing the internal tstreiof
components facilitates more accurate models. For exarapiee
defects may only be triggered when the component performs ce
tain functions. To address this, instead of modeling theustaf a
component as either active or idle, one can use a finer-gratyul
component model; this would result in the type of model used i
[15], whereS® represents the state of ComponéntSpecifically,
[15] generates component models from scenario models &md th
generates a system model by combining the component mastels u
ing the parallel composition technique developed in [4]. Mg
that, as in [15], our work models systems at a finer granyl&itel
through the use of scenarios. However, unlike [15], we daweed
to generate and solve an entire system model; instead, wieymp
hierarchical approach, which is intended to yield bettataility.

Existing approaches are also inflexible with respect tcecffit
notions of system failure, e.g., in [3, 8, 9, 14, 20], faiki@re
represented by transitions to a failure state in the (Maitmain
based) reliability model. In these models (which assumeglesi
threaded system), being in stafe indicates that Componeitis
active, while all other components are idle. A transitioonfra
stateS; to a failure state indicates that Componertias failed.
This means that if any active component has failed, theesnis-
tem is considered to have failed. This is also the case in i%ére
the system transitions to a failure state when any activepcem

We assume that the failures are recoverable, but we can model
irrecoverable failures by considering transient analysikout sig-
nificantly changing SHARP. For brevity, we omit details aéitov-
erable failure analysis.
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Parameter| Value || Parameter| Value || Parameter| Value
q(E1) 0.2 q(E5) 0.005 q(F1) 0.01
q(E2) 0.1 q(E6) 0.01 q(F2) 0.1
q(E3) 0.2 q(ET7) 2 q(R1) 0.7
q(E4) 0.5 q(R2) 0.4

Figure2: Components’ state diagrams

nent fails. The work in [5, 7] does not include failure stages
plicitly; rather essentially a reward is assigned to eaakestwith
the value of the reward representing the probability of y&em
failing in that state), where the system’s reliability isvgouted as
a Markov reward function [18]. However, the system failuee d
scription is still limited, assuming that the system failkem any
(active) component fails. [20] provides a somewhat richescdip-
tion of system failures, where a reliability model includessckup
components that can provide services when the primary coanto
fails; the system fails when the primary component and alkbp
components fail. However, this approach is not capablehfwit
significant changes) of describing other notions of systeitre,

e.g., an OR-type relationship (the system fails when Corapbn
A or ComponentB fails). Such notions of system failure can be

described within SHARP.

Some existing approaches make use of scenario models [8, 15
21], but they assume a sequential system, with the excepfion

[15] as described above. For example, in [21] system rdifiglis
defined as the weighted sum of scenario reliabilities. Thights
represent the probabilities that each scenario occurs, tvi as-
sumption that one scenario is active at a time. This is notaise in
our work: in a concurrent system, it is possible to have coeccy
within a scenario, as well as multiple scenarios and/or ipialin-

stances of the same scenario running simultaneously. Mergo

[21] assumes that the probabilities of each scenario docuare
known, which is also not the case in our work.

Other state-based approaches, such as those based orsstoch

tic Petri nets (SPNs), suffer from the same state explosiob-p

lem. Existing SPN-based approaches focus on performaradg-an
sis based on UML models (see [1] for a survey); such models can

be used in reliability analysis as well. However, solving 8PN re-
quires generating the SPN's reachability graph, which hasame
state explosion problem described above.

While non-state-based approaches, such as [12, 16], may not

have the state explosion problem and (implicitly) consicarcur-
rency, they are not as descriptive as state-based appmaahe

hence may not give accurate estimates. For instance, tHeiwor

[12] computes system reliability as a weighted averageefétia-
bilities of all execution paths, and the reliability of egudth is the
product of component reliabilities. In addition, our owreyipus

work [16] explored the use of Bayesian Networks (BNs) to nhode

reliability of concurrent systems. States in the compomeodels
are interpreted as nodes in a BN, and transitions are ieteghias
dependencies between nodes. We solve the BN for reliabiiign
these dependencies and component reliabilities. Howtemno-
tion of concurrency in these approaches is limited as thepato

describe flow of control. For example, the two approachesabo
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are not able to model the time spent in each component, so that
a lightly-used component has the same effect on reliakélgtya
heavily-used component.

3. THE PROPOSED FRAMEWORK

To address scalability problems, we constructed SHARP &s a h
erarchical technique. At a lower level, we use finer-graiseb-
models, each representing a subset of system functionality
refer to these as “scenario-level” models (for reasons robedaer
below). At a higher level, we model concurrency aspects ef th
system using coarse-grained models, which only capture isha
running in the system and not the corresponding details. éfés r
to these as “concurrency-level” models. This approach igvated
by the fact that it is typically more efficient to solve manyam
submodels rather than one large model.

' In particular, we generate the submodels using the systamis

ponents and use-case scenarios, which provide a meanvayfub
divide the system into smaller parts. We build scenariellevod-
els (as detailed in Section 3.1) that each capture a subtet ef/s-
tem’s functionality. These scenario-level models arewsitald for
their reliability and performance characteristics. Thefgrenance
characteristics are needed in building the concurrenagttaodels
(as detailed in Sections 3.1 and 3.2), while the reliabdigracter-
istics are needed in computing the reliability of combioas of
system scenarios (as detailed in Section 3.3) based on shensy
designer’s definition of system failure. After solving theesario-

4evel models for scenario reliabilities, we need a way of bitimg

the results appropriately to compute overall system riiialjas
detailed in Section 3.4).

We model concurrency in SHARP as simultaneously executing
instances of scenarios, in which each instance can be evadid
as a thread in the system. As an example, in MIDAS, a user may
interact with theGUI while two sensors are taking measurements
and interacting with other components. This can be repteddy
having one instance of titeUIRequesscenario and two instances
of the SensorMeasuremestenario running simultaneously.

3.1 Step 1: Scenario-Level Models

3.1.1 Building scenario-level models

When building a scenario-level model, we extract the states
transitions in the involved components’ state machine rsotfeat
correspond to events in the scenario of interest. For ex@nipl
Scenario 1 from Figure 3, only the following events may océil,
E2 E3, andE4. Consider theédub state machine in Figure 2(d); the
eventsEb, E6, andE7 do not occur in Scenario 1, hence we elimi-
nate the states and transitions associated with thesesdweatked



as dashed lines in Figure 2). TlJI and AC components do not
participate in Scenario 1 at all, hence they are not usedeigém-
eration of the Scenario 1 model.

nario as the probability that it is not in any of the failuratss,
given that the scenario is active (i.e., itis not in the idie). This
involves solving the CTMC for the steady state probabilityoe-

We then include all states in the state machine models which ing in stateS;, 7(S;), using standard techniques [18]. We can then

are not eliminated above. Moreover, if the state machineeaisod
contain transitions to a failure state from one of the inetlidtates,
then that failure state is included as well — e.g., the failsgate in

the Sensoistate machine is included because its State 2 is included.

Once all component models for a particular scenario areelgdyi
we build the scenario-level model by applying the paraltehpo-
sition technique developed in [4]. In our example, this vdasult
in the model depicted in Figure 4. States corresponding ée sc
nario failures are determined according to the system’shidiefi
of failure. In the simplest case, a state in a scenario-leael is
a failure state if any component is in a failure stafailure states
in Scenario 1 model are marked in grey in Figure 4.

Once we have determined the states and transitions, we oeed t

determine the rate at which each of those transitions ocdugs
us define the rate at which evehtoccurs to be;(E). The tran-
sition rates may correspond to user behavior (e.g., a useess
a GUIRequeskvery X minutes on the average), system require-
ments (e.g., &ensorsends a measurement t@atewayevery X
seconds), predictions of system performance (e.g., onviiiage,

a Hub will take X milliseconds to process data fronGateway,
and so on. As explored in our prior work [2], system archigect
can estimate the rates from functionally similar composé€atg.,
an older version of the same component), from requirements d
uments, from expert knowledge, or from a combination of ¢hes
sources of information. Note that these sources of infaonahay

be unreliable, i.e., they may be poor estimates of the systaca
tual usage patterns. In [2], we provide an extensive armalysa
reliability model’s sensitivity to them. We leverage thessults in
the remainder of this paper and assume that transition aateis-
cluded in the component models. Transition rates assaciait

compute the reliability of Scenaricas:

o= L= 25 m(F) —7(S)
e 1—7(81)

whereF; is a failure state of the scenario-level model.

In our MIDAS example, solution of the Scenario 1 model from
Figure 4 results in Scenario 1's reliability beifigd859. When
applying the same approach to the generation and solutidimeof
other scenario-level models in MIDAS, the reliabilities®denar-
ios 2 and 3 are determined to be 0.8 and 1, respectively.

@)

3.1.3 Scenario Completion Rates

An important ingredient in building a concurrency-level aebd
(described next in Section 3.2) is the determination of aage’s
average completion timd;, which can be defined as the average
time it takes for a scenario-level model to return to the stiete
S.4 To computeT’, we use the same scenario-level model as in
Section 3.1.2, but this time use it in computing a perforneamet-
ric (namely, the scenario completion time).

Let us define the average scenario completion jics 1 = %
We note thatT" includes time spent in normal operation as well
as time spent in recovering from failures, because the defini
of an “active” scenario (in the concurrency level modeladaiiced
below) includes all of the scenario’s behavior (i.e., etleing other
than the idle staté&:).

Let T'(S;) be the scenario completion time, conditioned on the
fact that the the scenario begins its operatioS§inthe first state to
which it transitions from the idle state. Since there may lmgem
than one transition out of the idle state, we need to first1i(g;)
for all S;. We can then uncondition of;, to computeT’. We

the same event are assumed to be the same among all componentsomputeT’(S;) for all S; by performing transient analysis that cor-

For example, in botlsensos and Gateways component models,
E1is assumed to occur with raig€E'1).

Once the states, the transitions, and the correspondiag aat
determined, we can represent a scenario-level model by tineon
uous time Markov chain (CTMGith a corresponding transition
rate matrix,Q, where the(i, j)th entry represents the transition rate
from stateS; to stateS; in the scenario-level model. Note that since
we are using a CTMC model, all the diagonal entrie®imust be
set such that each row sums¢18]. For instance, using the pa-
rameters in Figure 2, the transition rate matiX, corresponding

to MIDAS’s Scenario 1 model, is given in Equation 1.
S1 So Ss S4 Ss Ss Sr
Si / —0.2 0.2 0 0 0 0 0
Sz 0 -011 0.1 0 001 0 0
Ss 0 0 -0.21 0.2 0 001 0 N
Sy 0.5 0 0 —0.51 0 0 0.01
Ss 0 0.7 0 0 -0.8 0.1 0
Se 0 0 0.7 0 0 -08 0.1
S7 0 0 0 0.7 0 0 -0.7

3.1.2 Scenario Reliability

Given the scenario-level model constructed above, we can no
compute that scenario’s reliability. We define reliabilifya sce-

2SHARP is flexible enough to allow designers to specify more
complex failure rules. This is done using the same technajue
the scenario level as described in Section 3.3 at the systesh |
3The choice of CTMC is in no way constraining, as it can be math-
ematically converted to a discrete-time Markov chain (D&
long as the rates are bounded [18].

responds to solving Equation 3 [19]:

Yo QSLS)T(S) = ~1
S; # S1
S5 #Si
wherev(S;) is the sum of the rates corresponding to transitions out
of states;. i.e.,

—v(8)T(Si) + (3)

u(S) = Y QSiS)) @
S;j#S;
Let P(S1,S;) be the probability of going fron$; to S;. Then,
(81, Si)
T=N "T(S)P(S,8) = T(S)="2Y 5

Applying Equations 3 and 5 to the matrix in Equation 1 describ
ing the Scenario 1 model, we compute the average complétien t
of Scenario 1 to be 17.0358 time units. We then compute the av-
erage completion rate of Scenario 1@as= % = 0.0587. We
compute the completion rates of the other scenarios in mample
system using the same method: the completion rates of Sosnar
2 and 3 are 0.08 and 0.002, respectively.

3.2 Step 2: Concurrency-Level Model

Next, we describe how to generate a concurrency-level model
We do this by keeping track of the number of active instandes o

“The scenario completion time has a direct effect on the mix of
possible scenarios that can run in the system simultangolisis
will become clearer in Section 3.2.



Table1: Valuesof P;(A;) in MIDAS

Parameter| Value Parameter| Value Parameter| Value
P (0) | 0.0514|[ P.(0) | 0.9412([ P5(0) | 0.9804
Pi(1) | 03507| P2(1) | 0.0588]| P3(1) | 0.0196
Pi(2) | 05979

—/ —/ :
Hi 24 3 Ly

Figure5: A concurrency-level model

each scenario in a system. Recall that we model concurresicy a wherel — =, P(C;) is a normalization factrthat ensures that

simultaneously executing instances of scenarios, andsaarioe is
considered active when it is in any state other than the idies
of its scenario-level model. For example, consider Scenhiin
Figure 3. Before &ensorsendsEl, this instance of Scenario 1 is
considered idle, as the execution of Scenario 1 has noédtarany
component. The components could, however, be executirey oth
scenarios. Once thfeensorhas senkl, this instance is considered
active, until theSensorhas received4, in which case all three
components have finished the execution of the scenario.

The state of the entire system can be described @a@ina-
tion of scenarios A combination of scenariog}’;, is defined as
Cj = (A1, As,..., As), where A; represents the number of ac-
tive instances of Scenarig hereS is the total number of distinct
scenarios in the systemnSince it may not be realistic for the num-
ber of instances of a particular scenario to grow unbounded,
also definel; to be the maximum possible number of active in-
stances of Scenarip andI = maz(1;) be the largest number of
active scenario instances for all Scenario¥Ve envisionl; being
available at design-time, as such a limit is likely to be duddsign
decisions, system resource limitations, requiremenéssyistem’s
structure, and the components’ behaviors. In order to cetamur
reliability estimation (Sections 3.3 and 3.4), we need tmpote
the distribution of the possible active scenario comboreti

Since, in general, not all combinations of scenarios in &esys
may be possible, we allow a system architect to specify tine-co
binations of scenarios that are not possible (or not allw&ar
instance, in MIDAS, such a restriction may be put in placevmic
a race condition: when a user is setting a new threshold gfrou
the GUI (Scenario 2), thélub may incorrectly control thé&C us-
ing the old threshold (Scenario 3). In that case, an architeald
specify that Scenarios 2 and 3 cannot run simultaneousincéle
if we setl; = 2, I, = 1, andIz = 1, and include the restriction
that Scenarios 2 and 3 cannot run simultaneously, thenogelge
scenario combinations are those depicted in Table 2.

After we have determined the possible scenario combingtion
we calculate the probability that each combination occWs.de-
fine P(C;) = P(A1, As,. .., As) to be the probability of having
A; active instances of Scenarifor eachi. To reduce the complex-
ity of this computation we make the simplifying assumptibattin
a highly concurrent system, all instances of all scenartiosmde-
pendently. If executions of two or more scenarios are depend
on one another, we treat them as a single, larger scenaria: In
itively, this assumption corresponds to the rates of atiditéons
in the scenario-level models being independentiof We make
this assumption to reduce the computational cost of thjs, see-
ognizing that it may not always hold in practice. Thus, oduson
is an approximation, and we illustrate its accuracy in Sect.2.
Hence,

Hi Pi(Ai)

w

SGiven that the system essentially experiences scenasd™sind
“completion” events, we assume that the probability thateriban
one scenario starts and/or completes in the exact samatiista
time is negligible. This is a standard assumption in Markb&ic
models which makes them more tractable without a signifilcesst
in what is expressable with such models.

P(Cj) ~ (6)

P(Cj)sumto 1. In MIDAS,P(A1, Az, A3) is the probability of
having A1, Az, and As active instances of Scenarios 1, 2 and 3,
respectively. According to Equation 6,

P(As, Ag, Ag) ~ DAL X PQ‘(/;/“?) X Ps(As)

To computeP;(A;), we solve a concurrency-level model, de-
picted in Figure 5, for each ScenatidSpecifically, this isa CTMC
model, representing the number of active instances of Siceha
When there arel; instances of Scenarip A; < I, a new instance
of Scenarioi starts at the rate ok;. Note that the starting of a
new scenario instance corresponds to transitioning outefdle
state in the scenario-level model. Therefoke,= v(S1), where
S, is the idle state of Scenarits model (recall Equation 4). When
A; > 0, an instance of Scenariocompletes at the rate of; u;,
wherey;, the scenario completion rate, is computed as described
in Section 3.1.3.

Now that we have determined the transition rates of the (Mark
chain) concurrency-level model, we can solve the modePfoH; )
for all A;, using standard techniques [18], which corresponds to
solving for the probability of being in staté; in Scenariai’s con-
currency model (recall Figure 5).

Table 1 gives the probability distribution of the number of a
tive instances for each scenario in our MIDAS example; tla@se
computed using concurrency-level models of each scenasidé-
scribed above). Table 2 gives the corresponding combimatiob-
abilities, computed using the data from Table 1 by applyiaqgd=
tion 6. Lastly, since the computation of the distributiondiffer-
ent scenario combinations is done in an approximate marser a
described above, in Section 4 we evaluate the accuracy oaghi
proximation, as well as the reduction in computational cost

3.3 Step 3: Combining Results

Given that we now know how to compute the probabilities of
having various combinations of scenarios as well as thabiéilies
of individual scenarios, what remains is the computatiothefre-
liabilities of the scenarios’ combinations (describedthéxdlowed
by the computation of the overall system reliability (désed in
Section 3.4). We will use the combination (2,1,0) — two azfiv-
stances of Scenario 1, one active instance of Scenario 2exnd
active instances of Scenario 3 — as an illustrative exammptais
section; the reliabilities of other combinations are cklted anal-
ogously. To compute the reliability of a scenario combioatiwe
need to first examine how system failure is defined.

In SHARP, system designers can specify the conditions under
which the system is considered to have failed as followshdfe
arex; or more failed instances afny Scenarioi, the system is
considered to have failed, i.e.,

(F1zml)V(ngl’z)\/...\/(Fszl’s) (7)

whereF; is the number of failed instances of Scenar{cecall that
S is the number of distinct scenaridsas an example, in MIDAS,

5The normalization factor is needed because, in generalalhot
combinations of scenarios may be allowed, as describedeabov
"The OR-clauses are used for ease of presentation. SHARP can
easily specify more general failure conditions, by usirgjudictive
normal form and modifying Equation 10 accordingly.



Table 2: Valuesof P(C;) and R(C;) in MIDAS

C; | P(Cy) | R(CY) C; 1 P(Cy) | R(C))
0,0,0) | 0.0475 1 (11,0 | 0.0202 | 0.7887
(1,0,0) | 0.3240 | 0.9859 || (1,0,1) | 0.0065 | 0.9859
(0,1,0) | 0.0030 | 0.8 (2,1,0) | 0.0345 | 0.7998
(0,0,1) | 0.0010 1 (2,0,1) | 0.0110 | 0.9998
(2,0,0) | 0.5523 | 0.9998

the system is considered reliable if it can control the terapee
appropriately and display the current room temperaturbgaiser.
This requires that (1) at least one sensor correctly measamd
sends data to thidub, via aGateway (2) theGUI displays the cur-
rent temperature obtained from thiib; and (3) theHub controls
the AC appropriately. Therefore, we define the system to be unre-
liable when two or more instances of Scenario 1, or one or more
instance of Scenario 2, or one or more instance of Scenarayé h
failed, respectively. Thug;; = 2, 22 = 1, andzs = 1.

To compute the probability that combinati6h satisfies the fail-
ure condition in Equation 7, we consider the clauses oneiatey t
and compute the probability of satisfying a clause as fadlow

A;
P(F;>xz) =Y P(F,
f==z;
Note thatF; is a binomial random variable [18F; is the number
of failed instances of Scenaripout of A; active instances, and an
instance is either failed (with probability — r;, wherer; is the
reliability of Scenarioi as defined in Equation 2), or non-failed
(with probabilityr;). Therefore, according to [18],

(j‘c ) (a=r) )0 @)

In the MIDAS example, based on Equations 8 and 9, we compute
P(F1 > 2) as follows:

2

) ®)

P(F; = f)

P(Fy > 2) > P(Fi=f)

f=2

£

Similarly, P(F> > 1) = 0.2, andP(F3 > 1) = 0.

Since the system is considered to have failed when any clause
Equation 7 is satisfied, the reliability of a combinati@t(C;), can
be defined as:

)(1 —0.9859)%(0.9859)° = 1.9881 x 10™*

S
R(OJ) =1- ZP(FZ 2 :EZ)
1=1
To complete our example, we combine the above results accord
ing to Equation 10, i.e.,

S
1= " P(F; > )
i=1

(10)

R((2,1,0))

1— (19881 x 10" + 0.2 + 0) = 0.7998

We repeat this calculation for each combination; Table 2gjieli-
abilities of all scenario combinations for the MIDAS examphder
the above given failure conditions.

3.4 Step 4: Computing System Reliability

As a final step in our framework, we compute system religbilit
by combining the results of the previous steps. Systemhiétia
SysRel, is defined as the sum of the scenario combinations’ reli-
abilities (as computed in Section 3.3), weighted by the abdky
that the combination occurs (as computed in Section 3e2), i.

SHARP.
Flat Model 1]

Num operations

v v v

2 v

3 4 6
Number of sensors

Figure 6: Computational Cost in Practice

SysRel = > P(C;)R(C;) (1)
J
In our running example, the solution of Equation 11 gives the
reliability of the MIDAS system a8.9835, which, in this case, is
within 1% of the ground truth 0f).9925, obtained by solving the
“flat model” as detailed below.

4. EVALUATION

We evaluate SHARP along two dimensions: (1) the computa-
tional cost of generating and solving concurrent systel&lil-
ity models as compared to those that can be derived from-exist
ing approaches (Section 4.1), and (2) the correspondingracy
of SHARP (Section 4.2). More specifically, we compare SHARP
against dlat mode] which is used here as the “ground-truth”. Our
flat model is essentially the same as [15], where a systeabikty
model is generated by applying the parallel compositiohniggie
developed in [4f We note that the flat model does not make the
independence assumption in Section 3.2 as SHARP does. Thus,
comparison to the flat model also allows us to evaluate thecina
racy due to this assumption. We also note that the differbece
tween our application of [4] (in Section 3.1) and that in [iSihat
we use the technique from [4] to generate a scenario-leveleino
(which, as argued below, is expected to be relatively smdiije
[15] uses it to generate a model of the entire system at once.

To also establish whether a much simpler and more efficient ap
proximation than the one performed in SHARP would suffice, we
additionally compare SHARP againstcaarse approximatiorn
which the system reliability is computed simply as a prodofct
scenario reliabilities. Specifically, in this coarse agmiowe solve
for scenario reliabilities as in Section 3.1. Then, instefolilding
and solving concurrency models as in Section 3.2, we assilime a
scenario instances run all the time, i.8ysRel = [[,(r:)".

4.1 Computational Cost

We now explore the computational cost of SHARP as compared
to the flat model and the coarse approximation discussedeabov
Due to lack of space, we omit the worst-case analysis andadst
focus on the computational cost in practice.

Figure 6 illustrates the computational costs in practiceltéARP
and the flat model using the MIDAS example. Here, we vary the
number ofSensorsn the system (x-axis), and plot the number of
addition/multiplication operations needed to solve the tasulting
models on the y-axis. Otherwise, the system is the same as the
example used throughout the paper (recall Figure 1). Naé th
the y-axis of Figure 6 is plotted on a logarithmic-scale. As be
seen from the figure, the computational cost of SHARP is much
lower and grows significantly slower than that of the flat mode
For example, it takes more thai'® operations to compute the

8The only differences between our flat model and the one in [15]
is that [15] assumes that failures are irrecoverable. SHARP
model systems with recoverable and irrecoverable failures



reliability solution of the MIDAS system with Gensorsising the
flat model, while it only takes about 1000 operations to cor@pu
the solution using SHARP.

Since the scenario-level models are likely to be smallen tha
flat model, we argue that SHARP requires significantly lesssp
in practice than the flat model. The savings are also due ttatte
that we can generate and solve scenario-level models orténze,a
and thus reuse the space.

Lastly, given that SHARP takes the approach of solving many
smaller models rather than one large model, if parallel ggsing
is available, we could solve our models in parallel.

4.2 Accuracy

Our goal is to provide evidence that SHARP is sufficientlyuacc
rate to be used in making design decisions. The goal of désign
approaches is to analyze the effect of different designsimets
on reliability rather than obtain absolute reliability rsaeements.
Therefore, we compare theensitivitiesof SHARP and the corre-
sponding flat model: if the differences in the changes irabélity
estimates are reasonable small when the same parameteiets va

performed similar experiments by varying other parametedsus-
ing several other systems’ models. The results were qtiedita
similar and are omitted here for brevity.

In Figures 7(a) - (d), we vary the failure rates of thensorand
Hub components in MIDAS between 0 and 0.1, and Ei and
RGcomponents in GPS between 0 and 0.01. In Figures 7(e) - (h),
we vary the recovery rates of tf&ensorand Hub components in
MIDAS between 0 and 0.5, and th&M and RG components in
GPS between 0 and 0.15. In all cases, we vary the parameters on
at a time, maintaining other parameters fixed at their defallies
(Default values of the MIDAS system are given in Figure 2).

In these experiments, we observe that results obtainedSteA:
RP closely follow the flat model. This suggests that SHARRis a
curate in predicting system reliability, while in practitsehould re-
sult in much better scalability than the flat model approatthile
the coarse approximation costs even less (i.e., it cornetpio per-
forming only Step 1 in SHARP), its results exhibit very diffat
trends in several cases (e.g., Figures 7(a), (b) and (e)quantyp-
ically much more pessimistic. This can be seen, for instaimce
Figure 7(b), where Scenario 2 triggers the defect inkiub. In

in both SHARP and the flat model, then SHARP can be considered this case, the probability that an instance of Scenario Ztiseg

accurate. For completeness, we also include the coarsexipar-
tion results in our analysis.

To assess its sensitivity, we applied SHARP to a large wariet
of systems, with different numbers of components, scesaas
well as numbers of instances of scenarios. We show repetsent
results obtained from the following systems:

1. The MIDAS example system we used throughout the pa-

P»(1), is quite low (.0588 from Table 1). Thus, the coarse ap-
proximation’s assumption that an instance of Scenario Ztisea
all the time gives inaccurate results.

We also illustrate that SHARP is useful in determining which
components are more critical to a system'’s reliability. \&egweri-
fied this property of SHARP in a number of examples. For irstan
in Figure 7, when we vary the failure rates®énsor(Figure 7(a))
andHub (Figure 7(b)) between 0 and 0.1, system reliabilities ob-

per. This system has three scenarios, and may potentially tained from SHARP change by 40% and 10%, respectively. Since

have a large number of instances of a scenario (e.g., naultipl
sensors taking measurements). There are $mmsorsone
Gateway oneHub, oneGUI, and oneAC in the instantiation

of MIDAS used in this evaluation.

. A GPS system with route guidance, audio player, and blue-
tooth phone capabilities. This system has five major com-
ponents: RouteGuidance (RGEnergyMonitor (EM) Me-
diaPlayer (MP) BluetoothPhone (BTrandDatabase (DB)
This system is modeled using 21 scenarios. Note that it is un-
likely that there will be more than one instance of a scenario
in this system because of the system'’s structure (e.gpiit ty
cally makes little sense to have two instances of a route-guid
ance scenario to perform the same route guidance sefdice).
To evaluate SHARP in a controlled manner, we injected the
following defects into this GPS system: (1) a defect in the
EM component which may lead to failure to notify other sys-
tem components when the battery is low, and (2) a defect in
the RG component which may lead to failure in updating a
user’s location accurately.

First, we compare the sensitivities of the three approaehes
SHARRP, flat model, and coarse approximation — when model pa-
rameters change. We also evaluate the accuracy of SHARRPraS co
pared to the ground truth (i.e., flat model). We vary a paramet
within a range (to be specified below), and observe how system
reliability changes. Here, we present results correspayii vary-
ing failure-related parameters in the MIDAS and GPS systéfifes

9For example, at implementation time, it may be appropriate t
evaluate a system'’s reliability using the five 9's stand&tolwever,
this is not typically meaningful at design time.

100ne exception to this would be the situation when the system d
signers are concerned about service failures, and henoelice
redundancy. We do not consider such a variant of the GPSmsyste

the system’s reliability is affected more by the changeSensois
failure rate tharHub's, under these conditiorf8ensoris the more
critical component. Note that the differences in the charigeeli-
ability estimates between SHARP and the flat model are vealism
(within a few percent). We have not observed significantatems
from the flat model in any of our studies. We can thus conclbele t
SHARRP is useful in this analysis.

5. FUTURE DIRECTIONS

A number of interesting research questions remain, and gle hi
light three ongoing research directions below.

1. We are relaxing the assumption that scenarios run indepen
dently. We note again that we made this assumption for
tractability of model solution, rather than because reat sy
tems necessarily behave in this manner. Although we illus-
trated accuracy of our approach, we believe that it can be im-
proved further as follows. One of the aspects of dependency
we are exploring igesource contentiorbbetween software
components. If more than one caller component makes a re-
quest to the same callee component, the callee’s serviee tim
changes, which in turn changes the scenario completios rate
(recall Section 3.1.3). We hypothesize that we can augment
the scenario-level models to include resource contentsen u
ing queueing networks, and that this modification will résul
in further improvements in the accuracy of SHARP.

. Another important facet of our future work is further redu
tion in the complexity of the concurrency-level model solu-
tion. We envisionmodel truncatiortechniques [18] as one
useful direction. For example, we can restrict our models to
only include scenarios that may trigger a defect in a com-
ponent. Another example of the use of truncation is drop-
ping states (in the concurrency-level model) that are ighl
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Figure7: Sensitivity analysis

unlikely to be visited. For instance, states correspontting

many simultaneously active scenario instances can be trun-

cated, if the probability of that occurring is low, i.e., whe

A << u (recall Section 3.2). This would reduce the num-

ber of scenario-level and concurrency-level models we need
to generate, thus reducing the number of scenario combina-
tions. We hypothesize that the resulting penalty in terms of

accuracy will be minimal.

. We are extending our evaluation to more complex systems.

More specifically, we plan to apply SHARP on systems with
more complex sequence diagrams, and with more interac-
tions among scenarios. Thus far, our experience with ap-

plying SHARP to more complex systems indicates that one

needs to be careful in how scenario-level models are built, [10]

e.g., to insure connectivity.

6. CONCLUSIONS

We presented SHARP, a scalable framework for predictirig rel

ability of concurrent systems. Our main idea in modelingazon
rency is to allow multiple instances of system scenariogutosi-
multaneously. We overcame inherent scalability probleyris\er-
aging scenario models and using an (approximate) hiezideich-
nique which allowed generation and solution of smaller pait
the overall model at a time. Our experimental evaluatiowsttb
that SHARP is more scalable than existing approaches inipeac
and its scalability is achieved without significant degtamain the
accuracy of system reliability predictions. Lastly, weigated a
number of future research directions.
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