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ABSTRACT
Early prediction of reliability is important in building dependable
software. Existing approaches are unable to model concurrent sys-
tems in a scalable way. To address the scalability challenge, we
propose a framework that is applicable at the architecture level. Our
framework achieves scalability by approaching the system from the
perspective of usage scenarios and by employing a hierarchical so-
lution. Specifically, we solve lower granularity scenario-based sub-
models and a higher granularity system model; we then combine
their results to obtain a system reliability estimate. Our evaluation
indicates that (a) the proposed hierarchical framework is accurate,
and (b) that it is more scalable than existing techniques.

Categories and Subject Descriptors
D.2.4 [Software Engineering]: Software/Program Verification—
Reliability

General Terms
Reliability, Design

Keywords
Scalability, Concurrent Systems, Hierarchical Approach

1. INTRODUCTION
Early prediction of reliability is important in building depend-

able software systems. Problems discovered in later stages, such as
during implementation, can be very costly to address. Majorde-
sign decisions are made long before the software has been imple-
mented, and correcting these problems may require redeveloping
the system. Therefore, it is critical to analyze a software system’s
reliability in early stages of design, starting with the system’s archi-
tecture. In this paper, we propose SHARP, a Scalable, Hierarchical,
Architecture-level, Reliability Prediction framework.

A number of recent approaches have begun to quantify system
reliability by analyzing a system’s architectural models [3, 5, 7, 8,
9, 14, 15, 16, 20, 21]. Within the class of such efforts, SHARPis

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
QUOVADIS’10, May 3 2010, Cape Town, South Africa
Copyright 2010 ACM 978-1-60558-972-5/10/05 ...$10.00.

distinct as it focuses on predicting reliability ofconcurrentsoftware
systems in ascalableyet accurate manner. The improved scalabil-
ity is achieved through ahierarchical approach. We first overview
existing techniques’ shortcomings, which motivate our work.

Most existing techniques assume a sequential system. Typically,
in such approaches a reliability model keeps track of which com-
ponent is running. This is inadequate when modeling systemsin
which many components may be running concurrently. In predict-
ing reliability of concurrent systems, one typically needsto keep
track of the status of all components, i.e., a state in the reliability
model consists of multiple variables, where theith variable corre-
sponds to the state of Componenti. Such an approach is taken,
for instance, in [5, 20], and we refer to it as a “flat model”. Such
approaches essentially generate reliability models in a brute-force
manner, and suffer from scalability (i.e., “state explosion”) prob-
lems, making them often prohibitively costly to generate and solve.

To address the problem ofscalablereliability prediction of con-
current systems, in this paper we propose SHARP, a hierarchical
reliability prediction framework (see Section 3). That is,we ap-
proach the scalability problem by generating and solving submod-
els that each capture a part of the system’s functionality. In doing
so, SHARP leverages system use-case scenario models, such as
UML sequence diagrams. Specifically, we solve finer granularity
scenario-based submodels and a coarser granularity systemmodel;
we then combine their results to obtain a system reliabilityesti-
mate. The motivation here is that the submodels are expectedto be
relatively small, and that solving a number of smaller submodels
(rather than one huge model) results in space and computational
savings. We note that the use of scenario-based models is also ex-
plored in [8, 15, 21]. However, these works differ from SHARPin
that [8, 21] assume a sequential system, while [15] considers a “flat
model” and thus suffers from the very scalability problems we are
striving to address.

Lastly, we note that SHARP is an approximation of the “flat
model” (i.e., one that keeps track of the status of all components)
used in other techniques. However, we argue that its potential scal-
ability benefits are achieved at the cost of fairly small losses in its
accuracy. We evaluate our approach for accuracy and complexity.
We validate the accuracy of SHARP, using the “flat model” as the
ground truth. We illustrate that in practice significant space and
computational benefits are obtained through our approach.

In summary, our main contribution is an architecture-level, hier-
archical framework that can modelconcurrentsystems in ascal-
ablemanner (see Section 3). Our initial assessment (see Section4)
illustrates that the practical space and computational cost benefits
are achieved at the cost of small losses in accuracy. We believe that
a number of interesting research directions remain open, asdetailed
in Section 5.



Sensor

Sensor

Sensor

Gateway GatewayHub

AC GUISensor

Sensor

Figure 1: MIDAS’ high-level architecture

2. BACKGROUND AND RELATED WORK

2.1 Running Example
For ease of exposition of our framework and for its subsequent

evaluation, we use a sensor network application, built using the MI-
DAS framework [13], as our running example. This system mon-
itors room temperature and turns the air conditioner (AC) onor
off in order to satisfy user-specified temperature levels. We refer
to this example system as the MIDAS system. The MIDAS sys-
tem consists of five different types of components: aSensormea-
sures temperature and sends the measured data to aGateway. The
Gatewayaggregates and translates the data and sends it to aHub,
which determines whether it should turn theAC on or off. Users
can view the current temperature and change the thresholds using a
GUI component, which then sends an update to theHub.

Figure 1 gives a high-level depiction of our example system’s
architecture, with the state machines capturing the behavior of the
corresponding components given in Figure 2. In a component state
machine, an eventE is either a sending event or a receiving event.
Here we use the notation introduced by Yellin and Strom [22],
in which sending and receiving of events is represented by “-”
and “+”, respectively. For example,+E1 represents a component
receiving eventE1, while −E2 represents a component sending
eventE2. Note that some of the state machines include failure
states (states labeled by a negative number in Figure 2) which rep-
resent erroneous behavior that is triggered by a failure event F . We
discuss how we generate failure states below.

There are three possible scenarios in our example MIDAS sys-
tem: (Scenario 1) the Process Sensor Datascenario that includes
processing measurements fromSensorcomponents; (Scenario 2)
the GUI Requestscenario that includes updating the temperature
readings and changing temperature thresholds; and (Scenario 3) the
Control ACscenario that includes turningAC on or off according
to the temperature readings. In the remainder of this paper,for ease
of illustration, we focus mainly on Scenario 1, which is depicted
using a sequence diagram in Figure 3.

2.2 Background
We focus on analyzing the effect on software system reliabil-

ity of architectural defects, such as signature mismatches and mis-
matches between interaction protocols of components. Whena de-
fect is triggered, afailure may occur, in which a component pro-
duces a result that is incorrect (as defined in the system’s require-
ments specification). We note that arecoveryfrom failure is pos-
sible (as explained below). Lastly, we definesystem reliabilityas
the probability that a user does not experience a failure caused by
architectural defects.

In system reliability analysis, a system’s failure is typically de-
fined in terms of the failures of its components. As detailed in our
previous work [2], we analyze an individual system component’s
architectural model by applying a defect classification technique,
e.g., [17], to determine the failure states, and add a transition from
a state that may trigger an identified defect to a failure state. Using
the technique in [17] on the MIDAS system, we identify a defect
in theSensorcomponent: aSensoris unable to notify theGateway
when it is running out of battery due to a mismatch between the
components’ interaction protocols. Failures caused by this defect

are represented as the failure state−1 in the model in Figure 2(a).
We extend the event send/receive nomenclature to failure and re-
covery events by viewing a component as sending failure (recov-
ery) events when it fails (recovers).1

Further details on the generation of component reliabilitymodels
can be found in [2], where we discuss how we leverage information
available at the architectural level to estimate the model’s parame-
ters (transition rates, failure rates, and recovery rates).

2.3 Related Work
Current literature includes a number of software reliability pre-

diction techniques that are applicable at the architectural level [3,
5, 7, 8, 9, 14, 15, 16, 20, 21]. A comprehensive treatment of
these is given in three surveys on the topic [6, 10, 11]. Many of
these approaches are influenced by [3], which is one of the earli-
est works on reliability prediction that considers a system’s internal
structure using Markov chains. In [3], the states in the reliability
model represent components, while the transitions represent trans-
fer of control between components. These transitions are assumed
to follow the Markov property (i.e., a transition to the nextstate is
determined only by the current state). The work in [3] assumes a
sequential system, and most existing approaches, with the notable
exception of [5, 15, 20], make the same assumption. Since our
work focuses onconcurrentsystems, we restrict the remaining dis-
cussion mostly to works that address concurrency. We also com-
ment on approaches that make use of scenario-based models, as
well as approaches based on formalisms other than Markov chains.

As noted earlier, in modeling a concurrent system one typically
needs to keep track of the status of all components. [5, 15, 20] have
taken this approach, in which a stateS in a model of a concur-
rent system is described byC variables, whereC is the number of
components in the system, i.e.,S = (S1, S2, . . . , SC). In [5, 20],
components are modeled as black-boxes, which are either active or
idle, i.e., Si = 0 when Componenti is idle andSi = 1 when
Componenti is active. In addition to scalability problems, this
is also a shortcoming since representing the internal structure of
components facilitates more accurate models. For example,some
defects may only be triggered when the component performs cer-
tain functions. To address this, instead of modeling the status of a
component as either active or idle, one can use a finer-granularity
component model; this would result in the type of model used in
[15], whereSi represents the state of Componenti. Specifically,
[15] generates component models from scenario models and then
generates a system model by combining the component models us-
ing the parallel composition technique developed in [4]. Wenote
that, as in [15], our work models systems at a finer granularity level
through the use of scenarios. However, unlike [15], we do notneed
to generate and solve an entire system model; instead, we employ a
hierarchical approach, which is intended to yield better scalability.

Existing approaches are also inflexible with respect to different
notions of system failure, e.g., in [3, 8, 9, 14, 20], failures are
represented by transitions to a failure state in the (Markov-chain
based) reliability model. In these models (which assume a single-
threaded system), being in stateSi indicates that Componenti is
active, while all other components are idle. A transition from a
stateSi to a failure state indicates that Componenti has failed.
This means that if any active component has failed, the entire sys-
tem is considered to have failed. This is also the case in [15], where
the system transitions to a failure state when any active compo-

1We assume that the failures are recoverable, but we can model
irrecoverable failures by considering transient analysiswithout sig-
nificantly changing SHARP. For brevity, we omit details of irrecov-
erable failure analysis.
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Figure 4: Scenario-level model of Scenario 1

nent fails. The work in [5, 7] does not include failure statesex-
plicitly; rather essentially a reward is assigned to each state (with
the value of the reward representing the probability of the system
failing in that state), where the system’s reliability is computed as
a Markov reward function [18]. However, the system failure de-
scription is still limited, assuming that the system fails when any
(active) component fails. [20] provides a somewhat richer descrip-
tion of system failures, where a reliability model includesbackup
components that can provide services when the primary component
fails; the system fails when the primary component and all backup
components fail. However, this approach is not capable (without
significant changes) of describing other notions of system failure,
e.g., an OR-type relationship (the system fails when Component
A or ComponentB fails). Such notions of system failure can be
described within SHARP.

Some existing approaches make use of scenario models [8, 15,
21], but they assume a sequential system, with the exceptionof
[15] as described above. For example, in [21] system reliability is
defined as the weighted sum of scenario reliabilities. The weights
represent the probabilities that each scenario occurs, with the as-
sumption that one scenario is active at a time. This is not thecase in
our work: in a concurrent system, it is possible to have concurrency
within a scenario, as well as multiple scenarios and/or multiple in-
stances of the same scenario running simultaneously. Moreover,
[21] assumes that the probabilities of each scenario occurring are
known, which is also not the case in our work.

Other state-based approaches, such as those based on stochas-
tic Petri nets (SPNs), suffer from the same state explosion prob-
lem. Existing SPN-based approaches focus on performance analy-
sis based on UML models (see [1] for a survey); such models can
be used in reliability analysis as well. However, solving the SPN re-
quires generating the SPN’s reachability graph, which has the same
state explosion problem described above.

While non-state-based approaches, such as [12, 16], may not
have the state explosion problem and (implicitly) considerconcur-
rency, they are not as descriptive as state-based approaches, and
hence may not give accurate estimates. For instance, the work in
[12] computes system reliability as a weighted average of the relia-
bilities of all execution paths, and the reliability of eachpath is the
product of component reliabilities. In addition, our own previous
work [16] explored the use of Bayesian Networks (BNs) to model
reliability of concurrent systems. States in the componentmodels
are interpreted as nodes in a BN, and transitions are interpreted as
dependencies between nodes. We solve the BN for reliabilitygiven
these dependencies and component reliabilities. However,the no-
tion of concurrency in these approaches is limited as they donot
describe flow of control. For example, the two approaches above

are not able to model the time spent in each component, so that
a lightly-used component has the same effect on reliabilityas a
heavily-used component.

3. THE PROPOSED FRAMEWORK
To address scalability problems, we constructed SHARP as a hi-

erarchical technique. At a lower level, we use finer-grainedsub-
models, each representing a subset of system functionality. We
refer to these as “scenario-level” models (for reasons madeclearer
below). At a higher level, we model concurrency aspects of the
system using coarse-grained models, which only capture what is
running in the system and not the corresponding details. We refer
to these as “concurrency-level” models. This approach is motivated
by the fact that it is typically more efficient to solve many small
submodels rather than one large model.

In particular, we generate the submodels using the system’scom-
ponents and use-case scenarios, which provide a meaningfulway to
divide the system into smaller parts. We build scenario-level mod-
els (as detailed in Section 3.1) that each capture a subset ofthe sys-
tem’s functionality. These scenario-level models are evaluated for
their reliability and performance characteristics. The performance
characteristics are needed in building the concurrency-level models
(as detailed in Sections 3.1 and 3.2), while the reliabilitycharacter-
istics are needed in computing the reliability of combinations of
system scenarios (as detailed in Section 3.3) based on the system
designer’s definition of system failure. After solving the scenario-
level models for scenario reliabilities, we need a way of combining
the results appropriately to compute overall system reliability (as
detailed in Section 3.4).

We model concurrency in SHARP as simultaneously executing
instances of scenarios, in which each instance can be considered
as a thread in the system. As an example, in MIDAS, a user may
interact with theGUI while two sensors are taking measurements
and interacting with other components. This can be represented by
having one instance of theGUIRequestscenario and two instances
of theSensorMeasurementscenario running simultaneously.

3.1 Step 1: Scenario-Level Models

3.1.1 Building scenario-level models
When building a scenario-level model, we extract the statesand

transitions in the involved components’ state machine models that
correspond to events in the scenario of interest. For example, in
Scenario 1 from Figure 3, only the following events may occur: E1,
E2, E3, andE4. Consider theHubstate machine in Figure 2(d); the
eventsE5, E6, andE7 do not occur in Scenario 1, hence we elimi-
nate the states and transitions associated with these events (marked



as dashed lines in Figure 2). TheGUI andAC components do not
participate in Scenario 1 at all, hence they are not used in the gen-
eration of the Scenario 1 model.

We then include all states in the state machine models which
are not eliminated above. Moreover, if the state machine models
contain transitions to a failure state from one of the included states,
then that failure state is included as well — e.g., the failure state in
theSensorstate machine is included because its State 2 is included.

Once all component models for a particular scenario are derived,
we build the scenario-level model by applying the parallel compo-
sition technique developed in [4]. In our example, this would result
in the model depicted in Figure 4. States corresponding to sce-
nario failures are determined according to the system’s definition
of failure. In the simplest case, a state in a scenario-levelmodel is
a failure state if any component is in a failure state.2 Failure states
in Scenario 1 model are marked in grey in Figure 4.

Once we have determined the states and transitions, we need to
determine the rate at which each of those transitions occurs. Let
us define the rate at which eventE occurs to beq(E). The tran-
sition rates may correspond to user behavior (e.g., a user issues
a GUIRequesteveryX minutes on the average), system require-
ments (e.g., aSensorsends a measurement to aGatewayeveryX
seconds), predictions of system performance (e.g., on the average,
a Hub will take X milliseconds to process data from aGateway),
and so on. As explored in our prior work [2], system architects
can estimate the rates from functionally similar components (e.g.,
an older version of the same component), from requirements doc-
uments, from expert knowledge, or from a combination of these
sources of information. Note that these sources of information may
be unreliable, i.e., they may be poor estimates of the system’s ac-
tual usage patterns. In [2], we provide an extensive analysis of a
reliability model’s sensitivity to them. We leverage theseresults in
the remainder of this paper and assume that transition ratesare in-
cluded in the component models. Transition rates associated with
the same event are assumed to be the same among all components.
For example, in bothSensor’s andGateway’s component models,
E1 is assumed to occur with rateq(E1).

Once the states, the transitions, and the corresponding rates are
determined, we can represent a scenario-level model by a contin-
uous time Markov chain (CTMC)3with a corresponding transition
rate matrix,Q, where the(i, j)th entry represents the transition rate
from stateSi to stateSj in the scenario-level model. Note that since
we are using a CTMC model, all the diagonal entries inQ must be
set such that each row sums to0 [18]. For instance, using the pa-
rameters in Figure 2, the transition rate matrix,Q, corresponding
to MIDAS’s Scenario 1 model, is given in Equation 1.
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3.1.2 Scenario Reliability
Given the scenario-level model constructed above, we can now

compute that scenario’s reliability. We define reliabilityof a sce-

2SHARP is flexible enough to allow designers to specify more
complex failure rules. This is done using the same techniqueat
the scenario level as described in Section 3.3 at the system level.
3The choice of CTMC is in no way constraining, as it can be math-
ematically converted to a discrete-time Markov chain (DTMC), as
long as the rates are bounded [18].

nario as the probability that it is not in any of the failure states,
given that the scenario is active (i.e., it is not in the idle state). This
involves solving the CTMC for the steady state probability of be-
ing in stateSi, π(Si), using standard techniques [18]. We can then
compute the reliability of Scenarioi as:

ri =
1 −

P

i
π(Fi) − π(S1)

1 − π(S1)
(2)

whereFi is a failure state of the scenario-level model.
In our MIDAS example, solution of the Scenario 1 model from

Figure 4 results in Scenario 1’s reliability being0.9859. When
applying the same approach to the generation and solution ofthe
other scenario-level models in MIDAS, the reliabilities ofScenar-
ios 2 and 3 are determined to be 0.8 and 1, respectively.

3.1.3 Scenario Completion Rates
An important ingredient in building a concurrency-level model

(described next in Section 3.2) is the determination of a scenario’s
average completion time,T , which can be defined as the average
time it takes for a scenario-level model to return to the idlestate
S1.4 To computeT , we use the same scenario-level model as in
Section 3.1.2, but this time use it in computing a performance met-
ric (namely, the scenario completion time).

Let us define the average scenario completion rateµ asµ = 1
T

.
We note thatT includes time spent in normal operation as well
as time spent in recovering from failures, because the definition
of an “active” scenario (in the concurrency level model introduced
below) includes all of the scenario’s behavior (i.e., everything other
than the idle stateS1).

Let T (Si) be the scenario completion time, conditioned on the
fact that the the scenario begins its operation inSi, the first state to
which it transitions from the idle state. Since there may be more
than one transition out of the idle state, we need to first findT (Si)
for all Si. We can then uncondition onSi, to computeT . We
computeT (Si) for all Si by performing transient analysis that cor-
responds to solving Equation 3 [19]:

−v(Si)T (Si) +
X

Sj 6= S1

Sj 6= Si

Q(Si,Sj)T (Sj) = −1 (3)

wherev(Si) is the sum of the rates corresponding to transitions out
of stateSi. i.e.,

v(Si) =
X

Sj 6=Si

Q(Si,Sj) (4)

Let P (S1,Si) be the probability of going fromS1 to Si. Then,

T =
X

i

T (Si)P (S1,Si) =
X

i

T (Si)
Q(S1,Si)

v(S1)
(5)

Applying Equations 3 and 5 to the matrix in Equation 1 describ-
ing the Scenario 1 model, we compute the average completion time
of Scenario 1 to be 17.0358 time units. We then compute the av-
erage completion rate of Scenario 1 asµ = 1

T
= 0.0587. We

compute the completion rates of the other scenarios in our example
system using the same method: the completion rates of Scenarios
2 and 3 are 0.08 and 0.002, respectively.

3.2 Step 2: Concurrency-Level Model
Next, we describe how to generate a concurrency-level model.

We do this by keeping track of the number of active instances of
4The scenario completion time has a direct effect on the mix of
possible scenarios that can run in the system simultaneously. This
will become clearer in Section 3.2.



Table 1: Values of Pi(Ai) in MIDAS
Parameter Value Parameter Value Parameter Value
P1(0) 0.0514 P2(0) 0.9412 P3(0) 0.9804
P1(1) 0.3507 P2(1) 0.0588 P3(1) 0.0196
P1(2) 0.5979

each scenario in a system. Recall that we model concurrency as
simultaneously executing instances of scenarios, and an instance is
considered active when it is in any state other than the idle state
of its scenario-level model. For example, consider Scenario 1 in
Figure 3. Before aSensorsendsE1, this instance of Scenario 1 is
considered idle, as the execution of Scenario 1 has not started in any
component. The components could, however, be executing other
scenarios. Once theSensorhas sentE1, this instance is considered
active, until theSensorhas receivedE4, in which case all three
components have finished the execution of the scenario.

The state of the entire system can be described as acombina-
tion of scenarios. A combination of scenarios,Cj , is defined as
Cj = (A1, A2, . . . , AS), whereAi represents the number of ac-
tive instances of Scenarioi; hereS is the total number of distinct
scenarios in the system.5 Since it may not be realistic for the num-
ber of instances of a particular scenario to grow unbounded,we
also defineIi to be the maximum possible number of active in-
stances of Scenarioi, andI = max(Ii) be the largest number of
active scenario instances for all Scenariosi. We envisionIi being
available at design-time, as such a limit is likely to be due to design
decisions, system resource limitations, requirements, the system’s
structure, and the components’ behaviors. In order to complete our
reliability estimation (Sections 3.3 and 3.4), we need to compute
the distribution of the possible active scenario combinations.

Since, in general, not all combinations of scenarios in a system
may be possible, we allow a system architect to specify the com-
binations of scenarios that are not possible (or not allowed). For
instance, in MIDAS, such a restriction may be put in place to avoid
a race condition: when a user is setting a new threshold through
theGUI (Scenario 2), theHub may incorrectly control theAC us-
ing the old threshold (Scenario 3). In that case, an architect would
specify that Scenarios 2 and 3 cannot run simultaneously. Hence,
if we setI1 = 2, I2 = 1, andI3 = 1, and include the restriction
that Scenarios 2 and 3 cannot run simultaneously, then, the possible
scenario combinations are those depicted in Table 2.

After we have determined the possible scenario combinations,
we calculate the probability that each combination occurs.We de-
fine P (Cj) = P (A1, A2, . . . , AS) to be the probability of having
Ai active instances of Scenarioi for eachi. To reduce the complex-
ity of this computation we make the simplifying assumption that in
a highly concurrent system, all instances of all scenarios run inde-
pendently. If executions of two or more scenarios are dependent
on one another, we treat them as a single, larger scenario. Intu-
itively, this assumption corresponds to the rates of all transitions
in the scenario-level models being independent ofAi. We make
this assumption to reduce the computational cost of this step, rec-
ognizing that it may not always hold in practice. Thus, our solution
is an approximation, and we illustrate its accuracy in Section 4.2.
Hence,

P (Cj) ≃

Q

i
Pi(Ai)

W
(6)

5Given that the system essentially experiences scenario “start” and
“completion” events, we assume that the probability that more than
one scenario starts and/or completes in the exact same instant in
time is negligible. This is a standard assumption in Markov chain
models which makes them more tractable without a significantloss
in what is expressable with such models.

0 1 ...2 Ii
λi λi λi λi

Iiµiµi 2µi 3µi

Figure 5: A concurrency-level model

whereW =
P

i P (Cj) is a normalization factor6 that ensures that
P (Cj) sum to 1. In MIDAS,P (A1, A2, A3) is the probability of
havingA1, A2, andA3 active instances of Scenarios 1, 2 and 3,
respectively. According to Equation 6,

P (A1, A2, A3) ≃
P1(A1) × P2(A2) × P3(A3)

W

To computePi(Ai), we solve a concurrency-level model, de-
picted in Figure 5, for each Scenarioi. Specifically, this is a CTMC
model, representing the number of active instances of Scenario i.
When there areAi instances of Scenarioi, Ai < Ii, a new instance
of Scenarioi starts at the rate ofλi. Note that the starting of a
new scenario instance corresponds to transitioning out of the idle
state in the scenario-level model. Therefore,λi = v(S1), where
S1 is the idle state of Scenarioi’s model (recall Equation 4). When
Ai > 0, an instance of Scenarioi completes at the rate ofAiµi,
whereµi, the scenario completion rate, is computed as described
in Section 3.1.3.

Now that we have determined the transition rates of the (Markov
chain) concurrency-level model, we can solve the model forPi(Ai)
for all Ai, using standard techniques [18], which corresponds to
solving for the probability of being in stateAi in Scenarioi’s con-
currency model (recall Figure 5).

Table 1 gives the probability distribution of the number of ac-
tive instances for each scenario in our MIDAS example; theseare
computed using concurrency-level models of each scenario (as de-
scribed above). Table 2 gives the corresponding combination prob-
abilities, computed using the data from Table 1 by applying Equa-
tion 6. Lastly, since the computation of the distribution ofdiffer-
ent scenario combinations is done in an approximate manner as
described above, in Section 4 we evaluate the accuracy of this ap-
proximation, as well as the reduction in computational cost.

3.3 Step 3: Combining Results
Given that we now know how to compute the probabilities of

having various combinations of scenarios as well as the reliabilities
of individual scenarios, what remains is the computation ofthe re-
liabilities of the scenarios’ combinations (described next) followed
by the computation of the overall system reliability (described in
Section 3.4). We will use the combination (2,1,0) — two active in-
stances of Scenario 1, one active instance of Scenario 2, andzero
active instances of Scenario 3 — as an illustrative example in this
section; the reliabilities of other combinations are calculated anal-
ogously. To compute the reliability of a scenario combination, we
need to first examine how system failure is defined.

In SHARP, system designers can specify the conditions under
which the system is considered to have failed as follows. If there
are xi or more failed instances ofany Scenarioi, the system is
considered to have failed, i.e.,

(F1 ≥ x1) ∨ (F2 ≥ x2) ∨ . . . ∨ (FS ≥ xS) (7)

whereFi is the number of failed instances of Scenarioi (recall that
S is the number of distinct scenarios).7As an example, in MIDAS,
6The normalization factor is needed because, in general, notall
combinations of scenarios may be allowed, as described above.
7The OR-clauses are used for ease of presentation. SHARP can
easily specify more general failure conditions, by using disjunctive
normal form and modifying Equation 10 accordingly.



Table 2: Values of P (Cj) and R(Cj) in MIDAS
Cj P (Cj) R(Cj) Cj P (Cj) R(Cj)

(0,0,0) 0.0475 1 (1,1,0) 0.0202 0.7887
(1,0,0) 0.3240 0.9859 (1,0,1) 0.0065 0.9859
(0,1,0) 0.0030 0.8 (2,1,0) 0.0345 0.7998
(0,0,1) 0.0010 1 (2,0,1) 0.0110 0.9998
(2,0,0) 0.5523 0.9998

the system is considered reliable if it can control the temperature
appropriately and display the current room temperature to the user.
This requires that (1) at least one sensor correctly measures and
sends data to theHub, via aGateway; (2) theGUI displays the cur-
rent temperature obtained from theHub; and (3) theHub controls
theAC appropriately. Therefore, we define the system to be unre-
liable when two or more instances of Scenario 1, or one or more
instance of Scenario 2, or one or more instance of Scenario 3 have
failed, respectively. Thus,x1 = 2, x2 = 1, andx3 = 1.

To compute the probability that combinationCj satisfies the fail-
ure condition in Equation 7, we consider the clauses one at a time,
and compute the probability of satisfying a clause as follows:

P (Fi ≥ xi) =

Ai
X

f=xi

P (Fi = f) (8)

Note thatFi is a binomial random variable [18]:Fi is the number
of failed instances of Scenarioi, out ofAi active instances, and an
instance is either failed (with probability1 − ri, whereri is the
reliability of Scenarioi as defined in Equation 2), or non-failed
(with probabilityri). Therefore, according to [18],

P (Fi = f) =

 

Ai

f

!

(1 − ri)
f (ri)

(Ai−f) (9)

In the MIDAS example, based on Equations 8 and 9, we compute
P (F1 ≥ 2) as follows:

P (F1 ≥ 2) =
2
X

f=2

P (Fi = f)

=

 

2

2

!

(1 − 0.9859)2(0.9859)0 = 1.9881 × 10−4

Similarly, P (F2 ≥ 1) = 0.2, andP (F3 ≥ 1) = 0.
Since the system is considered to have failed when any clausein

Equation 7 is satisfied, the reliability of a combination,R(Cj), can
be defined as:

R(Cj) = 1 −

S
X

i=1

P (Fi ≥ xi) (10)

To complete our example, we combine the above results accord-
ing to Equation 10, i.e.,

R((2, 1, 0)) = 1 −

S
X

i=1

P (Fi ≥ xi)

= 1 − (1.9881 × 10−4 + 0.2 + 0) = 0.7998

We repeat this calculation for each combination; Table 2 gives reli-
abilities of all scenario combinations for the MIDAS example under
the above given failure conditions.

3.4 Step 4: Computing System Reliability
As a final step in our framework, we compute system reliability

by combining the results of the previous steps. System reliability,
SysRel, is defined as the sum of the scenario combinations’ reli-
abilities (as computed in Section 3.3), weighted by the probability
that the combination occurs (as computed in Section 3.2), i.e.,
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Figure 6: Computational Cost in Practice

SysRel =
X

j

P (Cj)R(Cj) (11)

In our running example, the solution of Equation 11 gives the
reliability of the MIDAS system as0.9835, which, in this case, is
within 1% of the ground truth of0.9925, obtained by solving the
“flat model” as detailed below.

4. EVALUATION
We evaluate SHARP along two dimensions: (1) the computa-

tional cost of generating and solving concurrent systems’ reliabil-
ity models as compared to those that can be derived from exist-
ing approaches (Section 4.1), and (2) the corresponding accuracy
of SHARP (Section 4.2). More specifically, we compare SHARP
against aflat model, which is used here as the “ground-truth”. Our
flat model is essentially the same as [15], where a system reliability
model is generated by applying the parallel composition technique
developed in [4].8 We note that the flat model does not make the
independence assumption in Section 3.2 as SHARP does. Thus,
comparison to the flat model also allows us to evaluate the inaccu-
racy due to this assumption. We also note that the differencebe-
tween our application of [4] (in Section 3.1) and that in [15]is that
we use the technique from [4] to generate a scenario-level model
(which, as argued below, is expected to be relatively small)while
[15] uses it to generate a model of the entire system at once.

To also establish whether a much simpler and more efficient ap-
proximation than the one performed in SHARP would suffice, we
additionally compare SHARP against acoarse approximationin
which the system reliability is computed simply as a productof
scenario reliabilities. Specifically, in this coarse approach we solve
for scenario reliabilities as in Section 3.1. Then, insteadof building
and solving concurrency models as in Section 3.2, we assume all
scenario instances run all the time, i.e.,SysRel =

Q

i
(ri)

Ii .

4.1 Computational Cost
We now explore the computational cost of SHARP as compared

to the flat model and the coarse approximation discussed above.
Due to lack of space, we omit the worst-case analysis and instead
focus on the computational cost in practice.

Figure 6 illustrates the computational costs in practice ofSHARP
and the flat model using the MIDAS example. Here, we vary the
number ofSensorsin the system (x-axis), and plot the number of
addition/multiplication operations needed to solve the two resulting
models on the y-axis. Otherwise, the system is the same as the
example used throughout the paper (recall Figure 1). Note that
the y-axis of Figure 6 is plotted on a logarithmic-scale. As can be
seen from the figure, the computational cost of SHARP is much
lower and grows significantly slower than that of the flat model.
For example, it takes more than1010 operations to compute the

8The only differences between our flat model and the one in [15]
is that [15] assumes that failures are irrecoverable. SHARPcan
model systems with recoverable and irrecoverable failures.



reliability solution of the MIDAS system with 6Sensorsusing the
flat model, while it only takes about 1000 operations to compute
the solution using SHARP.

Since the scenario-level models are likely to be smaller than the
flat model, we argue that SHARP requires significantly less space
in practice than the flat model. The savings are also due to thefact
that we can generate and solve scenario-level models one at atime,
and thus reuse the space.

Lastly, given that SHARP takes the approach of solving many
smaller models rather than one large model, if parallel processing
is available, we could solve our models in parallel.

4.2 Accuracy
Our goal is to provide evidence that SHARP is sufficiently accu-

rate to be used in making design decisions. The goal of design-time
approaches is to analyze the effect of different design decisions
on reliability rather than obtain absolute reliability measurements.9

Therefore, we compare thesensitivitiesof SHARP and the corre-
sponding flat model: if the differences in the changes in reliability
estimates are reasonable small when the same parameter is varied
in both SHARP and the flat model, then SHARP can be considered
accurate. For completeness, we also include the coarse approxima-
tion results in our analysis.

To assess its sensitivity, we applied SHARP to a large variety
of systems, with different numbers of components, scenarios, as
well as numbers of instances of scenarios. We show representative
results obtained from the following systems:

1. The MIDAS example system we used throughout the pa-
per. This system has three scenarios, and may potentially
have a large number of instances of a scenario (e.g., multiple
sensors taking measurements). There are fourSensors, one
Gateway, oneHub, oneGUI, and oneAC in the instantiation
of MIDAS used in this evaluation.

2. A GPS system with route guidance, audio player, and blue-
tooth phone capabilities. This system has five major com-
ponents: RouteGuidance (RG), EnergyMonitor (EM), Me-
diaPlayer (MP), BluetoothPhone (BT), andDatabase (DB).
This system is modeled using 21 scenarios. Note that it is un-
likely that there will be more than one instance of a scenario
in this system because of the system’s structure (e.g., it typi-
cally makes little sense to have two instances of a route guid-
ance scenario to perform the same route guidance service).10

To evaluate SHARP in a controlled manner, we injected the
following defects into this GPS system: (1) a defect in the
EM component which may lead to failure to notify other sys-
tem components when the battery is low, and (2) a defect in
the RG component which may lead to failure in updating a
user’s location accurately.

First, we compare the sensitivities of the three approaches—
SHARP, flat model, and coarse approximation — when model pa-
rameters change. We also evaluate the accuracy of SHARP as com-
pared to the ground truth (i.e., flat model). We vary a parameter
within a range (to be specified below), and observe how system
reliability changes. Here, we present results corresponding to vary-
ing failure-related parameters in the MIDAS and GPS systems. We

9For example, at implementation time, it may be appropriate to
evaluate a system’s reliability using the five 9’s standard.However,
this is not typically meaningful at design time.

10One exception to this would be the situation when the system de-
signers are concerned about service failures, and hence introduce
redundancy. We do not consider such a variant of the GPS system.

performed similar experiments by varying other parametersand us-
ing several other systems’ models. The results were qualitatively
similar and are omitted here for brevity.

In Figures 7(a) - (d), we vary the failure rates of theSensorand
Hub components in MIDAS between 0 and 0.1, and theEM and
RGcomponents in GPS between 0 and 0.01. In Figures 7(e) - (h),
we vary the recovery rates of theSensorandHub components in
MIDAS between 0 and 0.5, and theEM and RG components in
GPS between 0 and 0.15. In all cases, we vary the parameters one
at a time, maintaining other parameters fixed at their default values
(Default values of the MIDAS system are given in Figure 2).

In these experiments, we observe that results obtained fromSHA-
RP closely follow the flat model. This suggests that SHARP is ac-
curate in predicting system reliability, while in practiceit should re-
sult in much better scalability than the flat model approach.While
the coarse approximation costs even less (i.e., it corresponds to per-
forming only Step 1 in SHARP), its results exhibit very different
trends in several cases (e.g., Figures 7(a), (b) and (e)) andare typ-
ically much more pessimistic. This can be seen, for instance, in
Figure 7(b), where Scenario 2 triggers the defect in theHub. In
this case, the probability that an instance of Scenario 2 is active,
P2(1), is quite low (0.0588 from Table 1). Thus, the coarse ap-
proximation’s assumption that an instance of Scenario 2 is active
all the time gives inaccurate results.

We also illustrate that SHARP is useful in determining which
components are more critical to a system’s reliability. We have veri-
fied this property of SHARP in a number of examples. For instance,
in Figure 7, when we vary the failure rates ofSensor(Figure 7(a))
andHub (Figure 7(b)) between 0 and 0.1, system reliabilities ob-
tained from SHARP change by 40% and 10%, respectively. Since
the system’s reliability is affected more by the changes inSensor’s
failure rate thanHub’s, under these conditionsSensoris the more
critical component. Note that the differences in the changes in reli-
ability estimates between SHARP and the flat model are very small
(within a few percent). We have not observed significant deviations
from the flat model in any of our studies. We can thus conclude that
SHARP is useful in this analysis.

5. FUTURE DIRECTIONS
A number of interesting research questions remain, and we high-

light three ongoing research directions below.

1. We are relaxing the assumption that scenarios run indepen-
dently. We note again that we made this assumption for
tractability of model solution, rather than because real sys-
tems necessarily behave in this manner. Although we illus-
trated accuracy of our approach, we believe that it can be im-
proved further as follows. One of the aspects of dependency
we are exploring isresource contentionbetween software
components. If more than one caller component makes a re-
quest to the same callee component, the callee’s service time
changes, which in turn changes the scenario completion rates
(recall Section 3.1.3). We hypothesize that we can augment
the scenario-level models to include resource contention us-
ing queueing networks, and that this modification will result
in further improvements in the accuracy of SHARP.

2. Another important facet of our future work is further reduc-
tion in the complexity of the concurrency-level model solu-
tion. We envisionmodel truncationtechniques [18] as one
useful direction. For example, we can restrict our models to
only include scenarios that may trigger a defect in a com-
ponent. Another example of the use of truncation is drop-
ping states (in the concurrency-level model) that are highly
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(a) Sensorfailure rate
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(b) Hub failure rate
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(c) EM failure rate
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(d) RGfailure rate
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(e) Sensorrecovery rate
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(f) Hub recovery rate
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(g) EM recovery rate
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(h) RGrecovery rate

Figure 7: Sensitivity analysis

unlikely to be visited. For instance, states correspondingto
many simultaneously active scenario instances can be trun-
cated, if the probability of that occurring is low, i.e., when
λ << µ (recall Section 3.2). This would reduce the num-
ber of scenario-level and concurrency-level models we need
to generate, thus reducing the number of scenario combina-
tions. We hypothesize that the resulting penalty in terms of
accuracy will be minimal.

3. We are extending our evaluation to more complex systems.
More specifically, we plan to apply SHARP on systems with
more complex sequence diagrams, and with more interac-
tions among scenarios. Thus far, our experience with ap-
plying SHARP to more complex systems indicates that one
needs to be careful in how scenario-level models are built,
e.g., to insure connectivity.

6. CONCLUSIONS
We presented SHARP, a scalable framework for predicting reli-

ability of concurrent systems. Our main idea in modeling concur-
rency is to allow multiple instances of system scenarios to run si-
multaneously. We overcame inherent scalability problems by lever-
aging scenario models and using an (approximate) hierarchical tech-
nique which allowed generation and solution of smaller parts of
the overall model at a time. Our experimental evaluation showed
that SHARP is more scalable than existing approaches in practice,
and its scalability is achieved without significant degradation in the
accuracy of system reliability predictions. Lastly, we indicated a
number of future research directions.
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