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Abstract

This thesis investigates fault tolerance issues in Bistro,a wide area upload architecture.

In Bistro, to achieve scalability and to avoid hot spots whendeadlines approach, clients

first upload their data to intermediaries, known as bistros.A destination server then

pulls data from bistros as needed. However, during the server pull process, bistros can

be unavailable due to failures, or they can be malicious, i.e., they might intentionally

corrupt data. As a result, we need to provide a fault tolerance protocol within the Bistro

architecture. Thus, in this thesis, we develop such a protocol which employs erasure

codes in order to make the data uploading process more reliable. We develop analyti-

cal models to study reliability and performance characteristics of this protocol, and we

derive a cost function to study the tradeoff between reliability and performance in this

context.
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Chapter 1

Introduction

High demand for some services or data creates hot spots, which is a major hurdle to

achieving scalability in Internet-based applications. Inmany cases, hot spots are associ-

ated with real life events. For instances, releasing a new version of certain software may

create a huge demand for it soon after the release, which may overload servers which

distribute that software.

There has been a lot of research aiming at relieving hot spotsin the Internet due

to download applications, such that Internet applicationscan operate efficiently even

under heavy loads. Examples include replication of services (e.g., replication of DNS

servers), data replication (e.g., web caching and Akamai [1]), and data replacement

(e.g., different streaming rates for audio and video streaming). Types of communicate

mode which these research addresses are mostly: one-to-onesuch as email and instant

messaging, one-to-many such as web downloads, and many-to-many such as chatrooms

and video conferencing.

To the best of our knowledge, however, there are no research attempts to relieve hot

spots in many-to-one applications, or upload applications, except Bistro [4]. Examples

of upload applications are: interactive TV polling, onlinetax form submissions, home-

work submissions in distance education, and conference paper submissions. Current
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Figure 1.1: Depiction of upload processes with and without Bistro

upload applications usually make use of many individual one-to-one transfers. This is

not a scalable solution because the server or the network around the server can be sat-

urated. This problem is exacerbated when real life deadlines are approaching, during

which there can be a large number of clients.

Bistro attempts to relieve hot spots in upload applications. In the design of Bistro,

we take advantage of the fact that data are usually not consumed right after the deadline.

Instead, the application does not want senders to change their data after the deadline,

e.g., to achieve fairness. Therefore, as long as the data remains unchanged after the

deadline, data transfer can take place later within a reasonable amount of time.

In Bistro, an upload process is broken down into three steps.Figure 1.1, taken from

[4], depicts upload processes with and without Bistro. First, in the timestamp step,

clients send hashes of their files to the server, and obtain timestamps. These timestamps

clock clients’ submission time. After this point, clients cannot change their data without

the server detecting this. In the data transfer step, clients send their data to intermediaries

called bistros. Note that bistros are not trusted, so clients encrypt their files to prevent

unauthorized access. In the last step, called the data collection step, the server coordi-

nates bistros to transfer clients’ data to itself. The server then matches the hashes of the

received files against the hashes it received directly from the clients. The server accepts
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files that pass this test, and asks the clients to resubmit otherwise. This completes the

upload procedure.

We are interested in developing and analyzing a fault tolerance protocol in this thesis

in the context of the Bistro architecture. In the original implementation of Bistro, if

bistros are not available at the data collection step due to,for examples, power failures,

disk failures or network problems, all files on the unavailable bistros are lost, hence

the destination server needs to ask clients to resubmit. In addition, malicious bistros

can intentionally corrupt data. Although destination server can detect corrupted data

from the hash check, it has no way of recovering the data; hence the destination server

needs to ask clients to resubmit. In this work, we are interested in using forward error

correction techniques to recover corrupted or lost data. The fault tolerance protocol, on

the other hand, brings in additional storage and network transfer costs for the redundant

data as a result of employing the protocol. The goal of this thesis is to provide better

performance when intermediaries fails while minimizing the amount of redundant data

brought on by the fault tolerance protocol.

We propose analytical models to evaluate our fault tolerance protocol. In partic-

ular, we develop reliability models to analyze the reliability characteristics of bistros.

We also derive performance models to estimate the performance penalty of employing

our protocol. We study the tradeoff between reliability andperformance using a cost

function.

This thesis is organized as follows. We discuss related workin Chapter 2. We give an

overview of erasure code in Chapter 3. Chapter 4 describes our fault tolerance protocol.

We derive analytical models for this protocol in Chapter 5. Chapter 6 presents some

results showing the tradeoff between performance and reliability characteristics of our

protocol. We describe future work in Chapter 7. Finally, we conclude in Chapter 8.
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Chapter 2

Related Work

We focus on fault tolerance issues in Bistro framework, a wide area upload architec-

ture, and we propose to use erasure codes to provide fault tolerance in such systems.

This chapter describes fault tolerance in other large-scale data transfer applications, and

discusses other uses of erasure codes in the context of computer networking.

2.1 Fault Tolerance in Distributed Systems

In the context of download applications, one approach to achieve fault tolerance is

through service replication. Replication of DNS servers [22, 23] is one such example.

The root directory servers are replicated, so if any root server fails, DNS service is still

available. Each ISP is likely to host a number of DNS server, and most clients are config-

ured with primary and alternate DNS servers. Therefore, even if some DNS servers fail,

clients can contact an alternate DNS server to make DNS lookup requests. In Bistro, the

service of intermediaries is replicated, where intermediaries provide interim storages of

data until the destination server retrieves it.

In storage systems [31, 16, 15], data replication techniques, such as RAID tech-

niques [26], are commonly used for providing better fault tolerance characteristics. In
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case of disk failures, file servers are able to reconstruct data on the failed disk once

the failed disk is replaced, and data is available even before replacing the failed disks.

Although data replication can provide better fault tolerance characteristics, the storage

overhead is high. For example, the storage overhead of mirroring is 100%. We are

interested in providing fault tolerance with smaller storage overhead in this work.

Some caching techniques can be used to improve fault tolerance. Disconnected oper-

ations in Coda [17] makes use of clients’ local cache to achieve better fault tolerance.

When client accesses a file in Coda, the file server sends the whole file to the client, and

allows the client to keep a local cache copy of the file in localstorage. When the file

server fails, the client can still access the files in local storage, and hence allow work to

be performed in the event of file server failure. In upload applications, however, caching

is not feasible because the destination server reads the data only once.

For fault tolerance reasons, recent research in distributed storage systems has been

moving from centralized servers to serverless systems; [13, 3, 30, 18, 28] are examples

of such systems. A centralized file server has a single point of failure, as the system

cannot operate once the file server breaks down. Using a peer-to-peer communication

model to provide file service can provide better fault tolerance because failure of one

server is assumed to be independent from failures of other servers. By combining with

this replication techniques such as RAID-type striping, these systems are able to provide

high availability of data. The destination server is a single point of failure in the Bistro

architecture. Once the destination server fails, the entire system breaks down. Future

research should investigate how to eliminate this problem in the Bistro framework.

5



2.2 Erasure Codes in Computer Networking

There are a lot of uses of erasure codes in computer networking. A number of multi-

cast applications employ erasure codes to protect against losses [19, 25]. When there

are losses in multicast applications, clients can either tolerate the losses, or attempt to

recover the packets. One way to recover lost packets is to askfor retransmissions, but

this solution is not scalable when there are a large number ofclients. Using forward

error correction techniques allows clients to reconstructlost packets without contacting

the sender.

Erasure codes are also useful in bulk data distribution, e.g., [6] describes a way to

use erasure codes where clients can reconstruct the data as long as a small fraction of

erasure-encoded files are received. This scheme allows clients to choose from a large set

of servers, resulting in good fault tolerance and better performance characteristics than

traditional bulk data distribution techniques.

In wireless networking, using forward error correction techniques can reduce packet

loss rates by recovering parts of lost packets [2, 10, 21]. Packet loss rates in wireless net-

works are much higher because propagation errors occur morefrequently when the data

is transmitted through air. Employing forward error correction techniques can improve

reliability and reduce retransmissions.

Multimedia streaming also employs erasure codes [14, 24, 11]. Retransmitting pack-

ets may not be feasible because streaming applications are usually time-critical, so

streaming applications must often operate under packet losses. However, when a lot

of packets are lost, the quality of the video is often poor. Using erasure codes to recover

parts of lost packets can improve the quality of the video.

These applications of erasure codes assume that packets areeither received success-

fully or are lost. They assume that there are other ways to detect corrupted packets. e.g.,

using TCP checksums. In Bistro, however, this assumption isnot valid because packets
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can be intentionally corrupted by intermediate bistros. InChapter 4, we describe one

way to detect corrupted packets using checksums such that wetreat corrupted packets

as losses.
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Chapter 3

Overview of Erasure Codes

Encoder

Network

Decoder

X X X

Figure 3.1: Illustration of an Erasure Code

This chapter provides an overview of erasure codes. An erasure code takes a file of

k data packets, adds(n − k) parity packets, and creates an-packet encoded file. After

encoding, a sender typically transmits the encoded file using a number of channels. A

receiver can use an erasure code decoder to reproduce the original file as long as anyk

packets are received with no errors. Figure 3.1 illustratesthis process.
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Many erasure codes are based on linear algebra theory. Letxi be a data packet, and

let x = x0x1 . . . xk−1 be the original data. An encoding procedure produces encoded

datay = y0y1 . . . yn−1 by multiplying a generator matrixG = gij andx, i.e.,

y = Gx

At the receiver side, assume that some of theyis are lost. Letz = z0z1 . . . zk−1 be the

received data. LetH = {gij|yi is received}. That is, ifyr is received, we add therth

row in G to H. Hence,H is ak × k matrix. Note that

z = Hx

So,

x = H−1z

Therefore, we can reconstruct the original data by multiplying H−1 andz. This proce-

dure requires rows ofH to be linearly independent, which is true whenH is invertible.

Note that an erasure code decoder assumes that all received packets are correct. That is,

it does not correct corrupted data; it only recovers lost data.

Some erasure codes make use of Vandermonde matrices; this isbased on finite field

theory. Vandermonde matrices are used in traditional error-correcting codes such as

Reed-Solomon Codes. However, these codes are not efficient since finite field operations

are very expensive; [29] is one of such example.

Other erasure codes take advantage of the fact that finite field operations in erasure

codes can be reduced to XOR operations. This can improve the performance of erasure

codes because XOR operations are much more efficient than finite field operations; [5]

is one such implementation. This code uses Cauchy matrices where there is an efficient
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algorithm for inversing such matrices. Recall that we invert H in the decoding proce-

dure, so making such operations efficient can improve the performance of the code. For

instance, [12] develops a Reed-Solomon-like erasure code which uses only XOR opera-

tions. Instead of using Cauchy matrices, this code exploresthe structure of an RS-based

erasure code and gives an improved algorithm to perform encoding and decoding.

Tornado Codes [20] are another example of erasure codes. Unlike other erasure

codes that are based on linear algebra, Tornado Codes are based on bipartite graphs.

Let G(V, E) be a bipartite graph. LetS be a set of vertices representing the original

data, and letP be a set of vertices representing parity data, whereV = S ∪ P . Let

Rj = {si ∈ S|(si, pj) ∈ E}. Encoding is done by performing XOR on every element

in Rj and producingpj for all j. Decoding is done in a similar fashion, in which XOR

operations are performed on received data to find the lost data. This is an efficient

implementation since it uses only XOR operations. It, however, requires slightly more

thank packets to guarantee that the decoder is able to construct the original data.

10



Chapter 4

Fault Tolerance Protocol

This chapter provides details of our fault tolerance protocol. The protocol is broken

down into three parts as in the original Bistro protocol described in [8]. The timestamp

step verifies clients’ submissions. Actual data transfer isdone in the data transfer step, in

which clients stripe their files across a number of bistros, instead of sending their files to

one bistro as in the original protocol. In the data collection step, the destination server

coordinates data transfers from intermediaries to itself.Note that only the timestamp

step has to be done before the real life deadline, since our protocol can detect if the files

have changed after the deadline. File transfer can be done later as any changes to the

file after the issuing of timestamp can be detected. We are going to provide details about

each step in this chapter with focus on fault tolerance aspects, and discuss related design

decisions.

4.1 Timestamp Step

The timestamp step verifies clients’ submissions. Clients generate hashes of their data

and send them over to the destination server. The destination server replies to clients

11



ξ = Kpriv(h(H), σ)

H = h(T1) + h(T2) + ... + h(TX)

Client
Destination

Server

Figure 4.1: Timestamp Step

with tickets, which consist of timestamps and the hashes messages clients have just

sent. Figure 4.1 depicts the timestamp step.

In the original protocol, clients send a checksum of the whole file to the destination

server in the timestamp step. If any packets are lost or corrupted, the checksum check

would fail, and the destination server would have to discardall packets that correspond

to that checksum because it does not know which packets are corrupted. This would

mean that losing any packet would result in retransmissionsin the original protocol.

Divide into Y

FEC groups

Encode by 

erasure code

Divide into Z

checksum groups

Original file
W packets

k

packets

k

packets

k

packets

k

packets

n packets

g
packets

g
packets

g
packets

Figure 4.2: FEC Groups and Checksum Groups
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Variable Meaning
To The original file
T The original file encoded by erasure code
W Total number of packet in the original file
X Number of checksums in the timestamp request message
Y Number of data packets in a FEC group
Z Number of checksum groups in a FEC group
n Number of data packets and parity packets in a FEC group
k Number of data packets in a FEC group

Table 4.1: Meaning of Variables

To solve this problem, we send multiple checksums in the fault tolerance protocol.

Assume that each client hasW data packets to send. The data packets are divided intoY

FEC (forward error correction) groups ofk packets each. For each FEC group, a client

encodesk data packets inton packets (data + parity), arranges then packets intoZ

checksum groups each of sizeg, and generates one checksum for each checksum group

using a message digest algorithm such as SHA1. We assume thatZ is a factor ofg,

because we want the size of all checksum groups to be the same,which can simplify

our reliability model in Chapter 5. There are altogetherX = Y Z checksums, which

are concatenated and sent in one message to the destination server. Figure 4.2 illustrates

the relationship between FEC groups and checksum groups. Table 4.1 summarizes the

meaning of variables we use in this context.

Note that the size of a checksum group has to be smaller than number of data packets

per FEC group (g < k). Recall that erasure codes do not correct corrupted packets, so

we drop all packets in a checksum group if any packet within the checksum group is lost

or corrupted, and then we try to recover the dropped packets using an erasure code. If

g ≥ k and if a checksum group is dropped, then we lose more thank packets in at least

one FEC group, which we are not able to recover because less thank packets within that

FEC group are received. Hence we have to ask for retransmissions if any packet in the

13



file is lost or corrupted. So, ifg ≥ k, we are back to the problem of the original protocol

that losing any packet would result in retransmissions. Theabove argument also implies

that there must be at least two checksum groups per FEC group.

This raises an interesting question. To provide better fault tolerance, we should

chooseZ to ben, i.e., we generate a checksum for every packet, so losing onepacket

does not affect other packets. However, in the timestamp step, if we generate a checksum

for every packet, the size of the message to be sent to the destination server increases,

and hence more network resources would be used. This problemis exacerbated when a

large number of clients try to send messages to the destination server moments before the

real life deadline, i.e., the original problem solved by Bistro. We derive a cost function

to study this tradeoff in Chapter 5.

Also, note that erasure codes can keep replication as a special case when we setn

to be multiples ofk. For example, if we setn = 2k, we can consider this scheme to be

sending two copies of the original file to internediaries.

Timestamp Step Algorithm

1. Client divides his original file,To, into Y FEC groups, each of sizek. Then client

passesTo to an erasure code encoder to get an encoded file,T , where size of each

FEC group inT is n.

2. The encoded fileT is divided intoX parts (T = T1 + T2 · · · + TX), and client

generates checksumsh(Ti) for all i using a message digest algorithm such as

SHA1.

3. Client concatenates checksums he generated in the previous step, and send the

result,H, to the destination server.

H = h(T1) + h(T2) + · · · + h(TX)

4. Upon receiving the message, destination server generates a timestampσ.

14



5. Destination server stores information about the client,the received checksums,

and timestamp it has just produced into a local database.

6. Destination server computes the hash value of the received messageh(H).

7. Destination server concatenates the timestampσ and hashh(H), digitally signs

them with its private key, and sends this message, i.e., ticketsξ, to client.

ξ = Kpriv(h(H), σ)

4.2 Data Transfer Step

Client

bistro1

bistroB

KsesB(TB), Kpub(KsesB, ξ), EID

Kses1(T
1), Kpub(Kses1, ξ), EID

Client

bistro1

bistroB

ρB = KB, priv(EID, Kpub(KsesB, ξ))

ρ1 = K1, priv(EID, Kpub(Kses1, ξ))

Figure 4.3: Data Transfer Step

In the data transfer step, clients send their files to intermediate bistros which are not

trusted. Upon receiving the data from clients, bistros sendreceipts to clients and the

destination server to verify their submissions. Figure 4.3depicts the data transfer step.

In [9], the assignment problem is studied. That is, how a client should choose a

bistro to which it sends its file to. However, in that case, only one bistro out of a pool

of bistros is chosen. In the case of striping, a client needs to chooseB ≥ 1 bistros.

We leave the choice of whichB bistro clients should stripe its file to, and how clients

determine the value ofB to future work.
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In our fault tolerance protocol, we stripe the data across a number of bistros instead

of sending the whole file to one bistro, as in the original protocol. [27] suggests that

data dispersal can provide better fault tolerance, if failure of one storage device is inde-

pendent of failure of other storage devices in the system. Note, we treat failures and

malicious behavior similarly.

Since we do not trust intermediate bistros, clients need to encrypt their data to protect

it against unauthorized accesses or modifications. This property is inherited from the

original protocol, except that we need to generate a number of session keys instead of

just one since we are striping files across a number of bistros.

Data Transfer Step Algorithm

1. Client choosesB bistros to send their data to.

2. Client generates a session keyKsesi
for each bistro it has chosen.

3. Client divides the file intoB parts. For each part of the file, client encrypts it with

a session keyKsesi
, and sends that part to intermediate bistrosi. Client also sends

bistro i session keyKsesi
and ticketξ encrypted with public key of destination

server.

Ksesi
(Ti), Kpub(Ksesi

, ξ), EID

4. Each bistroi generates a receiptρi and sends it to both client and destination

server.

ρi = Ki,priv(Kpub(Ksesi
, ξ)), Ki,pub

4.3 Data Collection Step

In the data collection step, the destination server coordinates intermediate bistros to

collect data. Figure 4.4 depicts this step.

16



bistro1

bistroB

Retrieve (EID, ρ1)

Retrie
ve (EID, ρB)

Destination

Server

bistro1

bistroB

Kses1(T1), Kpub(Kses1, ξ), EID

KsesB(TB), K
pub(KsesB, ξ), E

ID

Destination

Server

Figure 4.4: Data Collection Step

When an erasure code is used, we do not always need to collect all the data as

some of it is redundant. We only needk out of n packets from each FEC group in

a file. After receivingk packets for each FEC group, the destination server have two

choices on reconstructing clients’ data. First, the destination server can pass the received

packets to an erasure code decoder. Second, the destinationcan ask intermediaries to

transfer the remaining data. There is a tradeoff between computational costs of erasure

code decoding and network resource requirements. The first scheme involves more

computation costs while the second scheme requires more network bandwidth. We leave

the study of this tradeoff as future work, and in this thesis we assume that the destination

server collects all packets for every file.

Data Collection Step Algorithm

1. When destination server wants to retrieve data from bistro i, it sends a retrieval

request along with receiptρi.

Retrieve(EID, ρi)

2. Upon receiving retrieval requests from destination server, bistroi sends the fileTi

along with the encrypted session key and ticket for decryption.

Kpub(Ksesi
, ξ), Ksesi

(Ti), EID
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3. When the destination server receives a message, it retrieves the session key by

decrypting the message using its private key. It then decryptsTi using the session

key.

4. When all packets within a checksum group are received, destination server com-

putes a checksum of the received checksum group. It then matches this checksum

with what it received during the timestamp step. If these twochecksums match,

the destination server accepts all packets in the checksum group, and discards

them otherwise.

5. After the destination server has retrieved data from all intermediate bistros, it

passes the packets that pass the checksum check to an erasurecode decoder if

it has received at leastk packets from every FEC group, and the erasure code

decoder reconstructs the original fileTo. If the destination server receives less than

k packets from any FEC group, it contacts the clients and asks for resubmitting

the lost data.
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Chapter 5

Analytical Models

We propose analytical models to evaluate our fault tolerance protocol in this chapter. We

derive reliability models to study how reliability characteristics of bistros affect system

reliability. We also derive a performance model to estimatethe performance penalty of

employing our protocol. Lastly, we derive a cost function tostudy the tradeoff between

reliability and performance.

5.1 Modeling Reliability of Checksum Groups

We begin the reliability models discussion by considering the reliability of checksum

groups. Recall that if a checksum check fails, all packets within that checksum group are

discarded because we have no way of determining which of the packets are corrupted.

Let pg be the probability that there is no loss within a checksum group. Hence, the

probability that at least one packet is lost within a checksum group is1 − pg.

In the following sections, we are interested in derivingpg using different reliability

models. These models make different assumptions about the packet loss characteristics

and corruption characteristics.
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5.1.1 Independent Packet Losses

In the independent packet loss model, we assume that losing or corrupting one packet

is independent of losing or corrupting other packets withinthe same checksum group.

This is a good model to analyze packet losses and corruptionsif we have no information

about how striping is done. Let the probability of losing a packet,p, be the probability

that a packet is lost or corrupted. Then,

pg = (1 − p)g

This model does not allow correlation between consecutive packet losses. For example,

if a bistro is malicious, given that a packet is corrupted, the probability of the next packet

from the same bistro being corrupted weight higher. We describe Gilbert Model in 5.1.3

to capture this correlation.

5.1.2 Independent Bistro Failures

This model assumes that all packets in the same checksum group are sent to the same

bistro. We also assume that failure of one bistro is independent of failure of other bistros.

So, if a bistro fails, all packets on that bistro are lost. This model attempts to illustrate

this effect.

Let pf be the probability that a bistro fails or is malicious. So, the probability that

the whole checksum group is sent over successfully is

pg = 1 − pf
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This model makes an assumption that malicious bistros always corrupt all packets,

which is not the case since bistros do not have to corrupt all packets to be considered

malicious.

5.1.3 Gilbert Model

The Gilbert Model takes the middle ground between the two models we have just

described. This model allows correlations between lost or corrupted packets. Although

it is typically used to model network losses, we believe it isalso a good model for

understanding reliability characteristics of bistros.

Gilbert Model is a two-state Markov chain. Being in state 0 means that the previous

packet is not lost, while being in state 1 means that the previous packet is lost. Figure

5.1 depicts the discrete time version of the Gilbert Model.

0 1

p00 p11p01

p10

Figure 5.1: Gilbert Model

Let π0 be the steady state probability of state 0, andπ1 be the steady state probability

of state 1. Solving the Markov chain we have

π0 =
p10

p10 + p01

π1 =
p01

p10 + p01
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Let P (a, b) be the probability thata packets are sent by the clients to the destination

server via bistroi, andb of them are lost or corrupted. We can defineP (a, b) recursively

as follows.

P (a, b) = π0P (a − 1, b) + π1P (a − 1, b − 1)

The boundary conditions are given as follow.

P (a, b) = 0 if a < b or a ≤ 0 or b ≤ 0

P (1, 0) = π0p00 + π1p10

P (1, 1) = π0p01 + π1p11

Assuming we send all packets in a checksum group to a bistro, the probability of no

loss or corruption within a checksum group is given by

pg = P (g, 0)

The Gilbert Model degenerates to the independent packet loss model in Section 5.1.1

whenp00 = 1 − p, p01 = p, p10 = 1 − p, andp11 = p. This says no matter which state

the system is in, we have same probability of losing the current packet.

If we add an additional states that has probability of1 − pf to go to state 0, and

probability ofpf to go to state 1, and we setp00 = 1, p01 = 0, p10 = 0, andp11 = 1, we

can represent the bistro fails model in Section 5.1.2.
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5.2 Overall Reliability Model

Let V be a random variable that represents the number of checksum groups that pass the

checksum check within a FEC group, then

P (V = v) =





Z

v



 pv
g(1 − pg)

Z−v

In other words,V is a binomial random variable with parametersZ andpg. The

minimum number of checksum groups required to reconstruct aFEC group is given by

⌈k
g
⌉ because we need at leastk packets and the packets are organized in groups of size

g. As a result, the probability that the destination server isable to reconstruct a FEC

group is given by

P (V ≥ ⌈
k

g
⌉) =

Z
∑

i=⌈k
g
⌉

P (V = i)

=

Z
∑

i=⌈k
g
⌉





Z

i



 pi
g(1 − pg)

Z−i

We are also interested in finding the expected data packets lost within a FEC group,

L(j), wherej is the number of checksum groups lost. In other words,L(j) is the

expected number of data packets that cannot be recovered by erasure codes. Ifk or

more packets are received from a FEC group, thenL(j) is 0 because erasure codes can

recover all data packets.

The content of checksum groups can be classified as follows.

• Contain only data packets. There are⌊k
g
⌋ such checksum groups.
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Content Quantity # data packets
Data Packets only ⌊k

g
⌋ g

Data Packets 0, if k is divisible byg k modg

and Parity Packets 1, otherwise
Parity Packets Only ⌊n−k

g
⌋ 0

Table 5.1: Summary of Content of Checksum Groups

• Contain both data packets and parity packets. Ifk is divisible byg, there are no

such checksum groups. Otherwise, there is exactly one such checksum group.

• Contain only parity packets. There are⌊n−k
g
⌋ such checksum groups.

In the first case, the number of data packets per FEC group isg. In the second case,

the number of data packets per FEC group isk mod g. In the last case, the number

of data packets per FEC group is 0 as there are only parity packets in that FEC group.

Table 5.1 summarizes this information.

Assume thatk is a multiple ofg. As a result, there is no checksum group that

contains both data and parity packets. LetN(j) be the number of different ways to

distribute checksum group losses among the two classes of checksum group listed in

Table 5.1 given thatj out ofZ checksum groups are lost. Hence,

N(j) =

⌊k
g
⌋

∑

x=0





⌊k
g
⌋

x









⌊n−k
g
⌋

j − x





So,

L(j) =

⌊k
g
⌋

∑

x=0





⌊k
g
⌋

x









⌊n−k
g
⌋

j − x



xg(1 − pg)
jp(Z−j)

g
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Now assume thatk is not a multiple ofg, and we are given thatj checksum groups

are lost. Therefore, we need to distributej losses among all three classes of checksum

group. Letx be the number of checksum groups lost that contains only datapackets,

and lety be the number of checksum groups lost that contains both datapackets and

parity packets. So, the number of ways to distributej checksum groups lost is

N(j) =

⌊k
g
⌋

∑

x=0

1
∑

y=0





⌊k
g
⌋

x









1

y









⌊n−k
g
⌋

j − x − y





=

⌊k
g
⌋

∑

x=0

1
∑

y=0





⌊k
g
⌋

x









⌊n−k
g
⌋

j − x − y





So,

L(j) =

⌊k
g
⌋

∑

x=0

1
∑

y=0





⌊k
g
⌋

x









⌊n−k
g
⌋

j − x − y



 (xg + y(k modg))(1 − pg)
jp(Z−j)

g

Expected data packet losses per FEC groupL is given by

L =
Z

∑

j=⌊n−k
g

⌋+1

L(j)

Hence, the average data packet loss rate per FEC groupLrate is given by

Lrate =
L

k

The whole file is transferred successfully if all FEC groups can be reconstructed. So,

we need at leastk packets from each ofY FEC group. Therefore, the probability that

the file is transferred successfully is(P (V ≥ ⌈k
g
⌉))Y , and the probability that part of a

25



file is lost is given by1 − (P (V ≥ ⌈k
g
⌉))Y . The average data packets loss rate for the

whole file isLrate because the quantity is normalized.

5.3 Performance Model

This section describes performance models to evaluate our fault tolerance protocol. We

consider the performance penalty in the timestamp step only. If the performance of

timestamp step is poor, then we are back to the original problem where many clients are

trying to send large files to a server at the same time. In the data transfer step, perfor-

mance is not as critical because clients are less likely to overload intermediate bistros

with striping. In the data collection step, the destinationserver is able to coordinate

bistros, so performance is not as critical as in the timestamp step as there is no hard

deadline.

5.3.1 Server Performance in the Timestamp Step

In this section, we are interested in the performance of the computation needed at the

destination server in the timestamp step. When the destination server receives a times-

tamp request message from a client, it computes a hash value of the checksums gener-

ated by that client, and digitally signs the reply message, which we term as the ticket.

Let tds be the average time the destination server takes to digitally sign a ticket, and

let th(x) be the average time to compute a hash value of a timestamp request message

consisting ofx checksums. Notice thattds is independent of the number of checksums

we generate, because the size of the return message is fixed, which is the size of the

hash of the original message plus the size of the timestamp. Total time a destination

server needs to compute a reply to a message ist(x) = tds + th(x). Results from a
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previous work [7] suggest thattds is approximately 0.0041s on an 800 MHZ Pentium-

III PC running Linux, and we are interested in looking at howth(x) changes when a

client sends different number of checksums.
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 0.0001

 0.0002

 0.0003

 0.0004

 0.0005

 0.0006

 0.0007

 0  200  400  600  800 1000 1200 1400 1600 1800 2000

re
sp

on
se

 ti
m

e 
(s

)

number of checksums

Figure 5.2: Average Time to Compute Hash of Different Numberof Checksums

In order to estimateth(x), we emulated the destination server by running OpenSSL

on different number of checksums on an 800 MHZ Pentium-III PCrunning Linux. Fig-

ure 5.2 shows the time taken to compute SHA1 hashes in our simulation. From Figure

5.2, even if clients send 2000 checksums to the destination server, it takes about 0.0006s

to computer a hash of the checksums, which is an order of magnitude faster than pro-

ducing a digital signature. Thus we believe that the generation of a hash of multiple

checksums should not overload the destination server.
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5.3.2 Size of timestamp messages

It is likely that overloading of network resources, due to sending a greater number of

checksums, is more important than the additional computations needed on the server. If

every client sends 2000 checksums to the destination server, and clients use the SHA1

message digest algorithm which produces a 20-byte checksum, every client will send

about 40KB of data in the timestamp step. This might overloadnetwork resources

around the deadline time, i.e., we would be back to the original problem of a large

number of clients trying to send large amounts of data to the server in a short period of

time. As a result, we use the size of the timestamp message as ametric for determining

the performance drawbacks of our scheme.

The total number of checksums a client sends is given byX = Y Z. Now, we want

to find a normalized metric to measure the size of a timestamp message, because we do

not want to penalize large files for sending more checksums than small files.

One possible metric is the number of checksums normalized bythe file size. This

quantity is given byY Z
Y k

, and hence,Z
k

. This is the number of checksum groups per data

packet. In what follows, we use this quantity as a metric for evaluating the performance

penalties of our fault tolerance protocol.

5.4 Cost function

Now that we have a reliability model and a performance model,the question is how to

combine the effects of from both in order to study the tradeoff between reliability and

performance. This section describes a cost function which we propose to use to achieve

this goal.
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Let C1 be the cost computed using the reliability model, and letC2 be the cost

computed using the performance model in the timestamp step.Thus, our cost function

is

C = w1C1 + w2C2

wherew1 andw2 are weights of each factor.

We derive two different costs from the reliability model, namely the probability of

losing part of a file and the average data packet loss rate. We can use either forC1

and evaluate the differences between these two metrics. Theperformance cost in the

timestamp step is given by the number of checksum groups per data packet. In the next

chapter, we will study how each parameter affects the overall cost function.
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Chapter 6

Results

This chapter provides results on varying different parameters of the cost function dis-

cussed in the last chapter. Parameters of interest are as follows.

1. Number of checksum groups per FEC group,Z. We mentioned this tradeoff in

Chapter 4. SettingZ to be large can provide better reliability because losing a

packet affects fewer packets, as we drop the entire checksumgroup whenever any

packets from that group is lost or corrupted. On the other hand, large values of

Z result in large timestamp messages, which can have adverse effects on network

resources.

2. Number of parity packets per FEC group(n − k). For reliability reasons, we

want to send a large number of parity packets, but this increases the number of

checksums we send as we are interested in adding parity checksum groups.

3. Number of data packets per FEC groupk. Given a file ofW packets, we want

to study differences in dividing the file into few large FEC groups or many small

FEC groups. Dividing files into many small FEC groups has better fault tolerate,

but clients send more checksums which makes the timestamp request message
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large because we require that clients produce at least two checksums per FEC

group.

4. Probability of losing a packet,p. We want to see how sensitive the cost function

is top.

All results presented in this chapter use the independent packet loss model because

of its simplicity. Other reliability models give similar results. We use both reliability

metrics, which are probability of losing part of a file and theaverage data packet loss

rate. The performance metric used is the number of checksumsper data packet. In each

of the results, we show graphs on each reliability metrics, the performance metric, and

the cost function computed using each of the reliability metrics.

6.1 Setting Weights
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Figure 6.1: Cost Function - varying weights

In the section, we study how to set the weights in the cost function in order to obtain

a convex curve to study the tradeoff. Recall thatw1 is the weight corresponding to a

reliability metric, andw2 is the weight corresponding to the performance metric, and
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w1 + w2 = 1. We depict the results as a function ofZ; we plot these results by setting

w1 to 0.1, 0.5, 0.9, 0.99, and 0.999. Figure 6.1 illustrates these results.

From the graphs, we can see that whenw1 = 0.1, the cost strictly increasing. When

w1 = 0.5, the cost is very close to a strictly increasing line. We observe that the cost is a

convex curve whenw1 = 0.9, and the cost becomes strictly decreasing whenw1 is 0.99

and 0.999.

Values of both reliability metrics is between 0 and 1, and these values approach 0

whenZ increases. On the other hand, values of checksum per data packet ranging from

0 to 2, and are able to go further when we keep increasingZ. As a result, in order to

obtain a convex curve, we need to setw1 to be around 0.9.

6.2 Varying the Number of Checksum Groups in a FEC

Group

We now study the effect ofZ. SettingZ to be large can provide good reliability, because

losing one packet can lead to drop fewer packets. On the otherhand, large values ofZ

would make the timestamp message large, hence we are more likely to overload network

resources.

Our results are plotted in Figure 6.2, withY = 5, n = 20, k = 10, p = 0.01,

w1 = 0.9, andw2 = 0.1. The two upper graphs show how reliability metrics change

with Z. Both reliability metrics drop dramatically whenZ is between 1 and 2, and are

close to 0 whenZ ≥ 4. This is because whenZ ≥ 2, clients are able to reconstruct

a FEC group even if some checksum groups are dropped. Checksums per data packet

increase linearly, becauseZ increase linearly whilek is fixed. The cost is high whenZ

is small because the probability of losing part of a file is high. The cost decreases when
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Figure 6.2: Cost Function - varyingZ

Z is between 1 and 2 because the probability of losing part of a file is improving. At

Z ≥ 2, the cost goes up again because the size of the message is too large.
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6.3 Varying the Number of Parity Packets in a FEC

Group
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Figure 6.3: Cost Function - varyingn − k

We now consider the effects of adding parity packets to our system. Intuitively,

adding more parity packets would lead to better reliability. Here we varyn − k, the
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number of parity packets, as well asZ. We are actually interested in the effect of

adding ‘parity checksum groups’. If we fixZ, that means that the new parity pack-

ets are squeezed into the existing checksum groups, and thisdoes not provide better

reliability as might be expected.

Figure 6.3 shows the results, withk = 10, p = 0.01, Z = 2, w1 = 0.9, and

w2 = 0.1. The two upper graphs show that both reliability metrics drop as the number

of parity packets increase. This make intuitive sense because adding more parity packets

can provide better reliability. Checksum per data packet increase linearly with number

of parity packets per FEC group, becauseZ increase linearly as we add more parity

packets, andk is fixed. In the cost function graphs, whenn − k ≤ 5, the cost decreases

because the reliability metrics decrease. Atn − k = 5 in the middle right graph and

n − k = 10 in the bottom graph, the cost increases becauseZ
k

increases while both

reliability metrics approaching 0.

6.4 Varying the Number of FEC Groups in a File

We study how we should choosek, the number of data packets in each FEC group, in

this section. We are interested in the following question. Should we group the data

packets into few large FEC groups, or should we group them into many smaller FEC

groups?

The results are plotted in Figure 6.4, withW = 100, n = 2k, Z = 2, p = 0.01,

w1 = 0.9, andw2 = 0.1. The two upper graphs show that reliability drops ask increases.

That is, large FEC groups do not tolerate faults as well as small FEC groups. However,

using smaller FEC groups means that we are sending more checksums, as we need at

least two checksums for each FEC group. SinceZ is fixed whilek increases, checksum

per data packets, given byZ
k

, decreases exponentially.
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Figure 6.4: Cost Function - varyingk

In the cost function graphs, cost is high whenk is small, because this results in a lot

of checksums. The cost drops whenk s between 1 and 10, as we send fewer checksums

and the corresponding reliability penalty does not increase as fast. Eventually, when

k ≥ 10, since larger FEC groups are not as fault tolerant, cost goesup ask increases.

36



6.5 Varying the Probability of Losing a Packet
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Figure 6.5: Cost Function - varyingp

We are interested in looking at how the cost function changeswith the probability of

losing a packet,p. Figure 6.5 depicts our results, withY = 5, n = 20, k = 10, Z = 2,

w1 = 0.9, andw2 = 0.1.

Since bothZ andk are fixed, changes in cost reflects changes in the reliabilitymet-

rics. Asp increases from 0.1 to 0.6, cost increases rapidly. Asp > 0.6, the cost increases

at a decreasing rate. This is because both the probability oflosing part of a file and the

average data packet loss rate approaches 1 asp increases. This result makes intuitive

sense asp increases, reliability metric should increase.
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Chapter 7

Future Work

In this chapter, we outline possible directions for future work.

In the data transfer step, a client needs to chooseB bistros for striping their data.

Clients also need to choose how much data to send to each of theB bistros according

to their reliability and performance characteristics. Forexample, clients may want to

send their files to faster bistros to minimize their responsetime, and they may want to

send files to more reliable bistros to minimize the chance of losing part of their files. We

believe that this problem can be formulated as a variant of the transportation problem,

which is a NP-complete problem studied extensively in the area of operations research.

After the destination server has collectedk packets from each FEC group, it has a

choice of reconstructing the data without retrieving the remainingn − k packets. This

approach can reduce network bandwidth requirement, but it can increase the computa-

tional cost at the destination server for decoding. The remaining packets, on the other

hand, could be on malicious bistros and hence may be unavailable. Since some era-

sure code decoders do not benefit from more thank packets, attempting to retrieve the

remaining packets could be a waste if they are unlikely to pass the checksum check.

In this work we investigated data loss and data corruption. However, recall that

we rely on bistros to send session keys to the destination server. Although the session
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keys are encrypted with the public key of the destination server, malicious bistros can

corrupt session keys to prevent data from properly reachingthe destination server. Even

though the destination server can treat such data as corrupted since it will not pass the

checksum check, we can look for ways to prevent this from happening, hence making

the system even more fault tolerant. One way to achieve this goal is to have the clients

also send the session keys to the destination server in the timestamp step. This would

make the timestamp message even larger, especially when a client stripes files across a

large number of bistros.

Blacklisting of malicious bistros can provide better faulttolerance as we can elim-

inate unreliable bistros from future upload events. If datafrom a particular bistro does

not pass the checksum checks frequently, we can assume that bistro is malicious, or has

some software or hardware problems (i.e., unreliable). We can blacklist that bistro and

notify its administrators, and remove that bistro from future upload events.

Another fault tolerance issue in Bistro is the failure of a destination server. If the

destination server fails, an event owner can receive no datasince all information about

clients and files is unavailable. We need to figure out what is needed to reconstruct data

on the destination server, then we can derive an algorithm toreconstruct the database of

the failed destination server from data reside intermediate bistros.
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Chapter 8

Conclusions

Hot spots are a major hurdle to making Internet applicationsscalable. Many researches

have been addressing this problem in one-to-one applications, one-to-many applications,

and many-to-many applications. Yet, to the best of our knowledge, there is no work on

relieving hot spots for many-to-one, or upload, applications except for Bistro, which

have been shown to have a scalable and secure design.

The goal of this thesis is to develop a fault tolerance protocol that improves perfor-

mance in the face of failures or malicious behavior of intermediaries. In the original

protocol, if any bistro is not available during data collection step, files on that bistro are

lost, and the destination server has to ask for resubmissions. Also, if bistros are mali-

cious, i.e., they intentionally corrupt data, the destination server can detect this, but it

cannot recover the corrupted files, hence we have to request them from the clients again.

Our goal is to provide redundancy using erasure codes to tolerate failures or corrup-

tion of some intermediate bistros, while minimizing the amount of storage and network

transfer costs as a result of employing the protocol.

We developed a fault tolerance protocol in this thesis. As inthe original proto-

col, the proposed fault tolerance mechanism is scalable andcan provide data security.

We encode files with erasure codes, divide them into checksumgroups, and generate
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a checksum for each checksum group. We concatenate the checksums and send them

to the destination server in the timestamp step. We stripe the data across a number of

bistros in the data transfer step. Finally, the destinationserver collects data residing on

intermediaries in the data collection step.

We evaluated our protocol using proposed analytical models. We provided a reli-

ability model that for computing the probability of losing part of a file as well as the

average data packet loss rate. Our performance model uses number of checksums per

data packet as its metric. Furthermore, we use a cost function to combine the reliabil-

ity and performance metrics in order to study the combined effects and the resulting

tradeoff.

We studied the resulting cost, as a function of a number of parameters, including

number of data packets per FEC group, the number of parity packets, and the number of

checksum groups per FEC group. We also studied the sensitivity of the cost function to

the probability of losing a packet and to the weights of the cost function.

Conclusively, we believe fault tolerance is important in wide area data transfer appli-

cations. We developed a fault tolerance protocol in the Bistro architecture. We believe

our protocol can provide fault tolerance while minimizing additional cost as a result of

employing our protocol. Better fault tolerance also leads to fewer retransmissions due

to packet losses or corruptions, resulting in better systemperformance.
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