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Abstract

This thesis investigates fault tolerance issues in Bistwide area upload architecture.
In Bistro, to achieve scalability and to avoid hot spots wHeadlines approach, clients
first upload their data to intermediaries, known as bistrAsdestination server then
pulls data from bistros as needed. However, during the spuleprocess, bistros can
be unavailable due to failures, or they can be malicious, they might intentionally
corrupt data. As a result, we need to provide a fault tolexgomotocol within the Bistro
architecture. Thus, in this thesis, we develop such a pobtebhich employs erasure
codes in order to make the data uploading process more leelisie develop analyti-
cal models to study reliability and performance charasties of this protocol, and we
derive a cost function to study the tradeoff between rditgtand performance in this

context.
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Chapter 1

| ntroduction

High demand for some services or data creates hot spotshwhe major hurdle to
achieving scalability in Internet-based applicationsmiany cases, hot spots are associ-
ated with real life events. For instances, releasing a nesioreof certain software may
create a huge demand for it soon after the release, which wexjoad servers which
distribute that software.

There has been a lot of research aiming at relieving hot spdtse Internet due
to download applications, such that Internet applicaticaus operate efficiently even
under heavy loads. Examples include replication of sesviegg., replication of DNS
servers), data replication (e.g., web caching and Akamiy fihd data replacement
(e.g., different streaming rates for audio and video stieg)n Types of communicate
mode which these research addresses are mostly: one-suiohes email and instant
messaging, one-to-many such as web downloads, and mangtg-such as chatrooms
and video conferencing.

To the best of our knowledge, however, there are no rese#ernats to relieve hot
spots in many-to-one applications, or upload applicatiersept Bistro [4]. Examples
of upload applications are: interactive TV polling, onlitaex form submissions, home-

work submissions in distance education, and conferencerpagpmissions. Current
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Figure 1.1: Depiction of upload processes with and withdatrB

upload applications usually make use of many individuattmene transfers. This is
not a scalable solution because the server or the netwodkdrnhe server can be sat-
urated. This problem is exacerbated when real life deasllame approaching, during
which there can be a large number of clients.

Bistro attempts to relieve hot spots in upload applicatidnghe design of Bistro,
we take advantage of the fact that data are usually not caeuight after the deadline.
Instead, the application does not want senders to changedtta after the deadline,
e.g., to achieve fairness. Therefore, as long as the dataimermanchanged after the
deadline, data transfer can take place later within a redderamount of time.

In Bistro, an upload process is broken down into three stejgsire 1.1, taken from
[4], depicts upload processes with and without Bistro. tFins the timestamp step,
clients send hashes of their files to the server, and obtagstamps. These timestamps
clock clients’ submission time. After this point, clientmot change their data without
the server detecting this. In the data transfer step, slsnd their data to intermediaries
called bistros. Note that bistros are not trusted, so dientrypt their files to prevent
unauthorized access. In the last step, called the datactiohestep, the server coordi-
nates bistros to transfer clients’ data to itself. The settven matches the hashes of the

received files against the hashes it received directly flomctients. The server accepts



files that pass this test, and asks the clients to resubnmetwibe. This completes the
upload procedure.

We are interested in developing and analyzing a fault talsgrotocol in this thesis
in the context of the Bistro architecture. In the originapiementation of Bistro, if
bistros are not available at the data collection step du®t@xamples, power failures,
disk failures or network problems, all files on the unavddabistros are lost, hence
the destination server needs to ask clients to resubmit.ddiitian, malicious bistros
can intentionally corrupt data. Although destination serean detect corrupted data
from the hash check, it has no way of recovering the data;éht#redestination server
needs to ask clients to resubmit. In this work, we are inteces using forward error
correction techniques to recover corrupted or lost dat&. fablt tolerance protocol, on
the other hand, brings in additional storage and networistea costs for the redundant
data as a result of employing the protocol. The goal of thesithis to provide better
performance when intermediaries fails while minimizing #timount of redundant data
brought on by the fault tolerance protocol.

We propose analytical models to evaluate our fault toleggmotocol. In partic-
ular, we develop reliability models to analyze the relidpitharacteristics of bistros.
We also derive performance models to estimate the perfaenpanalty of employing
our protocol. We study the tradeoff between reliability guedformance using a cost
function.

This thesis is organized as follows. We discuss related wa@hapter 2. We give an
overview of erasure code in Chapter 3. Chapter 4 descrilrefaoititolerance protocol.
We derive analytical models for this protocol in Chapter Shafter 6 presents some
results showing the tradeoff between performance andoifjacharacteristics of our

protocol. We describe future work in Chapter 7. Finally, wadude in Chapter 8.



Chapter 2

Related Work

We focus on fault tolerance issues in Bistro framework, aewadea upload architec-
ture, and we propose to use erasure codes to provide faefatae in such systems.
This chapter describes fault tolerance in other largeesttata transfer applications, and

discusses other uses of erasure codes in the context of tenmaiworking.

2.1 Fault Tolerancein Distributed Systems

In the context of download applications, one approach taeaehfault tolerance is
through service replication. Replication of DNS server, [23] is one such example.
The root directory servers are replicated, so if any rootesefiails, DNS service is still
available. Each ISP is likely to host a number of DNS servat,raost clients are config-
ured with primary and alternate DNS servers. Thereforey éhaome DNS servers fall,
clients can contact an alternate DNS server to make DNS fpadquests. In Bistro, the
service of intermediaries is replicated, where intermeggorovide interim storages of
data until the destination server retrieves it.

In storage systems [31, 16, 15], data replication techsigeach as RAID tech-

niques [26], are commonly used for providing better faulétance characteristics. In



case of disk failures, file servers are able to reconstrutet da the failed disk once
the failed disk is replaced, and data is available even bafplacing the failed disks.
Although data replication can provide better fault tol@@characteristics, the storage
overhead is high. For example, the storage overhead of mmgds 100%. We are
interested in providing fault tolerance with smaller sggaverhead in this work.

Some caching techniques can be used to improve fault taer&isconnected oper-
ations in Coda [17] makes use of clients’ local cache to aehieetter fault tolerance.
When client accesses a file in Coda, the file server sends tble #ife to the client, and
allows the client to keep a local cache copy of the file in Istatage. When the file
server fails, the client can still access the files in locatagye, and hence allow work to
be performed in the event of file server failure. In uploadiapgions, however, caching
is not feasible because the destination server reads ta@ditonce.

For fault tolerance reasons, recent research in distdstterage systems has been
moving from centralized servers to serverless systems3 130, 18, 28] are examples
of such systems. A centralized file server has a single pdifdilore, as the system
cannot operate once the file server breaks down. Using at@geser communication
model to provide file service can provide better fault taheebecause failure of one
server is assumed to be independent from failures of otlmeeise By combining with
this replication techniques such as RAID-type stripingstsystems are able to provide
high availability of data. The destination server is a sengbint of failure in the Bistro
architecture. Once the destination server fails, the @ststem breaks down. Future

research should investigate how to eliminate this problethe Bistro framework.



2.2 ErasureCodesin Computer Networking

There are a lot of uses of erasure codes in computer netvgpriimumber of multi-
cast applications employ erasure codes to protect agaissts [19, 25]. When there
are losses in multicast applications, clients can eithlerate the losses, or attempt to
recover the packets. One way to recover lost packets is tfoasktransmissions, but
this solution is not scalable when there are a large numbeliarits. Using forward
error correction techniques allows clients to reconstiestt packets without contacting
the sender.

Erasure codes are also useful in bulk data distribution, Eggdescribes a way to
use erasure codes where clients can reconstruct the daitagaad a small fraction of
erasure-encoded files are received. This scheme allowsgstichoose from a large set
of servers, resulting in good fault tolerance and bettefoperance characteristics than
traditional bulk data distribution techniques.

In wireless networking, using forward error correctionheicues can reduce packet
loss rates by recovering parts of lost packets [2, 10, 21dk&doss rates in wireless net-
works are much higher because propagation errors occurfreopgently when the data
is transmitted through air. Employing forward error coti@a techniques can improve
reliability and reduce retransmissions.

Multimedia streaming also employs erasure codes [14, J4REtransmitting pack-
ets may not be feasible because streaming applicationssaialy time-critical, so
streaming applications must often operate under packeesosHowever, when a lot
of packets are lost, the quality of the video is often pooinggrasure codes to recover
parts of lost packets can improve the quality of the video.

These applications of erasure codes assume that packeitheereceived success-
fully or are lost. They assume that there are other ways &ctiebrrupted packets. e.g.,

using TCP checksums. In Bistro, however, this assumptiontisalid because packets
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can be intentionally corrupted by intermediate bistrosChapter 4, we describe one
way to detect corrupted packets using checksums such thatatecorrupted packets

as losses.



Chapter 3

Overview of Erasure Codes
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Figure 3.1: lllustration of an Erasure Code

This chapter provides an overview of erasure codes. An exaside takes a file of
k data packets, adds — k) parity packets, and createsigpacket encoded file. After
encoding, a sender typically transmits the encoded fileguginumber of channels. A
receiver can use an erasure code decoder to reproduce gheabfile as long as any

packets are received with no errors. Figure 3.1 illustrétissprocess.



Many erasure codes are based on linear algebra theory.; beta data packet, and
let x = zox;...x,_1 be the original data. An encoding procedure produces excode

datay = you: - . - y,—1 by multiplying a generator matri& = g;; andz, i.e.,

y =G

At the receiver side, assume that some ofijjseare lost. Let = zyz; ... z,_1 be the
received data. Letl = {g,;|y; is received}. That is, ify, is received, we add theth

row in G to H. Hence,H is ak x k matrix. Note that

z=Hzx

So,
x=H'z

Therefore, we can reconstruct the original data by muliig)yi7 —! andz. This proce-
dure requires rows aff to be linearly independent, which is true wh&nis invertible.
Note that an erasure code decoder assumes that all receigketpare correct. That is,
it does not correct corrupted data; it only recovers losh dat

Some erasure codes make use of Vandermonde matrices; Itlaisad on finite field
theory. Vandermonde matrices are used in traditional -@wmecting codes such as
Reed-Solomon Codes. However, these codes are not effimientfiite field operations
are very expensive; [29] is one of such example.

Other erasure codes take advantage of the fact that finitedjdrations in erasure
codes can be reduced to XOR operations. This can improveetti@mance of erasure
codes because XOR operations are much more efficient théafigld operations; [5]

is one such implementation. This code uses Cauchy matribesavthere is an efficient



algorithm for inversing such matrices. Recall that we ibvérin the decoding proce-
dure, so making such operations efficient can improve thepeance of the code. For
instance, [12] develops a Reed-Solomon-like erasure chitthwses only XOR opera-
tions. Instead of using Cauchy matrices, this code explbwestructure of an RS-based
erasure code and gives an improved algorithm to performdéng@nd decoding.
Tornado Codes [20] are another example of erasure codeskelsther erasure
codes that are based on linear algebra, Tornado Codes aé badipartite graphs.
Let G(V, E') be a bipartite graph. Lef be a set of vertices representing the original
data, and letP be a set of vertices representing parity data, whére- S U P. Let
R; = {s; € S|(si,p;) € E}. Encoding is done by performing XOR on every element
in R; and producing; for all ;. Decoding is done in a similar fashion, in which XOR
operations are performed on received data to find the lost d&his is an efficient
implementation since it uses only XOR operations. It, haverequires slightly more

thank packets to guarantee that the decoder is able to consteuotitfinal data.
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Chapter 4

Fault Tolerance Protocol

This chapter provides details of our fault tolerance proktoclhe protocol is broken
down into three parts as in the original Bistro protocol digsal in [8]. The timestamp
step verifies clients’ submissions. Actual data transfdoige in the data transfer step, in
which clients stripe their files across a number of bistnostgad of sending their files to
one bistro as in the original protocol. In the data collatstep, the destination server
coordinates data transfers from intermediaries to itddlfte that only the timestamp
step has to be done before the real life deadline, since otwqwl can detect if the files
have changed after the deadline. File transfer can be deereds any changes to the
file after the issuing of timestamp can be detected. We argggoiprovide details about
each step in this chapter with focus on fault tolerance aspand discuss related design

decisions.

4.1 Timestamp Step

The timestamp step verifies clients’ submissions. Cliertsegate hashes of their data

and send them over to the destination server. The destsgiover replies to clients

11



H =h(T1) + h(T2) + ... + h(Tx)

) Destination
e [ 01750

E = Kpriv(h(H), 0)

Figure 4.1: Timestamp Step

with tickets, which consist of timestamps and the hashesages clients have just
sent. Figure 4.1 depicts the timestamp step.

In the original protocol, clients send a checksum of the wliibé to the destination
server in the timestamp step. If any packets are lost or pted) the checksum check
would fail, and the destination server would have to disedirgackets that correspond
to that checksum because it does not know which packets angpted. This would

mean that losing any packet would result in retransmissiotige original protocol.

W packets
Original file
k k k k
packets |packets [packets [packets

Divide into Y
FEC groups

! n packh
Encode by
erasure code

9 g g

packets |packets | packets
Divide into Z
checksum groups

Figure 4.2: FEC Groups and Checksum Groups
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Variable | Meaning

The original file

The original file encoded by erasure code
Total number of packet in the original file
Number of checksums in the timestamp request message
Number of data packets in a FEC group
Number of checksum groups in a FEC group
Number of data packets and parity packets in a FEC group
Number of data packets in a FEC group

I NS =SS

Table 4.1: Meaning of Variables

To solve this problem, we send multiple checksums in the talérance protocol.
Assume that each client h&lg data packets to send. The data packets are dividedinto
FEC (forward error correction) groups bfpackets each. For each FEC group, a client
encodes: data packets inta packets (data + parity), arranges theackets intoZ
checksum groups each of sizeand generates one checksum for each checksum group
using a message digest algorithm such as SHAL1. We assumg iba factor ofg,
because we want the size of all checksum groups to be the samah can simplify
our reliability model in Chapter 5. There are altogether= Y Z checksums, which
are concatenated and sent in one message to the destiratien §igure 4.2 illustrates
the relationship between FEC groups and checksum groupge #al summarizes the
meaning of variables we use in this context.

Note that the size of a checksum group has to be smaller thrabenof data packets
per FEC groupd < k). Recall that erasure codes do not correct corrupted packet
we drop all packets in a checksum group if any packet witherctiecksum group is lost
or corrupted, and then we try to recover the dropped pacletg) @an erasure code. If
g > k and if a checksum group is dropped, then we lose morethzackets in at least
one FEC group, which we are not able to recover because kss gackets within that

FEC group are received. Hence we have to ask for retrangsmssgiany packet in the

13



file is lost or corrupted. So, f > k, we are back to the problem of the original protocol
that losing any packet would result in retransmissions. atim/e argument also implies
that there must be at least two checksum groups per FEC group.

This raises an interesting question. To provide bettert fanlérance, we should
chooseZ to ben, i.e., we generate a checksum for every packet, so losingaciet
does not affect other packets. However, in the timestanpp $t&e generate a checksum
for every packet, the size of the message to be sent to thakesh server increases,
and hence more network resources would be used. This prablexacerbated when a
large number of clients try to send messages to the destiregrver moments before the
real life deadline, i.e., the original problem solved bytBis We derive a cost function
to study this tradeoff in Chapter 5.

Also, note that erasure codes can keep replication as aaspese when we set
to be multiples ofc. For example, if we set = 2k, we can consider this scheme to be
sending two copies of the original file to internediaries.

Timestamp Step Algorithm

1. Client divides his original fileT,, into Y FEC groups, each of siZze Then client
passed’, to an erasure code encoder to get an encodedTilehere size of each

FEC group in7 is n.

2. The encoded filg" is divided intoX parts (" = 171 + T, --- + Tx), and client
generates checksunigT;) for all i using a message digest algorithm such as

SHAL.

3. Client concatenates checksums he generated in the psesiep, and send the

result, 7, to the destination server.

H=h(T1)+ h(T3) + -+ h(Tx)

4. Upon receiving the message, destination server gesardimestamp .

14



5. Destination server stores information about the clidm, received checksums,

and timestamp it has just produced into a local database.
6. Destination server computes the hash value of the retenssagé(H ).

7. Destination server concatenates the timestarapd hash.(H ), digitally signs

them with its private key, and sends this message, i.egts¢kto client.

§ = Kprin(h(H), 0)

4.2 DataTransfer Step

\
£ BV \C\m@‘“wa
“‘0&5@%\’ bistrol (‘N@\D ’ bistrol
R _¥ap
\LseS\ p\
Client . : Client
ngé DB:N
B B, .
(TB)’ kpub bistroB pr]V(EID & bistroB
(k*'esg : ), Dun
() E]D S’esB é_)

Figure 4.3: Data Transfer Step

In the data transfer step, clients send their files to inteiate bistros which are not
trusted. Upon receiving the data from clients, bistros seweipts to clients and the
destination server to verify their submissions. Figuredipicts the data transfer step.

In [9], the assignment problem is studied. That is, how antlghould choose a
bistro to which it sends its file to. However, in that case yame bistro out of a pool
of bistros is chosen. In the case of striping, a client needshboseB > 1 bistros.
We leave the choice of whicB bistro clients should stripe its file to, and how clients

determine the value aB to future work.
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In our fault tolerance protocol, we stripe the data acrossmber of bistros instead
of sending the whole file to one bistro, as in the original pcot. [27] suggests that
data dispersal can provide better fault tolerance, if failof one storage device is inde-
pendent of failure of other storage devices in the systemie Noe treat failures and
malicious behavior similarly.

Since we do not trust intermediate bistros, clients needdopt their data to protect
it against unauthorized accesses or modifications. Thiggpty is inherited from the
original protocol, except that we need to generate a numisession keys instead of
just one since we are striping files across a number of bistros

Data Transfer Step Algorithm

1. Client choose$ bistros to send their data to.
2. Client generates a session K€y., for each bistro it has chosen.

3. Client divides the file int@ parts. For each part of the file, client encrypts it with
a session key,.,,, and sends that part to intermediate bisitdSlient also sends
bistro ¢ session keyk,.,, and ticket¢ encrypted with public key of destination

server.

Ksesi(iri)a Kpub(Ksesia 5)7 EID

4. Each bistra generates a receipt and sends it to both client and destination

server.

Pi = Ki,priv(Kpub(Ksesia 6))7 Ki,pub

4.3 Data Collection Step

In the data collection step, the destination server coatdmintermediate bistros to

collect data. Figure 4.4 depicts this step.
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Figure 4.4: Data Collection Step

When an erasure code is used, we do not always need to cdllebeadata as
some of it is redundant. We only neédout of n packets from each FEC group in
a file. After receivingk packets for each FEC group, the destination server have two
choices on reconstructing clients’ data. First, the datitin server can pass the received
packets to an erasure code decoder. Second, the destinatiaask intermediaries to
transfer the remaining data. There is a tradeoff betweerpatational costs of erasure
code decoding and network resource requirements. The finenge involves more
computation costs while the second scheme requires masenabandwidth. We leave
the study of this tradeoff as future work, and in this thesgsassume that the destination
server collects all packets for every file.

Data Collection Step Algorithm

1. When destination server wants to retrieve data fromdistit sends a retrieval
request along with receipt.
RetrieveF 1D, p;)

2. Upon receiving retrieval requests from destinationeeistro; sends the fild;
along with the encrypted session key and ticket for decoypti

Kpub(Ksesiu 5)7 Ksesi(,—ri)u EID

17



3. When the destination server receives a message, itvestribe session key by
decrypting the message using its private key. It then deésfiipusing the session

key.

4. When all packets within a checksum group are receivedinddi®n server com-
putes a checksum of the received checksum group. It therhemathis checksum
with what it received during the timestamp step. If these tlvecksums match,
the destination server accepts all packets in the checksoapgand discards

them otherwise.

5. After the destination server has retrieved data fromra#érmediate bistros, it
passes the packets that pass the checksum check to an eraedardecoder if
it has received at leagt packets from every FEC group, and the erasure code
decoder reconstructs the original filp If the destination server receives less than
k packets from any FEC group, it contacts the clients and asksesubmitting

the lost data.

18



Chapter 5

Analytical Models

We propose analytical models to evaluate our fault tolexgmotocol in this chapter. We
derive reliability models to study how reliability charadstics of bistros affect system
reliability. We also derive a performance model to estintageperformance penalty of
employing our protocol. Lastly, we derive a cost functiorstady the tradeoff between

reliability and performance.

5.1 Modeling Reliability of Checksum Groups

We begin the reliability models discussion by considering teliability of checksum
groups. Recall that if a checksum check fails, all packetsiwthat checksum group are
discarded because we have no way of determining which ofdbkgts are corrupted.
Let p, be the probability that there is no loss within a checksunugrddence, the
probability that at least one packet is lost within a cheokgmoup isl — p,.
In the following sections, we are interested in derivigusing different reliability
models. These models make different assumptions aboutttkeploss characteristics

and corruption characteristics.

19



5.1.1 Independent Packet L osses

In the independent packet loss model, we assume that losiograupting one packet
is independent of losing or corrupting other packets withm same checksum group.
This is a good model to analyze packet losses and corrupfiagshave no information
about how striping is done. Let the probability of losing aket, p, be the probability

that a packet is lost or corrupted. Then,

pg=(1—p)?

This model does not allow correlation between consecutholgt losses. For example,
if a bistro is malicious, given that a packet is corrupted,fghobability of the next packet
from the same bistro being corrupted weight higher. We descsilbert Model in 5.1.3

to capture this correlation.

5.1.2 Independent Bistro Failures

This model assumes that all packets in the same checksump grewsent to the same
bistro. We also assume that failure of one bistro is indepetaf failure of other bistros.
So, if a bistro fails, all packets on that bistro are lost. sTimodel attempts to illustrate
this effect.

Let p; be the probability that a bistro fails or is malicious. Sce firobability that

the whole checksum group is sent over successfully is

pg=1—ps

20



This model makes an assumption that malicious bistros awayrupt all packets,
which is not the case since bistros do not have to corruptaalkets to be considered

malicious.

5.1.3 Gilbert Model

The Gilbert Model takes the middle ground between the two etwdve have just
described. This model allows correlations between losboupted packets. Although
it is typically used to model network losses, we believe itliso a good model for
understanding reliability characteristics of bistros.

Gilbert Model is a two-state Markov chain. Being in state Camgethat the previous
packet is not lost, while being in state 1 means that the pusvpacket is lost. Figure

5.1 depicts the discrete time version of the Gilbert Model.

Poo P14

Por

TN
\_/

P1o

Figure 5.1: Gilbert Model

Let 7y be the steady state probability of state 0, anfie the steady state probability

of state 1. Solving the Markov chain we have

P1o
T, = —
P10 + Po1

Po1
™ = —
P1o + Por
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Let P(a, b) be the probability that packets are sent by the clients to the destination
server via bistra, andb of them are lost or corrupted. We can defifg:, b) recursively
as follows.

P(a,b) = moP(a —1,b) + mP(a—1,b—1)

The boundary conditions are given as follow.

b) = 0 ifa<bora<0orb<0
P(1,0) = mpoo + m1P10

P(1,1) = mpor + mpu

Assuming we send all packets in a checksum group to a bisegrobability of no

loss or corruption within a checksum group is given by

Pg = P(Q,O)

The Gilbert Model degenerates to the independent packeitoslel in Section5.1.1
whenpgy = 1 — p, po1 = p, P10 = 1 — p, andpy; = p. This says no matter which state
the system is in, we have same probability of losing the aiiipacket.

If we add an additional statethat has probability ol — p; to go to state 0, and
probability ofp, to go to state 1, and we sgl = 1, popy = 0, p1p = 0, andp;; = 1, we

can represent the bistro fails model in Section 5.1.2.
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5.2 Overall Reliability Model

LetV be arandom variable that represents the number of checksuwpgthat pass the

checksum check within a FEC group, then

Z
PV =v) = ( ) Pyl =pg)”™

v

In other words,V is a binomial random variable with parametéfsandp,. The
minimum number of checksum groups required to reconstr&&@ group is given by
(%1 because we need at ledspackets and the packets are organized in groups of size
g. As a result, the probability that the destination servaalike to reconstruct a FEC

group is given by

-y ( 5 )pzu )

=[5 \ ¢

We are also interested in finding the expected data paclkste/ithin a FEC group,
L(j), wherej is the number of checksum groups lost. In other wortlg)) is the
expected number of data packets that cannot be recoverethbyre codes. If or
more packets are received from a FEC group, théj) is O because erasure codes can
recover all data packets.

The content of checksum groups can be classified as follows.

e Contain only data packets. There @f}q such checksum groups.
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Content Quantity # data packets
Data Packets only | [ 7] g

Data Packets 0, if k is divisible byg | £ modg

and Parity Packets| 1, otherwise

Parity Packets Only | **] 0

Table 5.1: Summary of Content of Checksum Groups

e Contain both data packets and parity packets: i divisible byg, there are no

such checksum groups. Otherwise, there is exactly one $wedksum group.

e Contain only parity packets. There a{r%;—kj such checksum groups.

In the first case, the number of data packets per FEC grogplisthe second case,
the number of data packets per FEC groug isiod g. In the last case, the number
of data packets per FEC group is 0 as there are only parityepsak that FEC group.
Table 5.1 summarizes this information.

Assume thatt is a multiple ofg. As a result, there is no checksum group that
contains both data and parity packets. Détj) be the number of different ways to
distribute checksum group losses among the two classeseskstim group listed in

Table 5.1 given thaf out of Z checksum groups are lost. Hence,

L5 [k n—k
)
=0 xr ] —

So,
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Now assume that is not a multiple ofg, and we are given thgtchecksum groups
are lost. Therefore, we need to distribytewsses among all three classes of checksum
group. Letz be the number of checksum groups lost that contains only patkets,
and lety be the number of checksum groups lost that contains bothpdatieets and

parity packets. So, the number of ways to distributdecksum groups lost is
i H 1 R
=0\ T Yy J—x—y
5] n—
- L |25 )
=0 y=0 x J—x—y

L) = E:(L%y)( 7 )@@+Mﬁmmwﬁﬂpﬁ%fj)

J—x—y

LE
N(@j) =

J
z=0

<

Expected data packet losses per FEC grbugpgiven by

L = > L)

=15+

Hence, the average data packet loss rate per FEC droups given by

Lrate

=]

The whole file is transferred successfully if all FEC grou@s be reconstructed. So,
we need at least packets from each df FEC group. Therefore, the probability that

the file is transferred successfully(ig (V' > [%1))’”, and the probability that part of a
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file is lost is given byl — (P(V > [%1))‘“. The average data packets loss rate for the

whole file isL,.;. because the quantity is normalized.

5.3 Performance M odel

This section describes performance models to evaluateaaiirtblerance protocol. We
consider the performance penalty in the timestamp step dhlthe performance of

timestamp step is poor, then we are back to the original probVhere many clients are
trying to send large files to a server at the same time. In tkee tdansfer step, perfor-
mance is not as critical because clients are less likely &sload intermediate bistros
with striping. In the data collection step, the destinats@mver is able to coordinate
bistros, so performance is not as critical as in the timegtatap as there is no hard

deadline.

5.3.1 Server Performancein the Timestamp Step

In this section, we are interested in the performance of dmputation needed at the
destination server in the timestamp step. When the destimsgrver receives a times-
tamp request message from a client, it computes a hash viathe ochecksums gener-
ated by that client, and digitally signs the reply messadechvwe term as the ticket.

Let ¢4, be the average time the destination server takes to dig#h a ticket, and
let ¢,(x) be the average time to compute a hash value of a timestampsteaessage
consisting ofr checksums. Notice tha, is independent of the number of checksums
we generate, because the size of the return message is fikedh s the size of the
hash of the original message plus the size of the timestarofal ime a destination

server needs to compute a reply to a messagéris= ¢, + t,(z). Results from a
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previous work [7] suggest thaj, is approximately 0.0041s on an 800 MHZ Pentium-
l1l PC running Linux, and we are interested in looking at hoyrx) changes when a

client sends different number of checksums.

0.0007 T T T T T T T T T

0.0006

0.0005

0.0004

0.0003

response time (Ss)

0.0002

0.0001 | #*"

0 1 1 1 1 1 1 1 1 1
0 200 400 600 800 100012001400160018002000

number of checksums

Figure 5.2: Average Time to Compute Hash of Different NundfeChecksums

In order to estimate, (x), we emulated the destination server by running OpenSSL
on different number of checksums on an 800 MHZ Pentium-Iliren@hing Linux. Fig-
ure 5.2 shows the time taken to compute SHA1 hashes in oufaionu From Figure
5.2, even if clients send 2000 checksums to the destinagimes it takes about 0.0006s
to computer a hash of the checksums, which is an order of mamfaster than pro-
ducing a digital signature. Thus we believe that the gemeraif a hash of multiple

checksums should not overload the destination server.
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5.3.2 Size of timestamp messages

It is likely that overloading of network resources, due tadiag a greater number of
checksums, is more important than the additional compmurtatheeded on the server. If
every client sends 2000 checksums to the destination semeérclients use the SHAL
message digest algorithm which produces a 20-byte checksweny client will send
about 40KB of data in the timestamp step. This might overloatvork resources
around the deadline time, i.e., we would be back to the calgmoblem of a large
number of clients trying to send large amounts of data to énees in a short period of
time. As a result, we use the size of the timestamp messagmetria for determining
the performance drawbacks of our scheme.

The total number of checksums a client sends is giveby Y Z. Now, we want
to find a normalized metric to measure the size of a timestaegsage, because we do
not want to penalize large files for sending more checksuars $imall files.

One possible metric is the number of checksums normalizetidyile size. This
guantity is given by¥, and hence%. This is the number of checksum groups per data
packet. In what follows, we use this quantity as a metric f@l@ating the performance

penalties of our fault tolerance protocol.

5.4 Cost function

Now that we have a reliability model and a performance matel question is how to
combine the effects of from both in order to study the trafibefween reliability and
performance. This section describes a cost function whiglprwpose to use to achieve

this goal.
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Let C; be the cost computed using the reliability model, and(fgetbe the cost
computed using the performance model in the timestamp 3teys, our cost function
is

C = ’(UlCl + ’(UQCQ

wherew; andw, are weights of each factor.

We derive two different costs from the reliability modelnmely the probability of
losing part of a file and the average data packet loss rate. avause either for’
and evaluate the differences between these two metrics.p@tiermance cost in the
timestamp step is given by the number of checksum groupsgtamdcket. In the next

chapter, we will study how each parameter affects the oMawat function.
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Chapter 6

Results

This chapter provides results on varying different paramsedf the cost function dis-

cussed in the last chapter. Parameters of interest arelasgol

1. Number of checksum groups per FEC grodp, We mentioned this tradeoff in
Chapter 4. Setting to be large can provide better reliability because losing a
packet affects fewer packets, as we drop the entire checigsoump whenever any
packets from that group is lost or corrupted. On the othedhkamge values of
Z result in large timestamp messages, which can have advésts@n network

resources.

2. Number of parity packets per FEC group — k). For reliability reasons, we
want to send a large number of parity packets, but this ise®éhe number of

checksums we send as we are interested in adding parity simaciroups.

3. Number of data packets per FEC grdupGiven a file ofi packets, we want
to study differences in dividing the file into few large FEGgps or many small
FEC groups. Dividing files into many small FEC groups hasdod#ult tolerate,

but clients send more checksums which makes the timestaguyese message
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large because we require that clients produce at least t@okshims per FEC

group.

4. Probability of losing a packep, We want to see how sensitive the cost function

is top.

All results presented in this chapter use the independerkigpdéoss model because
of its simplicity. Other reliability models give similar salts. We use both reliability
metrics, which are probability of losing part of a file and theerage data packet loss
rate. The performance metric used is the number of checkpandata packet. In each
of the results, we show graphs on each reliability metrivs,gerformance metric, and

the cost function computed using each of the reliabilitynmst

6.1 Setting Weights

B 1.8

= W1=0999 —— ‘ W1=0999 ——
g 16} w1=099 = 1 o 16f wl=099 -~ |
P wl=0.9, = wl=0.9, -
3 14+ wi=0:5 © 14+ w1=0:5
= Wi=0.1 - o W01 -
2 12t 3 12t
E K=}
o 1+r 5 1+
8 2
8 o8¢t £ 08¢
g z
g 0.6 S 0.6 |
o o k=] L
& 04r s 04
% 02fF . 8 o2t
o X .
0 2 4 6 8 10 12 14 16 18 20 0 2 4 6 8 10 12 14 16 18 20
number of checksum groups per FEC group number of checksum groups per FEC group

Figure 6.1: Cost Function - varying weights

In the section, we study how to set the weights in the costtfonan order to obtain
a convex curve to study the tradeoff. Recall thatis the weight corresponding to a

reliability metric, andws is the weight corresponding to the performance metric, and
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wi + wy = 1. We depict the results as a functionof we plot these results by setting
w; 10 0.1, 0.5, 0.9, 0.99, and 0.999. Figure 6.1 illustratesdhesults.

From the graphs, we can see that whien= 0.1, the cost strictly increasing. When
wy = 0.5, the cost is very close to a strictly increasing line. We obséhat the costis a
convex curve whem; = 0.9, and the cost becomes strictly decreasing winers 0.99
and 0.999.

Values of both reliability metrics is between 0 and 1, andséhealues approach 0
whenZ increases. On the other hand, values of checksum per ddtatpanging from
0 to 2, and are able to go further when we keep increa&ind\s a result, in order to

obtain a convex curve, we need to sgtto be around 0.9.

6.2 Varyingthe Number of Checksum GroupsinaFEC
Group

We now study the effect of . SettingZ to be large can provide good reliability, because
losing one packet can lead to drop fewer packets. On the btret, large values of
would make the timestamp message large, hence we are malyetbloverload network
resources.

Our results are plotted in Figure 6.2, with = 5, n = 20, £ = 10, p = 0.01,
wy; = 0.9, andwy; = 0.1. The two upper graphs show how reliability metrics change
with Z. Both reliability metrics drop dramatically whenis between 1 and 2, and are
close to 0 whery > 4. This is because whe# > 2, clients are able to reconstruct
a FEC group even if some checksum groups are dropped. Cheskser data packet
increase linearly, becauggincrease linearly whilé is fixed. The cost is high whe#

is small because the probability of losing part of a file ishhi@he cost decreases when
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Figure 6.2: Cost Function - varying

7 is between 1 and 2 because the probability of losing part déasfimproving. At

Z > 2, the cost goes up again because the size of the messageasgeo |
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6.3 Varying the Number of Parity Packets in a FEC

Group
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Figure 6.3: Cost Function - varying— k

We now consider the effects of adding parity packets to ostesy. Intuitively,

adding more parity packets would lead to better reliabilidlere we varyn — k, the
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number of parity packets, as well & We are actually interested in the effect of
adding ‘parity checksum groups’. If we fiX, that means that the new parity pack-
ets are squeezed into the existing checksum groups, anddbg not provide better
reliability as might be expected.

Figure 6.3 shows the results, with= 10, p = 0.01, Z = 2, w; = 0.9, and
we = 0.1. The two upper graphs show that both reliability metricspdas the number
of parity packets increase. This make intuitive sense tscadding more parity packets
can provide better reliability. Checksum per data packatease linearly with number
of parity packets per FEC group, becausencrease linearly as we add more parity
packets, and is fixed. In the cost function graphs, when- k& < 5, the cost decreases
because the reliability metrics decrease.nAt k£ = 5 in the middle right graph and
n — k = 10 in the bottom graph, the cost increases becg@s;ecreases while both

reliability metrics approaching 0.

6.4 Varyingthe Number of FEC Groupsin aFile

We study how we should chooge the number of data packets in each FEC group, i

5

this section. We are interested in the following questiohow#d we group the data
packets into few large FEC groups, or should we group themnmny smaller FEC
groups?

The results are plotted in Figure 6.4, withh = 100, n = 2k, Z = 2, p = 0.01,
wy = 0.9, andw, = 0.1. The two upper graphs show that reliability drop& @screases.
That is, large FEC groups do not tolerate faults as well adl$f&& groups. However,
using smaller FEC groups means that we are sending morestirask as we need at
least two checksums for each FEC group. SiAds fixed whilek increases, checksum

per data packets, given tﬁ/ decreases exponentially.
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Figure 6.4: Cost Function - varying

In the cost function graphs, cost is high wheis small, because this results in a lot
of checksums. The cost drops whies between 1 and 10, as we send fewer checksums
and the corresponding reliability penalty does not inceeas fast. Eventually, when

k > 10, since larger FEC groups are not as fault tolerant, cost gp@sk increases.
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6.5 Varyingthe Probability of Losing a Packet
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Figure 6.5: Cost Function - varying

We are interested in looking at how the cost function chamgtsthe probability of
losing a packetp. Figure 6.5 depicts our results, with= 5, n = 20, k = 10, Z = 2,
wy, = 0.9, andw, = 0.1.

Since bothZ andk are fixed, changes in cost reflects changes in the reliabiktiy
rics. Asp increases from 0.1 to 0.6, cost increases rapidlyy As0.6, the cost increases
at a decreasing rate. This is because both the probabilibsofg part of a file and the
average data packet loss rate approachesyliasreases. This result makes intuitive

sense ag increases, reliability metric should increase.

37



Chapter 7

Future Work

In this chapter, we outline possible directions for futuiarkv

In the data transfer step, a client needs to chd®destros for striping their data.
Clients also need to choose how much data to send to each &f bigtros according
to their reliability and performance characteristics. Egample, clients may want to
send their files to faster bistros to minimize their respdiree, and they may want to
send files to more reliable bistros to minimize the chancesifly part of their files. We
believe that this problem can be formulated as a variantetridnsportation problem,
which is a NP-complete problem studied extensively in tleaaf operations research.

After the destination server has collectegackets from each FEC group, it has a
choice of reconstructing the data without retrieving thmaingn — k£ packets. This
approach can reduce network bandwidth requirement, baniiricrease the computa-
tional cost at the destination server for decoding. The neimg packets, on the other
hand, could be on malicious bistros and hence may be unbiail&ince some era-
sure code decoders do not benefit from more thaackets, attempting to retrieve the
remaining packets could be a waste if they are unlikely t@ plaes checksum check.

In this work we investigated data loss and data corruptioowéver, recall that

we rely on bistros to send session keys to the destinatisreiseflthough the session
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keys are encrypted with the public key of the destinationexeimalicious bistros can
corrupt session keys to prevent data from properly readhi@glestination server. Even
though the destination server can treat such data as cedgpice it will not pass the
checksum check, we can look for ways to prevent this from éapw, hence making
the system even more fault tolerant. One way to achieve thasig to have the clients
also send the session keys to the destination server inntestthmp step. This would
make the timestamp message even larger, especially whenastripes files across a
large number of bistros.

Blacklisting of malicious bistros can provide better fawlierance as we can elim-
inate unreliable bistros from future upload events. If dedan a particular bistro does
not pass the checksum checks frequently, we can assumadtnatig malicious, or has
some software or hardware problems (i.e., unreliable). &veldacklist that bistro and
notify its administrators, and remove that bistro from fetupload events.

Another fault tolerance issue in Bistro is the failure of atiteation server. If the
destination server fails, an event owner can receive nogata all information about
clients and files is unavailable. We need to figure out whaéexed to reconstruct data
on the destination server, then we can derive an algorithmaconstruct the database of

the failed destination server from data reside intermedtros.
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Chapter 8

Conclusions

Hot spots are a major hurdle to making Internet applicatsmadable. Many researches
have been addressing this problem in one-to-one applitatome-to-many applications,
and many-to-many applications. Yet, to the best of our kedge, there is no work on
relieving hot spots for many-to-one, or upload, appliaagi@xcept for Bistro, which
have been shown to have a scalable and secure design.

The goal of this thesis is to develop a fault tolerance pmittitat improves perfor-
mance in the face of failures or malicious behavior of intedmaries. In the original
protocol, if any bistro is not available during data colientstep, files on that bistro are
lost, and the destination server has to ask for resubmissialso, if bistros are mali-
cious, i.e., they intentionally corrupt data, the destoraserver can detect this, but it
cannot recover the corrupted files, hence we have to rechastfrom the clients again.
Our goal is to provide redundancy using erasure codes toateldailures or corrup-
tion of some intermediate bistros, while minimizing the ambof storage and network
transfer costs as a result of employing the protocol.

We developed a fault tolerance protocol in this thesis. Ashi original proto-
col, the proposed fault tolerance mechanism is scalablecangrovide data security.

We encode files with erasure codes, divide them into checlgrannps, and generate
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a checksum for each checksum group. We concatenate thestimesland send them
to the destination server in the timestamp step. We stripa#ta across a number of
bistros in the data transfer step. Finally, the destinagemver collects data residing on
intermediaries in the data collection step.

We evaluated our protocol using proposed analytical modéls provided a reli-
ability model that for computing the probability of losingup of a file as well as the
average data packet loss rate. Our performance model usdgzenof checksums per
data packet as its metric. Furthermore, we use a cost funtdicombine the reliabil-
ity and performance metrics in order to study the combinéeicef and the resulting
tradeoff.

We studied the resulting cost, as a function of a number ddrpaters, including
number of data packets per FEC group, the number of paritygbgcand the number of
checksum groups per FEC group. We also studied the setysaivihe cost function to
the probability of losing a packet and to the weights of th&t ¢onction.

Conclusively, we believe fault tolerance is important inlevarea data transfer appli-
cations. We developed a fault tolerance protocol in ther8iatchitecture. We believe
our protocol can provide fault tolerance while minimizirddéional cost as a result of
employing our protocol. Better fault tolerance also learlfetver retransmissions due

to packet losses or corruptions, resulting in better sygterformance.
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