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Abstract

As our reliance on software system grows, it is becoming nmpertant to understand a
system’s quality, because systems that provide poor gul#tervice have costly conse-
guences. It has been shown that addressing problems lakeasafter implementation,
is prohibitively expensive, because it may involve redesig and reimplementing the
software system. Thus, it is important to analyze softwagstesn quality early, such
as during system design. In early software quality analysisddition to analyzing
components that are developed from scratch, it is also sapeso analyze existing
components that are being integrated into the system, becaitware designers make
use of them to save development cost.

We focus on two aspects of early software quality analysis:cost of analysis and
parameter estimation. First, we address the high cost sfiegidesign-level quality
analysis techniques. In modeling complex systems, egistasign-level approaches
may generate models that are computationally too expetwsiselve. This problem is
exacerbated in concurrent systems, as existing desighdgproaches suffer from the
state explosion problem. To address this challenge, weogBHARP, a design-level
reliability prediction framework that analyzes complexsifications of concurrent sys-
tems. SHARP analyzes a hierarchical scenario-based sjaicifi of system behavior
and achieves scalability by utilizing the scenario reladi@mbodied in this hierarchy.

SHARP first constructs and solves models of the basic s@agsnd combines the



obtained results based on the defined scenario dependetiigeprocess iteratively
continues through the specified scenario hierarchy unglllfirobtaining the system
reliability. Our evaluations indicate that (a) SHARP is abhas accurate as a tradi-
tional non-hierarchical method, and (b) SHARP is more ddalthan other existing
techniques.

Second, we address the high cost of testing-based appsaghieh are typically
used in analyzing the quality of existing software compaseHowever, since testing-
based approaches require sending a large number of reqoidlsescomponents under
testing, it is quite an expensive process, particularlymtiesting at high workloads (i.e.,
where performance degradations are likely to occur) — ttag nender the component
under testing unusable during the tests’ duration (whickse a particularly bad time
to have a system be unavailable). Avoiding testing at higrkleads by extrapolating
(from data collected at low workloads), e.g., through regien analysis, results in lack
of accuracy. To address this challenge, we propose a frarkehat utilizes the benefits
of queueing models to guide the extrapolation processgwhdintaining accuracy. Our
extensive experiments show that our approach gives aecueatilts as compared to
standard techniques (i.e., use of regression analysigs)lon

Finally, we address the problem of parameter estimationxistiag design-level
approaches. An important step in software quality analigsie estimate the model
parameters, which describe, for example, how the systenit&iedmponents are used
(this is known as their operational profile). This infornoatis assumed to be available
in existing design-level approaches, butitis unclear haateg approaches obtain such
information to estimate model parameters. We identify sesiof information available
during design, and describe how information from differsatirces can be translated

for use in the context of component reliability estimati@ur evaluation and validation

Xi



experiments indicate that use of our approach in determiogerational profiles results

in accurate reliability estimates, where implementatiarsused as ground truth.
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Chapter 1

Introduction

Software systems play a major role in our everyday lives. altays, we rely on soft-
ware systems to perform many tasks, including personal aamzation using email and
instant messaging, business applications for online shgmnd business-to-business
services, software controllers of medical devices, aftr@antrol systems, and so on.
As our reliance on software systems grows, analyzing thiesys quality has become
more important. Software systems providing poor qualitgefvice may cause incon-
venience, hurt business income and reputation, and mayoauese loss of human lifes.
Traditionally, software system quality system is aftergiistem has been built using
testing-based approaches. For example, to ensure thetwmss of a system, software
engineers prepare a suite of test cases, with a variety iof &atl invalid requests, and
compare the system’s output with the anticipated outpuérdened using the system’s
specifications. Another example is performance testingefsuring that the system
provides acceptable performance. In a performance teffiyase engineers generate
a large number of requests according to some traffic modeéxigting workloads,
and measure various system performance metrics, such &snsyfsroughput, aver-
age response time, and utilization. However, testingdbagpproaches are expensive,
because they involve sending a large number of requeststoethe system is tested
thoroughly. In many cases, correcting the problems can ba ewre expensive, as
mitigating the problems may involve redesigning, rebuitgdiand retesting the entire
system, which can be orders of magnitude more expensiveitisaich problems are

discovered and addressed during system design [14].



At the same time, during system design, software engineerfaaed with many
design decisions, many of which have significant impact dtwsoe quality. For exam-
ple, if the software system is designed to be deployed inhhainysical environments
(e.g., in atropical rain forest), system designers neednsider the level of redundancy
needed for their applications: this requires studying thdeoff between cost and sys-
tem reliability in deploying redundant components. As aeoexample, software engi-
neers may choose between developing a software compooemsfiratch, or utilizing
a third party component. The use of third-party componeaves development cost,
but integrating the component into the system under desigy mot be always trivial,
and it may be more difficult to address problems when thegafibereforeearly qual-
ity analysis, such as during software architecture desggimportant in building high
guality software systems. Software architecture providgis-level abstractions for rep-
resenting the structure, behavior, and key properties oftaare system [53, 71]. A
software system’s architecture comprises a set of compuotielements (components),
their interactions (connectors), and their compositionte systems (configurations).
Early software quality analysis allows software designerstudy design tradeoffs and
assess their impacts on software quality, such that saétwasigners can make more
informed design decisions, and hence architect bettewaodtsystems.

We focus on two important aspects in early software quafliglygsis: thecost of the
analysisandparameter estimatiarBefore discussing these in details, let us consider the
problem space in early software quality analysis, whichegicted in Figure 1.1. The
x-axis describes the amount of information available tdesyscomponents. Software
engineers may design new components or integrate existimganents, possibly pro-
vided by a third-party, into the system. Information avalésabout existing components
varies: making use of existing components that are devdlopéouse (e.g., from an

older version of the system) or open-source software allwvegss to the source code
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Figure 1.1: The problem space in early software qualityysigal— Cost vs. Information
Availability

and perhaps expert information about the components (8dbocle Available); pur-
chasing software from third-party vendors may allow actesmly the binaries (Bina-
ries Available); and, utilizing software that is deploygdabthird-party allows access to
the component’s services, but neither the source code edritfaries are available as
the component is deployed by a third-party (Binaries Adbtésks In the cases above,
we can apply testing-based techniques as the componentkashilt. On the other
hand, when software engineers design new components, esigrdmodels are avail-
able for software quality analysis (Design Models). Tegirased techniques are not
applicable, because the component has not yet been built.

The y-axis in Figure 1.1 describes the cost of analysis. #ieisting-based tech-
niques can be applied when the implementation is availéiidgy, are expensive as they
involve making a large number of requests. If the source codlee binaries are avail-
able, program analysis- and/or reverse engineering-bestuhiques can be applied.

While these techniques have lower cost, they are not ajigicehen the binaries are



accessible but unavailable for quality analysis (i.e.fvgaffe in the “Binaries Accessi-
ble” category). For example, reverse engineering-basptbaphes cannot be applied
when the software is hosted by a third party, in which useve lzcesses to the ser-
vice, but cannot obtain the binaries. While a number of apgines that leverage design
models have been proposed (when only design models araledi(see Chapter 2
for details), they are costly to apply. As the scale and degfeconcurrency of mod-
ern software systems have grown significantly, incorpogatihe complex relationships
between different parts of the system in a tractable way kasrhe more challenging.
An intractable approach would be too expensive to applyemte not useful in evalu-
ating and improving the system. Thus, the computationalafosolving for the quality
metric of interest is prohibitively high in existing desigvel approaches for larger sys-
tems, and this scalability problem is exacerbated in capatirsystems, in which the
state space is much larger.

Moreover, none of the existing design-level approachesidises how model param-
eters, which describe the software system runtime belgwian be obtained. These
approaches are not useful without accurate estimationeofnthdel parameters. This is
illustrated as a dotted box in Figure 1.1.

Figure 1.2 shows another dimension of the problem space.ydhas represents
software quality metrics, that each metric describes &difft aspect of quality of the
system. In this dissertation, we focus on analyzing sysierformanceandreliability.
Performance usually refers to the response time or thraugtgseen by the users [67],
and reliability can be informally defined as the probabitityt the system performs
“correctly”, as specified in its requirements specification

When the source code is available, program analysis-basgthijues can be
applied to evaluate the system’s performance and religbikor example, software

profiling techniques (e.g., [27]) identify how much time @est on different parts of
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the code, while code-level reliability analysis technigje.g., [20]) build a reliability
model from the source code, and solve the model for a religlestimate.

When the source code is unavailable, although reverse esgmg-based
approaches (e.g., [40]) have been applied in performartomatsn in the “Binaries
Available” case, it is typical to rely on testing-based aygmhes to evaluate a system'’s
performance and reliability. For example, we send a largeuarnof requests and mea-
sure the average response time for performance analysisplaserve the number of
errors the system returns for reliability analysis. As datarlier, the cost of testing-
based approaches is high, and we strive to reduce theirrctigsidissertation.

In Chapter 3, we address the high cost of design-time réitabnalysis. We choose
to tackle this problem because (1) during system desigs,ithperative to ensure the
system is reliable, or the system would not be usable; an@&X®}ing design-level
approaches are unable to scale to larger systems. We fogedianility instead of per-
formance here because reliability can be defined more braadhclude performance

characteristics as well, by specifying performance remuents in the requirements



specification. (Recall that a system is considered undeliaben it violates any require-
ment documented in its requirements specification) Foants, a system designer may
specify a requirement that the system should process agemsiive request withiX’
seconds. If the system fails to process such request witkispecified time, it is con-
sidered unreliable. As part of our future work, we plan tegrate performance and
reliability into one unified framework, which is typicallynbwn as performability [50]
(see Chapter 6.2.2).

In Chapter 4, we focus on reducing the cost of testing-bappdoaches in evalu-
ating the performance of software in the “Binaries AccdsSibategory. We choose
to tackle this problem because (1) performance testingpsresive, especially at high
workload; and (2) there is no alternative to testing-baggat@aches to evaluate soft-
ware this category. Reliability testing is also very expessas it involves sending a
very large number of requests to observe an error. For exgara@ystem’s reliability
is usually specified using the five 9's rule. i.e., its relidpiis expected to be at least
99.999%. This implies that, on average, it requires send®@000 requests to this
system before we observe an error. Reducing the cost obil@laesting remains a
challenge; we consider our work in Chapter 4 in reducing tiet of performance test-
ing as a first step in this direction, and consider reliapii@sting as part of our future
work (see Chapter 6.2.3).

In Chapter 5, we address the problem of parameter estimiatidesign-level relia-
bility analysis. This is an important problem because itnseasonable to assume the
availability of an “oracle” to provide model parameters,thsy typically correspond
to the system'’s runtime behavior. In addition, we will shawChapter 5.3, that even
if such an oracle exists, the information may be inaccunatach results in inaccu-

rate reliability estimates. Parameter estimation in desgel performance estimation



approaches is also an important topic. However, unlikelpdlty estimation, perfor-
mance estimation requires information from the underlypttform, and integrating
such information during system design is challenging. Wéresk this problem as part
of our future work (see Chapter 6.2.1). We note that systdiabibty is also affected
by the reliability of its underlying platform. Yet, many rability problems are rooted
in design errors, and these problems manifest themselgasdiess of which platform
we deploy the software on. Integrating firmware propertigés our reliability analysis
is also part of our future work.

We approach these problems as follows:

1. We address the high cost of design-level approaches ibigggn Models” cat-
egory in Figure 1.1 by proposing SHARP (Chapter 3). SHARPdssign-level
reliability prediction framework that has significantlywer computational cost
than existing approaches. More specifically, SHARP analgzemall part of the
system at a time, according to the systese-case scenaripghich is a standard
way software engineers divide a system into smaller pie€hs.results are then
combined to obtain a system reliability estimation usingexdrchical solution
technique we describe in Chapter 3. The motivation behindSMis that solv-
ing many smaller models is significantly less expensive thalming one huge

model in terms of computational cost.

2. We address the high cost of testing-based approache®pgging a framework
for estimating system performance at high workload intgngsing performance
information collected at low workload intensity, and appty regression-based
analysis (Chapter 4). More specifically, estimating sysparformance at high
workload intensity is very expensive, as it involves getiegaa large number of

requests. This process may saturate the system undemgtesidering it not



usable. We propose a framework that leverages regressabysanto predict sys-
tem performance at high workload intensity, by using pen@ance information at
low workload intensity collected through testing, whicHass expensive to col-
lect. We have applied this technique in predicting the perénce of third-party
Web services, which correspond to the “Binaries Accessitdgegory in Fig-

ure 1.1, because, as discussed earlier, there is no aiert@estimating perfor-

mance of software in this category other than through tgdiesed approaches.

3. To remove the assumption that model parameters are lalesiheexisting design-
level approaches, we explore the sources of informatioimgwesign, and study
how such information can be used to estimate model paramigtéhe context
of reliability estimation in Chapter 5. Specifically, impant information which
may be unavailable or uncertain during architectural deisig component’s oper-
ational profile. An operational profile is unavailable sitice component has not
yet been implemented, hence it is not obvious how one caabiglpredict its
actual usage. We discuss how we estimate candidate operigtiofiles for relia-
bility estimation by leveraging and combining informatiloom different sources,
and applying the hidden Markov model (HMM)-based approacfi9] to esti-

mate operational profiles using such information.

The remainder of this chapter is organized as follows: weudis SHARP in more
detail in Chapter 1.1; performance estimation of thirdjpaomponents in Chapter 1.2;
and parameter estimation at the design level in ChapterQl@&pter 1.4 presents the
contributions of this dissertation. Finally, a roadmaphaf temainder of this dissertation

is given in Chapter 1.5.



1.1 SHARP: A Scalable, Hierarchical, Architecture-
Level Reliability Prediction Framework

In a nutshell, existing design-level approaches genergterfarmance or a reliability
model from the software system’s architecture, which takBgmation about compo-
nent interactions and the performance or reliability ofvidlial components as param-
eters. The metric of interest is computed by solving theesydevel model. Several
survey papers have been published in this area. For exafiplel2] are surveys on
early performance analysis, and the surveys in [34, 38, i3@lds early reliability pre-
diction. For example, the performance modeling approadB2hgenerates an execu-
tion graph to describe component interactions. Then, iege@ns a queueing network
from the execution graph and the system’s deployment plaichwdescribes on which
host each component is deployed.

In combining component models to compute a system reltglabtimate, existing
approaches have not considered the issue of scalabilityeofediability model and its
solution. i.e., they may result in intractable models fogé& systems. This is espe-
cially the case in reliability prediction of concurrent s31®s, in which it is typical (e.g.,
as in [28, 59]) to keep track of the status of all componentke $ize of the model
is O(MC), whereM is the number of states in a component, &ds the number of
components. That is, the number of states grows exponlgtidih the number of com-
ponents, causing the so-called state space explosionepnolhich makes the model
solution intractable.

To address the problem afcalablereliability prediction of concurrent systems,
in Chapter 3, we propose SHARP, a hierarchical reliabiltgdiction framework. In
SHARRP, rather than considering a concurrent system as dnainmultaneously running

components as in existing approaches (such as in [59]), @ itias having different



use-case scenaridhat execute concurrently. For example, consider a seretaonk
application where a number of sensors take measurementssansican read the pro-
cessed data at a GUIL. We view it as having a sensor measurso@rario and a GUI
display scenario running simultaneously. SHARP is als@bbgpof handling complex
scenarios, in which a scenario is composed of several |tavei-scenarios. The lower-
level scenarios may be complex scenario themselves, andRBH#Rcapable of handling
complex scenarios with an arbitrary number of levels.

As inputs to our framework, we require the system use-casgasio models (e.g.,
UML sequence diagram), a description of how scenariosantde.g., Scenario 2 starts
after the execution of Scenario 1), and the system’s operatiprofile (estimates of
which we discuss in detail in Chapter 5). We also need to iffetite defects that
cause system failures; we leverage the approach in [63ktdifg mismatches between
architectural models of the system’s component. Our frapnkwroduces system reli-
ability estimates, as well as the reliability of each basEmario, as output. To generate
a system model, first we generate models of the basic scerariteveraging system
use-case scenario models. Then, we combine the models lbdsiescenarios to form
a higher-level model, according to the relationships betwthe lower-level scenarios.
Thus, system reliability is the reliability of the highdst«el scenario. The motivation
here is that a model of a scenario is expected to be relatsrabll, and that solving a
number of smaller submodels (rather than one huge modeilltsés space and com-
putational savings. We note that the use of scenario-basekIsis also explored in
[35, 59, 78]. However, these works differ from SHARP in tt&8,[78] assume a sequen-
tial system, while [59] considers a “flat model” and thus stgffrom the very scalability
problem we are striving to address.

We are able to achieve better scalability without sacrifj¢hre level of system detail

we can model. More specifically, in modeling concurrenteyst, some existing works

10



(e.g., [28]) model a component as being either on or off. Bygeo, while we know
which component has failed, it is very difficult to tell whatuses a component failure.
In SHARP, by using a hierarchical approach, we are able trrgreater level of detail
about the system being modeled, while doing so in a scaladye w

The notion of system failure is different in different opgoaal contexts and usages,
and from different perspectives, even within a single syst€herefore, in order to pro-
vide architects with a comprehensive analysis approaasljability estimation frame-
work should be able to capture different notions of systetaria Failure rules specify
the conditions under which the system fails, and are morept®min concurrent sys-
tems. Existing approaches designed for sequential systesasne the system fails when
the running component fails, and it is not obvious how to rpooate other failure rules
into their approaches. Thus, we propose an approach whpthres different notions
of system failure. To this end, we allow designers to spemiyditions under which the
system is considered reliable, in terms of the number oédaihstances of scenarios.
In turn, failure rules determine how we combine the solwgiohlower-level scenarios
in order to compute the overall system reliability. Morewair approach to capturing
failure rules can be applied to existing reliability prada approaches for concurrent

systems.

1.2 An Approach to Performance Estimation of Third-
Party Web Services from a Client’s Perspective

As discussed earlier, software designers may utilize 4pady components to reduce
development cost, such as reusing components from a peegioject, or buying soft-

ware from a third-party vendor. In the case where the compibisedeployed by a
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third-party, one has to rely on testing-based approachesvekkr, testing the compo-
nent at high workload may render it not usable during testaggserving the testing
traffic depletes its resource.

We have chosen to study performance estimation in the Welregqraradigm for the
following reasons, which falls under the “Binaries Acceési category in Figure 1.1.
We argue that analyzing performance and reliability ofdtparty Web services (WSs)
is more challenging than in other categories (e.g., usirmegmurce software and com-
ponents that are bought from a third-party) because (1) WSsray required to pub-
lish their interfaces (via WSDL [8]); information about thénternal structure (e.g.,
whether they are deployed on a single host or a cluster Jeamerexternal resources
(e.g., whether they use a remote database or another WSydlyegn are typically
unavailable; and (2) testing-based approaches adverffety the normal operation of
a WS, which is already operational.

Existing work on evaluating the quality of WSs has focusedewaluating WSs
from a system administrator’s or a designer’s perspectig. example, [74] assumes
the systems architecture is known and models a WS-baseshsysting a multi-tiered
architecture. Other works assume the systems archite(guge how the third-party
WSs are connected [75]), and/or the systems parameterstfegmount of I/O time
needed to complete a service [46]) are known. We argue tloatauassumption is not
reasonable in evaluating third-party WSs frordli@nt’s perspectiveit is not clear how
such information can be obtained by a client, and the seprie@ders may be reluctant
to provide it.

We focus on evaluating the performance of third-party W8mfa client’s perspec-
tive, and our focus is on average response time estimatian.n@jor challenge is the

lack of information about the target WS. This includes (3 $tructure of the WS, as
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discussed above, and (2) the parameters of each WS thatipsmservice to complete a
client’s request.

Our proposed approach makes use of data collected fromrperfe testing [51],
which involves sending requests and collecting perforraatata at low workloads, and
applying regression analysis [26] to such data for resptimseprediction at high work-
loads. Our experiments have shown that applying stand@réssion analysis gives
poorextrapolatiorresults, which, in this context, corresponds to predictireggresponse
time outsideof the parameters used in performance testing. Theref@a@rapose to fit
the performance data to queueing models for WS responseptiaakction. Queueing
models have been widely used in performance modeling of atengystems. Thus, we
believe they are useful in modeling WS performance as wetl,fgypothesize that pre-
dicting performance using queueing models fitted to peréoe testing data is more
accurate than using standard approaches in the regregsrature. However, thimter-
polation results of using queueing models, which corresponds toigined response
time within the parameters used in performance testing, are not as gaasirgy stan-
dard regression approaches. Hence, we derive a hybrid agptbat combines the

benefits of using queueing models and standard regressivoaahes.

1.3 Design-Time Operational Profile Estimation

One common theme across existing design-level approashéati they assume run-
time information about a system or a component is availatiéch is an unreasonable
assumption because the system/component has not beermempézl. For example,
one important ingredient in performance and reliabilitydaking is the system’s and its
components’ operational profiles, which describe how thetesy and its components

are used [52]. It appears that existing approaches havenasistine availability of an
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“oracle” that can provide model parameters; yet, such adetgpically does not exist.
Even if an oracle is available, as we will show in Chapter %5 thformation is sub-
jective and may be inaccurate, due to the complexity of tlstesy, or to unexpected
interaction patterns between components.

The lack of operational profile information forces us to devivays of deriving,
combining, and applying other existing sources of infoioraavailable during archi-
tectural design. For example, (1) system engineers iotsgtcan be combined with
(2) simulations of a component behavior constructed froenattthitectural model and
(3) execution logs of functionally similar systems/comeots (e.g., from a previous
version of the system under construction). By leveragiregé¢hdifferent information
sources, we can produce candidate operational profilegliability prediction.

Although the aforementioned uncertainties present sgmfichallenges, the avail-
ability of formal software architecture models present®pportunity which we lever-
age in this work. Specifically, we leverage a componenttedtased models to generate
corresponding stochastic models which, in turn, can be teseckdict reliability. In thus
utilizing architectural models we observe that anotherartgmt ingredient in reliabil-
ity prediction is information about a system’s or comporgepbtential failure modes.
However, since software engineers most often design thstiess for correct behavior,
failure modes are not typically part of an architecturalcsfpsation. Thus, to handle
uncertainties associated with the lack of failure inforiorat we leverage architectural
defect classification and analysis techniques [63, 61]¢atifly inconsistencies within
a component’s as well as between components’ architechodels. We demonstrate a
way to study the effects of different failure modes by exjlgthe design space. i.e., to
vary the failure-related parameters between a range oflpesslues and observe the

resulting effects on the component’s reliability prediati

14



1.4 Contributions and Validation

To summarize, we present the contributions of this dissertaas well as an overview
of our validation process.

Our first contribution is the SHARP framework, that can aately predict con-
current system reliability, while significantly reduciniget computational cost needed
to solve for system reliability, as compared to existingigiedevel, brute-force type
approaches. SHARP achieves scalability through the usehasdrarchical approach,
and our solution technique allows us to solve for the reliigtnf a part of a system at a
time, and combine the results of lower-level scenarios @mpyately. The motivation is
that solving many smaller, scenario-based models is méogeett than solving a model
of the entire system. Through extensive experimentatiovalidate the complexity and
accuracy of this approach. Lastly, we note that SHARP is @nceqimation of the “flat
model” (i.e., one that keeps track of the status of all conepts) used in other tech-
niques. However, we argue that its potential scalabilitydfiés are achieved at the cost
of fairly small losses in accuracy.

To address the high cost of testing-based approaches iyzargathe performance
of third-party components, specifically WSs, we proposeamé&work for estimating
performance at high workload intensity, using informatamilected at low workload
intensity, and applying regression analysis — this is amotontribution of this dis-
sertation. Such an approach allows system designers taatgahe target WS, for
example, for its response time and stability conditions, @mn be used in determining
how the target WS should be used in designing a new WS. Weateatue accuracy of
our approach by studying its interpolation and extrapofaérrors. Our results indicate
that our approach is able to overcome the poor extrapolagismts while maintaining

the accuracy in interpolation, as compared to standareéssgm-based techniques.
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Finally, we investigate estimating a component’s operatigrofile during design
by utilizing a variety of available information sources.rustance, we utilize informa-
tion from domain experts, requirements document, simaatnd functionally similar
components, and apply an HMM-based approach in estimapegational profiles of
a component. We evaluate the effectiveness of the relalphediction process as a
function of different information sources. For instancer cesults indicate that expert
knowledge alone, on which existing approaches often appeaty, may lead to inac-
curate predictions. A rigorous evaluation process on a&latgnber of software compo-
nents shows that our framework has a high degree of prediptiwer and resiliency to
changes in the identified parameters. The framework isatgalby comparisons to an
implementation-level technique, which is used as the "gdouuth”. Our results indi-
cate that the framework can meaningfully assess religlafia. component even when
the information is distributed, sparse, and itself notrehtireliable. For instance, our
initial hypothesis — that more information about a compdr{erg., actual operational
profile and failure behavior, and faithful detailed desigod®l or implementation) will
result in more precise reliability predictions — has in faeen borne out in our eval-
uation. Additionally, our results indicate that less imf@tion consistently yields more

pessimistic predictions, which we consider to be a desrahlt of the framework.

1.5 Roadmap

We discuss related work in Chapter 2, and SHARP in Chaptem3CHapter 4, we
describe our approach to performance analysis of third¢paiSs. This is followed
by our approach on operational profile estimation, and ifdiegtion to component
reliability modeling in Chapter 5. Finally, we discuss ftéuesearch directions, and

conclude in Chapter 6.
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Chapter 2

Related Work

This chapter describes existing works in more detail, @afifgcon design-level
approaches and testing-based techniques, because ofetleeance to the work pro-
posed in this dissertation. In Chapter 2.1, we describdipgislesign-level software
reliability analysis techniques, and highlight their gan cost and assumption on the
availability of model parameters. Then, we focus on tesbiaged approaches and their
applications to performance estimation of software in tBsaries Accessible” cate-

gory in Chapter 2.2.

2.1 Design-Level Software Reliability Analysis

As discussed in Chapter 1, it is important to start analysygjem quality early to save
development cost. To this end, many design-level softweliahility analysis tech-

niques have been proposed. These approaches include [282,3%0, 35, 36, 39, 41,
42, 28, 58, 59, 62, 66, 65, 76, 78]. A comprehensive desonpif these can be found

in existing surveys on the topic [30, 37, 38] and the refeesrtberein. At a high level,
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Figure 2.1: An example of the Cheung’s model [20]
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they make use of the system’s structure in predicting syseiability. Many of them
are influenced by [20], which is one of the earliest works osiglelevel reliability pre-
diction that considers a system’s internal structure usiisgrete-time Markov chains
(DTMCs). An example of a model built using [20] is depictedrigure 2.1. The states
in the reliability model represent components, while tla@sitions represent transfer of
control between components. These transitions are assionf@tbw the Markov prop-
erty (i.e., a transition to the next state is determined dylyhe current staté).Each
component may fail with a failure probabilitf, and a transition from Stateto a fail-
ure statef’ represents a system failure. Since failures are assumexiteboverable in
[20], the failure state is an absorbing state that has naingdransition. When the sys-
tem has finished its execution, it transitions to a correatest, which is an absorbing
state that represents the system has completed without €herefore, system reliabil-
ity is defined as the probability of eventually reachirigwhich can be computed using
standard techniques [69].

A number of approaches have built upon [20]. For example58],[instead of
assuming the reliabilities of components are availabtgntsiders each component to be
providing a number of services, and computes a componesiigdility by combining
the reliabilities of its services. Another example is [24hich has considered error
propagation in computing system reliability. They argueat in error that is caused by
a component may not cause that component (and hence then3ystiil immediately.
Rather, an error may propagate to other components, whechdhuses system failure.

[32] proposed another approach using Markov chains. IdstEaomputing system
reliability directly from a Markov chain as in [20], they cqmute the number of visits

to each component before the system has terminated. Systeility can then be

1[37, 30] have suggested that this assumption does not halgity software systems. Higher-order
Markov chains can be used to alleviate this problem, butitteeaf the model grows much faster, and the
resulting model may be intractable.
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computed by combining the components’ reliabilities, adowly to the number of
visits to each component. An advantage of this approachaiswwthen a component’s
reliability changes, we only need to multiply the componesfiabilities, and do not
need to solve the entire Markov chain again.

The approaches we have discussed thus far are classifstdtasase@dpproaches
in [37]. [37] has classified other approachegash-basedapproaches. In path-based
models, such as [39], system reliability is defined as theyhted sum of the reliabil-
ity of each execution path, and the weights represent thiegpibities that each path
is executed. Some path-based approaches are tied with $ter8y use-case scenar-
ios. A use-case scenario describe the interactions beta@®ponents to achieve a
subset of the system’s functionalities, and a standard wapécify scenarios is to use
sequence diagrams. For example, [35] converts a sequesgenh into a DTMC, and
defines system reliability as a weighted sum of scenarialyiiies. Using path-based
or scenario-based approaches allow system designersiyaatize reliability of a small

part of the system at a time, and may reduce the complexitgluing the model.

2.1.1 Applicability to Concurrent Systems

All approaches we have discussed so far assume a sequestiais Typically, in

such approaches a reliability model keeps track of whichpmment is running. For
example, the state-based approaches, such as [20], madsietr of control between
components, and assumes only one component is executitiget ance a component
has transferred control to another component, it remaiesuictil control is transferred
back to it again. The path- or scenario-based approachas asy35, 39], assume only
one path/scenario is being executed at a time, as they agbenpeobabilities that a

path/scenario executes sum up to 1.
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This assumption is problematic in modeling concurrenteyst in which many
components may be running simultaneously. Thus, in anadygystems with simul-
taneously running components, one typically needs to kesgk tof the status of all
components. Such an approach is taken, for instance, irvg8and we refer to it as
a “flat model”. In [28, 59, 76], a stat€ in the model is described using variables,
whereC is the number of components in the system, i®+ (S!,52%,...,5°). In
[28, 76], components are modeled as black-boxes, whichitmer ective or idle, i.e.,
S* = 0 when Componentis idle andS? = 1 when Componentis active. In addition
to scalability problems, this is also a shortcoming singeasenting the internal struc-
ture of components facilitates more accurate models. Famele, some defects may
only be triggered when the component performs certain fansf and thus not having
a sufficient level of granularity in the reliability model wld lead to poorer reliability
estimation. To address this, instead of modeling the stait@scomponent as either
active or idle, one can use a finer-granularity componentaholis would result in the
type of model used in [59], wherg represents the state of ComponéenSpecifically,
[59] generates component models from scenario sequengedia and then generates
a system model by combining the component models using tralglacomposition.
We note that, as in [59], SHARP (Chapter 3) models systeméia¢iagranularity level
through the use of scenarios. However, unlike [59], we egnalbierarchical approach,
which is intended to yield better scalability. Since sucprapches essentially generate
reliability models in a brute-force manner, they suffenfrsecalability (i.e., “state explo-
sion”) problems. As a result, such models are often prakiddit costly to generate and
solve, even for systems with a modest number of components.

Other state-based approaches, such as those based orsstoebai nets (SPNs),
suffer from the same state explosion problem. Existing $@bkd approaches focus on

performance analysis based on UML models (see [10] for aesdirguch models can
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be used in reliability analysis as well. However, solving 8PN requires generating the
SPN’s reachability graph, which has the same state expigsablem described above.

While non-state-based approaches, such as [39, 62, 77],notaljave the state
explosion problem and (implicitly) consider concurrentlygy are not as descriptive
as state-based approaches, and hence may not give acatirai@es. For instance, the
work in [39] computes system reliability as a weighted ageraf the reliabilities of all
execution paths, and the reliability of each path is the pecodf component reliabilities.
In addition, [62] explored the use of Bayesian Networks (Btésmodel reliability of
concurrent systems. States in the component state diagramsterpreted as nodes in
a BN, and transitions are interpreted as dependencies detmades. The BN can then
be solved for reliability given these dependencies and corapt reliabilities. However,
the notion of concurrency in these approaches is limitetieg do not describe flow of
control. For example, the two approaches above are not@abt@tlel the time spent in
each component, so that a lightly-used component has the sfi@ct on reliability as a
heavily-used component.

At the same time, the notion of system failure is more complexconcurrent sys-
tem. In existing approaches that assume sequential syd&itases are represented by
transitions to a failure state in the (Markov-chain basetiability model. In these mod-
els, which assume a single-threaded system, being inStatdicates that Component
1 is active, while all other components are idle. A transitimm a stateS; to a failure
state indicates that Componeéttas failed. This means that if any active component has
failed, the entire system is considered to have failed. @rother hand, in a concurrent
system, since more than one component may be running, asgtimeisystem has failed
if any active component has failed may be inflexible. Howgegisting approaches that
are applicable to concurrent systems are not able to handiplex failure conditions.

For example, in [59], the system transitions to a failuréesteghen any active component
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fails. The work in [28, 32] does not include failure statepleitly; rather essentially

a reward is assigned to each state (with the value of the dekgpgresenting the proba-
bility of the system failing in that state), where the systereliability is computed as

a Markov reward function [69]. This system failure desadptis also limited, which

assumes that the system fails when any (active) componént[i#&6] provides a some-
what richer description of system failures, where a religbmodel includes backup
components that can provide services when the primary coemdails; the system
fails when the primary component and all backup componetits@nfortunately, this

approach is not capable (without significant changes) o€rtleag other notions of

system failure, e.g., an OR-type relationship (the systaile 'wvhen Component or

Component3 fails).

2.1.2 Parameter Estimation

Another common theme across these design-level relyabiiproaches is that it is not
clear how the model parameters are estimated. This is a ladlenge in design-level
software quality analysis: since the implementation isawvatilable, it is hard to gather
information for analysis.

The parameters that are needed for software reliabilitlyaisaare (1) the system’s
operational profile, which corresponds to, for example)ditgon probabilities in [20],
as well as probability that a scenario executes in scerased approaches, such as
[78]; and (2) component reliabilities, which corresponal$rainsition probabilities to a
failure state in [20].

Existing design-level reliability estimation approachésmetimes implicitly)
assume that the system’s or its components’ operationdilgg@re known. A sys-
tem’s operational profile is typically estimated after tlygstem has been implemented

[52]. Typically, this involves analyzing the system’s teacto determine, for example,
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the transition probabilities between components. Estimgan operational profile of a
system becomes non-trivial at the design level, becausenplementation of a system
is unavailable.

To determine a component’s reliability, we can rely on congrd reliability predic-
tion approaches, such as [19] (Chapter 5), to predict coemtarliability. However, as
in the system-level, it is challenging to estimate the congmi’s operational profile and
failure information.

Some existing work acknowledge this fact, and study theeffeuncertainties about
a system’s operational profile on the resulting reliabiéstimates. For example, [36]
provides an analytical evaluation of the effect of uncettas in model parameters on
the resulting system reliability. Others assume a fixed atperal profile and varying
component reliability, and apply traditional Markov-bdsensitivity analysis [20, 66].

[60] proposes an approach to using hidden Markov models (I$MBb] in estimat-
ing a component’s operational profile. However, it is noacleow “training data”, an
input to the Baum-Welch algorithm (a parameter estimatigoréghm in HMMs [55]),
can be obtained. Part of our contribution in this contexe (€hapter 5) is to identify

how training data can be obtained at the design level.

2.2 Testing-Based Software Performance Estimation
Techniques

There is a vast literature on software performance evalnagjoing back to [67], which
proposed the software performance engineering procesfidlsabeen in wide use; it
examines issues in software performance evaluation,iefgrmation gathering, model

construction, and performance measurements. More rgceeskearch has focused on
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performance evaluation using software architectural Hspaeg., [10] provides a rep-
resentative survey on the topic. These works leverage adoétarchitectural models
of their choice to generate performance models and focusediomqmance evaluation
from a system designers’ perspective — this allows earlfoperance evaluation which
aids in avoiding costly design problems. Given the scopeunfveork in Chapter 4,

here we discuss works that have focused on performanceagizal wf third-party WSs.

Although there has been significant interest in this toie,hain shortcomings of exist-
ing techniques (as detailed below) include (a) high cost@hsarements at high work-
loads (needed by those techniques to estimate system sespiore) and (b) assump-
tions made by those techniques about availability of infmtion about third-party WSs.

Several black-box approaches consider predicting pegoo® of third-party com-
ponents, where the performance model is built from the coraptis documentation
[54], or by examining the component’s binary code (e.g.alaytecodes) [40]. How-
ever, these approaches assume the availability of desigielsyodocumentation, or
binaries of a third-party component, which are typicallyauailable in the case of a
third-party WSs. Thus, they are not readily applicable.

In [17] an approach to WS performance evaluation is propdsadever, it requires
testing WSs at high workloads, which is expensive. In [68]naulation-based approach
to estimate WS response time is proposed, where resultsgesformance testing are
used when the WS being tested is lightly-loaded, to obtainukition parameters, and
predicting response time for heavier loads is done usinglsition. However, a short-
coming of this work is the assumption (when generating timeiktion model) of knowl-
edge of the architecture of the WS being tested. Moreovemwlaitions could take a
fairly long time to converge, and thus at design time, amalgichniques may be more
desirable. In [75] a queueing network-based model of a caitg@VS is generated, in

which each WS is modeled as a server in the queueing netwasluever, if the WS
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being tested is a third-party WS, it is not clear how inforimatabout the structure of
a composite WS can be gathered (e.g., to what other WSs thendéS testing makes
requests).

Another approach is to include performance information W&'s service descrip-
tion, so that their clients can use such information for genlance evaluation. For
example, [24] proposes that P-WSDL includes service perdoice characteristics of
the system (e.g., utilization and/or throughput), netwmrormation (e.g., network
bandwidth), and workload characteristics (e.g., requesiahrate). We argue that ser-
vice providers may be reluctant to provide such informatéord it is not clear how this
information can describe a composite WS, in which the serparformance depends on
other WSs. Lastly, [46] proposes to include demands on seggeurces for each inter-
faces (e.g., a service requires X units of CPU time and Y wifit&D). Unfortunately, it
is not clear how the service demand can be obtained, as fficuttito map a high-level
service to low-level hardware demands.

Existing work on performance evaluation specific to Web igagibns focuses on
evaluation from a service provider’s perspective. For gdem[74] models a Web
application as a multi-tier system. Each tier representdferent type of server, and
the routing between the servers are assumed to be known clinediorts, the goal of
the analysis is to help service providers to make servieetlagreements (SLA) for
their clients. Our approach is orthogonal in that we evawaiVS from the client’'s
perspective.

The work in [56] monitors the quality of a third-party WS, lading performance,
to detect violations of a SLA. This work is similar to ours hretcollection of statistics
to evaluate a third-party WS. On the other hand, they asshe®ystem is already oper-

ational, and are interested in the distribution of perfatoeameasures (e.g., response
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time distribution) to look for SLA violations, while we uskd information to predict

the performance of a WS to aid service selection.
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Chapter 3

SHARP: A Scalable Framework for
Reliability Prediction of Concurrent

Systems

We present SHARP, a scalable, hierarchical, architedawa- reliability prediction
framework for concurrent systems. We first present backgtooformation on a run-
ning example we use throughout this chapter, the MIDAS sy$46], along with infor-
mation on software design models and architecture modeiir@Ghapter 3.1. This is
followed by an overview of the SHARP framework in Chapter, Z8d the details are

described in Chapter 3.3. Finally, we evaluate SHARP in @hah4.

3.1 Background

For the ease of exposition of our framework and for its subsetjevaluation, we use
a sensor network application, built using the MIDAS framewfg5] and depicted in
Figure 3.1, as our running example. This system monitorswrtemperature and turns

the air conditioner (AC) on or off in order to satisfy useesfiied temperature levels.

.@ AC GUI
N\ <
Gateway Hub |— Gateway—

Figure 3.1: An Overview of the MIDAS system
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E7: GUIAck E8: ChangeACTemp

Figure 3.2: Components’ state diagrams

We refer to this example system as the MIDAS system. The MIBg&em consists
of five different types of components: Sensormeasures temperature and sends the
measured data to@ateway The Gatewayaggregates and translates the data and sends
it to a Hub, which determines whether it should turn #h€ on or off. Users can view
the current temperature and change the thresholds usbidj @omponent, which then
sends an update to thé&ub.

The state diagrams capturing the behavior of the MIDAS camepts are given in

Figure 3.2. In a component state diagram, an evens either a sending event or a
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Figure 3.3: Sequence diagrams

receiving event. In this paper, we use the notation intredua [79], in which send-
ing and receiving events is represented by “-” and “+”, resipely. In SHARP, an
event needs to come with a specification of its arrival ratetates in which that event
is enabled. These rates should be available from differdatmation sources that are
available during a system’s design; further assessmentliandssion of these informa-
tion sources is detailed in Chapter 5. Some of the state meslim Figure 3.2 include
failure states (labeled by a negative number) that reptesesmeous behavior triggered
by a failure eventt'. In the following section, we discuss how we derive the falu
states.

The system-level behavior of MIDAS is captured using fiveibasenarios: the
SensorGWscenario that includes processing measurements fr8@naorcomponent
by aGateway(Figure 3.3(a)); th&WHubscenario that includes processing aggregated
measurements from @atewayto the Hub (Figure 3.3(b)); theGWACK scenario that
includes acknowledging tHgensos measurement (Figure 3.3(c)); tB&JIRequessce-
nario that includes updating the temperature readings lbadging temperature thresh-
olds (Figure 3.3(d)); and thehangeACTemgcenario that includes turnigC on or off

according to the temperature readings (Figure 3.3(e)).
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The five basic scenarios are in turn combined to form more t@agystem behav-
iors as shown in Figure 3.4. The complex system behavions@s relations between
basic and complex scenarios that altogether form a scehimarchy*. The different
scenarios can run concurrently (PAR relationship) or setigiey one after the other
(SEQ relationship). In MIDAS, complex scenaiBensordPAR represents the paral-
lel execution of multipleéSensorsunning theSensorGWscenario (Figure 3.4 describes
a system variant with four sensors$ensorPARis considered complete once all the
concurrently running scenario instances are completeth&umore, the complex sce-
nario SensorMeasuremespecifies a longer sequence that summarizes how a sensor
measurement is propagated fr&ansor¢o Gatewayto Hub and back.

Hierarchical scenario descriptions similar to the one gmésd for MIDAS are com-
monly created during system design. In SHARP, an enginserraeds to annotate the
scenario hierarchy with the following quantitative infation: (1) branching probabil-
ities when one scenario can be sequentially followed by iplalbther scenarios, and
(2) the number of scenario instances that run in parallelil&\ither approaches require
and utilize the branching probabilities (e.g., [59]), SHAR unique in its ability to
effectively handle scenario multiplicities. The infornmat about how many scenarios
of a certain type will be running in parallel should be debiaeither from the system

requirements or from the architectural configuration.

lwe assume that the system designers have already handlkedrsgenarios [73] and updated the
specification to be free of them.
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Figure 3.4: MIDAS scenarios organized in a hierarchy

3.1.1 Architectural-Level Defect Analysis

In this paper, we focus on analyzing the reliability effetacchitectural defect$63],

such as operation signature mismatches and mismatchesdsretemponents’ interac-

tion protocols. We definsystem reliabilityas the probability that a user does not expe-

rience a failure caused by architectural defects. When ectie$ triggered, dailure

may occur, after which a component behaves erroneouslyregbect to the system’s

requirements. SHARP accounts for the fact theg@veryfrom failure is possible.

In system reliability analysis, a system’s failure is tyglig defined in terms of the

failures of its components. We analyze an individual systamponent’s architec-

tural model by applying a defect classification techniqu#j 6 determine the failure

states. We then add a failure transition from all the stateshich a defect may be

triggered. For example, using the defect classificatiohrigpie [63] on MIDAS, we

determine that &ensolis unable to notify th&atewaywhen it is running out of bat-

tery. This defect was discovered as a mismatch between thedamponents’ interac-

tion protocols. Failures caused by this defect are reptedeas the failure statel in

Figure 3.2(a). Furthermor&ensorreturns to State upon recovery.
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In general, a component can return to any state designat#telgystem designer
during defect analysis. We extend the event send/receireenclature to failure and
recovery events by viewing a component as sending fail@eogrery) events when it
fails (recovers). We assume that the failures are recolgraist can model irrecoverable
failures without significantly changing SHARP; only a fewuatjons in Chapter 3.2
would need to be updated, where transient [72] (rather ttesady state) analysis would

be used. For brevity, in this paper we omit details of irrerable failure analysis.

3.2 An Overview of the SHARP framework

The SHARP framework estimates a system’s reliability base(h) a behavioral spec-
ification provided primarily as a scenario hierarchy, (b)ogerational profile, and (c)
a definition of failure states. At a high level, SHARP works figrtitioning the sys-
tem behavior into smaller analyzable parts according tsteaario specification, with
the premise that analyzing multiple smaller models is méfieient than analyzing one
very large model. This is in stark contrast to a state-ofdhescenario-based technique
[59] that generates a full-blown reliability model from angplex scenario specification.
Conversely, the idea of state space partitioning usingaseas has been explored in
the literature [23, 78] but with notable shortcomings. Sfieally, the existing research
does not resolve two crucial obstacles to reliability eation of complex, concurrent

systems:

1. How can one efficiently solve a reliability model that caps complex sys-
tem behaviors consisting of elaborate multi-scenario seges when solving the

whole model at once does not scale?
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2. How can one efficiently estimate system reliability whesystem consists of tens
or even hundreds of concurrently running components anbsios with possibly

similar behavior?

The first obstacle corresponds to the ability to deal withusetjal scenario combina-
tions without having to solve the corresponding “flat” modséd by other approaches
[59] and without making simplifying assumptions about sgemindependence like
some existing techniques [23]. The second obstacle reiatdse need to handle sit-
uations in which multiple scenario instances are runningcaaently (PAR relation-
ship). For example, we want to be able to efficiently s@emsorsPARscenario from
Figure 3.4 even in situations when we have thousands of cardly runningSensors
SHARRP resolves both of these obstacles by first generatidgalving the reliability
models of smaller scenarios and then incorporating thdtsesto reliability models of
the complex scenarios; this is done in a bottom-up way throutthe specified scenario
hierarchy.

To solve for reliability of a complex scenario with sequahtiependencies (e.qg.,
the SensorMeasuremestenario) in which there may be a large number of scenarios
running one after another, we propose a technique basedohastic complementa-
tion [49]. Stochastic complementation is a standard tepkafor solving large Markov
chains that relies on partitioning a large model to smalahgzable parts that have a low
number of incoming and/or outgoing transitions in the eradimodel. To be able to do
this, we utilize the partitioning that is intrinsically gent in a SEQ scenario where each
sub-scenario has only one entry point. For example, whelyzng MIDAS scenario
hierarchy (Figure 3.4) SHARP utilizes the SEQ relationsha $ensorMeasurement
scenario to solv&ensordPAR GWHuh and GWACK PARfirst, and then incorporate

the obtained results into a small, high-le@&insorMeasurementodel with only three

33



states. The outlined method for estimating reliability ofiplex SEQ scenarios demon-
strates the synergy between structured software spemfisahind stochastic methods
that is present in our framework.

To estimate the reliability of a PAR scenario (e$ensorPARIn Figure 3.4), instead
of generating parallel scenario models by simply compoaihgf the instances together
[43] or keeping track of the internal states of all composeSBHARP works by keeping
track of the number of concurrently running scenario ins¢sn To be able to abstract a
scenario’s execution state to either running or comple&dethRP calculates completion
rates of the different scenarios using queueing network) (@dtels [69]. For example,
we aggregate the overall behavior ®nsordPAR from Figure 3.4 with a model that
tracks whether there are zero, one, or two concurrentlyingnnstances osensorGW
The transition rates between these diffei@ahsordPARstates amount to the previously
calculatedSensorGWeompletion rate. In certain cases (e.g., very large scaten)s),
even the described symbolic model can become intractaigjg |SHARP applies model
truncation [69] on such models. Model truncation removesénely visited states (i.e.,
rare scenario combinations) thus achieving notable siti&admins with a minimal loss
in accuracy.

Moreover, previous techniques fail short when analyzingicoorent systems
because they do not consider that components in such systienscompete for the
same set of resources. To address this, we take resouremtiontinto account. Specif-
ically, SHARP includes information about the possible aonently running scenarios
when constructing the basic scenario QNs. For MIDAS, wetiflethat the Gateway
is a possible contention point as multi@ensorsnay be using it concurrently; SHARP

includes this information when building ttf&ensorGWQN and reliability model.
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Figure 3.5: An illustration of SHARP applied on the complggnsor measurement
scenario

3.3 Reliability Computation

In this section, we present the technical details of SHARIPABP has three distinct
activities that target (1) basic scenarios, (2) SEQ compbexarios, and (3) PAR com-
plex scenarios. We describe each activity in Chapters 33312, and 3.3.3, respec-
tively. Each of these activities consists of steps for sguihe corresponding models
for reliability and completion time; the completion times ased when solving the PAR
scenarios as elaborated below.

As an example, Figure 3.5 illustrates the steps that SHARI®pes to analyze the
reliability of the Sensor measuremestenario from Figure 3.4. The different SHARP
activities are used to analyze the different parts of theage hierarchy. The process
for obtaining the reliability information fo6WHuband GWACKPAR for brevity not
shown in Figure 3.5, is identical to the process $@mnsorGWand SensorsPARNtu-
itively, SHARP first analyzes the low-level, basic scensiaod incrementally incorpo-
rates the lower-level analysis results in the higher-I8EQ and PAR scenario models.
Note that each activity comprises efficient steps for anatyzhe scenario reliabili-

ties and completion times, while the basic scenario agtaito contains a contention
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modeling step. In the following sections, we describe th&BR activities with their
corresponding steps. The order of applying the differetiviéies ultimately depends

on the structure of the scenario hierarchy.

3.3.1 Basic Scenarios

As discussed earlier, the first step in solving for systemlpédity in SHARP is to solve
for the reliability and completion time of the basic scenariWe generate the scenario-
based reliability models (SBM for short) in a similar manteeexisting research [23, 59,
78] (described as Step 1.1 in the following section). Theueaiaspect of our approach
is that we generate the failure states for a basic scenasedban the correspondence
between the component reliability models (e.g., Figurg &2 the generated SBM. By
doing so, we manage to reuse component-level informationtadrchitectural defects
thus making the reliability analysis more meaningful asaggul to having an engineer
“guess” the failure states.

Next, we augment the generated SBM to moslource contentiomwith special
“queueing” states (Step 1.2). Intuitively, such statesu$ate a situation when an event
cannot be processed immediately. For example, while3hiewayis processing data
from oneSensorit may receive data from another; consequently, we augther$BM
by adding a “queueing” state to represent queueing oS#esois request. Contention-
related parameters are computed using queueing netwoNs) (@9]. For example, to
compute the average waiting time oS@nsomrequest, we build a QN model depicted
in Figure 3.8. Parameters needed to build this model, egguéncy and the process-
ing time of requests, are derivable from the operation @ofiThis contention-related
behavior is included with minor increasing reliability medd size as the QNs are solved

separately and only their results are “plugged” back ineortiability model.
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Once the SBM reliability model is constructed and the QN Igexfor contention,
we solve SBM for scenario reliability (Step 1.3) and comipletime (Step 1.4) using

standard methods.

Step 1.1: Generating SBM

To generate the SBM for a scenario, we first generate a compsnbmodel for each
component in each scenario, and then apply parallel composas in [59]. A com-
ponent submodel of Compone@mp,. in ScenarioScen;, Comp._Scen;, IS a state
machine model describing the behavior@mp,. in Scen;, in which a state transi-
tion represents the occurrence of an event in the correspgpieéquence diagram. In
our MIDAS example, the component submodels forSemsorGWscenario (recall Fig-
ure 3.3) are depicted in Figure 3.6.

The next step is to add failure states to each component siddme identify the
possible points of failure in a component submodel by leyi@gthe component model
using our work [19]. As we discussed in Chapter 3.1, we assuméave identified
the architectural defects in the components, and représent as failure states in a
component model. For example, to model the defect irSiesoy represented by the
failure state—1 in Figure 3.2(a) (recall Chapter 3.1), we add a failure statate—1, in
Figure 3.6, a failure transition from Stedo State—1, and a recovery transition from

State—1 to State?.
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Figure 3.7: SBMs of the basic scenarios

We then generate an SBM for eaélen; by applying parallel composition [43]
to the component submode&l®mp._Scen; for all Comp,. In MIDAS, the SBM of the
five scenarios specified by the system designer is depicteédume 3.7. In our example,
applying parallel composition to the component submodefsgure 3.6 would result in
the SBM for theSensorGWscenario depicted in Figure 3.7(a). Note that the states cor
responding to normal behavior are marked in white, whileféilare states are marked
in grey? (Note that State in the SensorGWscenario (Figure 3.7(a)) corresponds to
contention modeling, which we describe next).

A major difference between our approach and [59] is that [581 combines the
component submodels of each component for all scenareas¢ombining the models
Comp,._Scen; for all Scen; to synthesize a model far'omp,.), and then apply paral-
lel composition to all synthesized component models. Cahg, we apply parallel
composition to the component submodels for each scenapaxaely (i.e., for each

Scen;, we apply the algorithm ta@'omp._Scen; for all Comp.); we then combine

2For ease of presentation, we assume that the execution eharse has failed if any component is in
a failure state. SHARP is flexible enough to allow designeispiecify more complex failure rules. This
is done using the same technique in PAR scenario as desanil@thpter 3.3.3.
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the results of solving the SBMs by solving its parent's SBMs. & consequence, our
approach addresses the common scalability problems begmnerating and solving
many, smaller models, rather than a huge model in [59], tegukpace and computa-
tionally savings, as discussed earlier.

Finally, we determine the transition rate between the stagsed on the provided
operational profile. Formally, lep; be the transition rate matrix fd§cen;'s SBM. If
the transition from Statg to Statek corresponds to the evett, the transition rate
Q:(7,k) = q(F), whereq(F) is the rate that event occurs. To complete the SBM,
according to [69], we set the diagonal entriggj, j) such that each row iy sums to

zeros®

Step 1.2: Modeling Contention

To model contention in SHARP, we augment the SBMs with cdiganinforma-
tion. When several components (callers) request servioes & servicing component
(callee), the callee needs to allocate its resources apately to serve a caller, while
other callers would need to wait to obtain servic8ince the system behavior may be
different when a request is waiting for service and when fdsg processed, we add
a queueingstate to represent that a caller’s request is queued. Hyrriel £ be an
event that triggers a transition from State Statek in an SBM. If there is a component
that may be servicing other requests upon receivingve add a queueing state State
g such thatQ(j,q) = ¢(F), andQ(q, k) = q(Ready). Ready is an event indicating

that the callee is ready to process the request of the cdlistevest. As an example, in

3Note that self-loops in a component model (i.e., an eventiases a transition from a state to itself)
have been implicitly accounted for here. Since self-loopsidt cause any state transitions, they do not
affect the probability distribution of being in a state in aMC, and are therefore dropped in a SBM.

4Since the flat model results in callees serving the callera 6iCFS basis, we also use FCFS in
our exposition (as the flat model is used as the ground trathyever, SHARP allows other queueing
disciplines, which can be modeled similarly.
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the SensorGWthe Gatewaycould be servicing &ensos request when anoth&ensor
triggers event'1. Therefore, we add State 3 to represent queueing, as ind=8ju(a).
Any other points of contention would be modeled in a similanmer.

The next step is to determing Ready), the outgoing rate of the queueing state.
We defineq(Ready) = ﬁ whereT,,.;; is the average time a caller spends waiting
to receive service. To compute,.;;, we solve aqueueing networkQN) [69], which
describes the queueing behavior of the callers’ requeasthis QN, the callee is repre-
sented by a server.

To build such a QN, we utilize the following information: (dde number of differ-
ent types of callers (i.e., the different types of composevtiere each type can request
different services with different processing times), amelmaximum number of type of
caller that may request a service; (b) how often a callerestpua service (arrival rate);
(c) how long the callee takes to serve a request (servicg eatd (d) the callee’gueue-
ing discipline Note that (a) is available from the system’s requirememdissaichitectural
models which contain architectural configuration inforimat (b) is the available from
the operational profile (i.e., the rate of an evétand (c) is the total rate leaving a state
k also derivable from the operational profile. The operatigmafile information and
the other model parameters are determined using an appimaehdescribed in Chap-
ter 5. Lastly, (d) describes how the callee’s resources layeaded among callers. For
example, the callee can serve the incoming requests in adinse-first-serve (FCFS)
or a round-robin (RR) fashion. This information should baikable from the system’s
requirements and the architectural models. For exampe;hbice of a given middle-
ware for implementing the system may impose FCFS servicallgfrs. The constructed
QN is finally solved for the average waiting time in the quesag standard methods

[69].
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The QN forSensorGWbasic scenario is depicted in Figure 3.8. As an example, we
are interested in modeling the case whe®emsorsends measurements to tBateway
while the Gatewayis processing anothe3ensos request. Hence, we have one class
of callers: twoSensorsnay send measurements to thatewaywith arrival rate being
2 x q(E2) = 2, processing rate being £3) = 1, and theGatewayis a FCFS callee.
After solving the QN for the average waiting timeGateways queue in Figure 3.8, the
resulting rate of leaving the queueing state (State 3) infei@.7(a) is estimated to be

5. Other points of contention in the SBMs are treated analsiyo

Step 1.3: Computing Scenario Reliability

Scenario reliability is defined as the probability of notrigein a failure state. Solving
for it involves finding the steady state solution of a SBM. &lthat the process we
apply to compute basic scenario reliability needs to take @account that, at a higher
level, we utilize stochastic complementation [49] to h@n8EQ scenarios. Intuitively,
stochastic complementation breaks a large Markov modelamumber of submodels,
solves the submodels separately, and reconstructs reduhe original model. The
special structure required for an efficient solution usitggisastic complementation is
that each submodel has only one start state. Notably, trexgienl basic scenario SBMs
satisfy this requirement as they have a single starting.stat

To obtain the basic scenario reliability, we assume a systesrecuting for a long

time (i.e., it is in its steady state), that after the exemuof Scen; we are analyzing,
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it will eventually executesScen; again. Therefore, at the level of a basic scenario, we
are interested in finding its reliability;, which is the conditional probability of not
being in a failure state, given th&ten; is executing. To complete the model, we need
to account for the transition going out 6ten; and determine the state to which the
control is eventually transferred from another scenamocdse of a basic scenario, the
execution always returns to the scenario’s Start state.eXbeution of a scenario ends
when it is about to go to an End state, which represents tmeaftanother scenario.
Therefore, based on [49], we remove the End state, and nibdist the transition rates
to the Start state (i.eQ;(j, End) = Q;(j,1)). For example, irGUIRequess SBM in
Figure 3.7(d), we replace the transition from State 2 toeSBatvith a transition from
State 2 to State 1, with the transition rate beifig'7), as in Figure 3.9. Now we can
solve this model for its steady state probability vect®), by using standard techniques

[69], and scenario reliability; can be computed as follows:

r,=1— Z mi(f) (3.1)

fer;
where F; is a set of failure states ifcen;’'s SBM. The rate matrix ofGUIRequess

model in Figure 3.9 after rate redistribution is

1 —0.005 0.005 0
2 0.1 —0.11 0.01 (3.2)
-1 0 04 —04

Solving this matrix using standard technique faf; would vyield 7; =
[0.9512,0.0476,0.0012], and hence the reliability of theUIRequesscenario is; =
1 —0.0012 = 0.9988.
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Step 1.4: Computing Scenario Completion Time

Recall that the scenario’s completion tintg, is needed in building the concurrency-
level models for a PAR scenario (Chapter 3.3.3). We can co@tpfiom Scen;'s SBM,
after updating its parameters. We note thancludes time spent in normal operation as
well as time spent in recovering from failures, because #fimion of the “completion”
of a scenario includes all of the scenario’s behavior.

Let 7;(s) be the completion time when we are in Stata Scen;’s SBM. i.e.,t; =
T;(1). We computel; by performing transient analysis that corresponds to Bglvi

Eq. (3.3) [72]:

!

QT = —e (3.3)

=

where() is the matrix after eliminating the row and column corresg®to the End
state in);, and—e is a column vector of-1 with the appropriate dimension. Consider

the GUIRequesscenario, the rate matriy; is

1 | —0.005 0005 0
Q= 2 0 —0.11 0.01 (3.4)
—1 0 04 —04
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Table 3.1:r; andt; of the MIDAS scenarios

Scenario 7 t; Scenario T t
SensorGW | 0.9900| 6.2625 GWHub 1 15
GWACK 1 2 SensorsPAR 0.9867| 9.3937
GWACK_PAR 1 3 SensorMeasurement0.9867| 27.394
GUIRequest | 0.9999| 201.03|| ChangeACTemp 1 0.5
GUI_LOOP | 0.9999| 205.13 ControlAC 0.9999| 205.28
System 0.9940| 287.46

Applying Eg. (3.3) toQ;, GUIRequess T,isT; = [201.03, 1.025, 3.525], and hence
t; = 201.03. t; of the MIDAS scenarios are depicted in Table 3.1.

3.3.2 SEQ Scenarios

To analyze a complex scenario with sequential dependemwegapply stochastic com-
plementation to generate a SEQ scenario’s SBM by combimadBMs of the child

scenarios (Step 2.1). This is a novel use of an advancedastticimethod for analyzing
a software system’s quality, and comprises an importantfriboion of this paper. We
solve the resulting SEQ scenario SBM for scenario relighitep 2.2) and completion

time (Step 2.3) in a similar manner to our solution for basierarios.

Step 2.1: Generating SBM

We generate an SBM for a SEQ scenario as follows: we first gémehe states of
the model, and then compute the transition rates with régpeabe applied stochastic
complementation [49]. The states in a SEQ scenario’s SBMespond to the child
scenarios. We determine the transitions according to thertkencies between the child

scenarios. If a SEQ scenariteen; has a child scenari§cen; executing after another
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child scenariaScen;, we add a transition from stateto statek in Scen;'s SBM. For
example, the SBMs of the SEQ scenarios in MIDAS are depictédgure 3.10.
The transition rates for each transition determined aboeealculated as follows

[49]:

Qi(j, k) = (pi(J, k))out; (3.5)

wherep;(j, k) is the probability thatScen, executes after the execution 8ten;, and

out; is defined in a similar manner to [49]:

out; =Y (m;(5))Q;(s, End) (3.6)

5€S;

where S; is a set of states i¥cen;, 7;(s) is the steady state probability of being in
States in the Scen;’s model, and?); (s, End) is the transition rate going from State
to the End state irbcen;'s model. For example, iGUI_LOOP (Figure 3.10(b)), let
Scen; = GUI_LOOP andScen; = GUI Request, the transition rate from State 1 to
State 2 inScen; IS

Qi(L,2) = pi(1,2)() m(s)Qs(s, End))

SES]'

= (1= pinvatia) (7;(2)) (¢(ET))

= (0.98)(0.005)(1) = 0.0049

Furthermore, when we move up a level in the hierarchydatrolAC(Figure 3.4) the

transition rate going from State 1 to 2@ontrolACs SBM in (Figure 3.10(c)) becomes

SNote that the self-loop in State 1 of tiJI_LOOPscenario (depicted as dotted arrow in Figure 3.10),
representing that the user’s input is invalid, has beengkdpbecause a CTMC implicitly accounts for
self-loops.
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Figure 3.10: SBMs of the SEQ scenarios

Qi(1,2) = pi(1,2)) m(5)Q;(s, End)

SGS]'

= (pcontraiac)(1)Q;(1, End)

— (0.3)(1)(0.0049) = 0.0015

Step 2.2: Computing Scenario Reliability

Similarly to the way SHARP solves the basic scenario SBM, edistribute the rate
going to the End state of a SEQ scenario SBM and solve the niadiés steady state
probability vector,r;, using standard technique. Once we have comptiteshdr; for

all child scenarios$icen;, we solve the scenario reliability using the equation

r,=1— Zﬂi(j)rj (3.7)

Continuing with our example, to solve f@t using the SBM of th&ControlACsce-
nario, after redistributing the rate going to the End state,have the following rate

matrix:

~0.0015 0.0015
(3.8)

2 -2
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Figure 3.11: Models for completion rate computation@yl_LOOP andControlAC

Solving this model gives ug; = [0.9993,0.0007]. The reliability of theChange-
ACTemgs 1, as there is no defect identified in that scenario. Hehegagliability of the
ControlACscenario is; = (0.9993)(0.9999) + (0.0007)(1) = 0.9999. The reliabilities

of other scenarios, depicted in Table 3.1, are similarly gotad.

Step 2.3: Computing Scenario Completion Time

To compute the SEQ scenario completion time, we combine dingptetion time of
the child scenarios, represented by a state in this SBM. &ltyif State j repre-
sents a child scenarificen;, we update the rate going to another State Q;(j, k) =
(pi(4, k))(1/t;), wheret; is the completion time of a child scenab@en;, andp;(j, k)
is the probability of going from Statgfrom Statek in the parent scenariScen;. The
difference compared to the model generated in Step 2.1 tightbdransition rates here
are a function of child scenario completion times, whereaStep 2.1 the transition
rates were a function of the transition rates going into the &ates of the child scenar-
ios. The reason for this change is the purpose of the analystiability or completion
time— which requires different information incorporatedrh the child scenarios. Sub-
sequently, we compute the completion time using the stanmdathods (Eq. 3.3).

For example, consider theUI_LOOP scenario from Figure 3.4. The rate matrix for
completion time computation in Figure 3.11(a) by updathmgrates in Figure 3.10(b) as
follows: let Scen; = GUI_LOOP, andScen; = GUI Request, using the rate matrix
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and steady state probability vector in Chapter 3.3.1, weugatate the transition rate
from State 1 to State 2 Q,(1,2) = (p;(1,2))(1/t;) = (1 —0.02)(1/201.03) = 0.0049.
Applying Eg. (3.3) gives us the completion time®UI_LOOPIs 205.12 time units.

Let us move up one level in the hierarchy and considerGbatrolAC scenario,
in which the model for completion time computation is degitin Figure 3.11(b).
Let Scen, = ControlAC, and Scen; = GUI_LOOP, the transition rate from
State 1 to State 2 i€ontrolACis Q;(1,2) = (p12)(1/t;) = (Pcontroiac)(1/t;) =
(0.3)(1/205.12) = 0.0015. Similarly, the transition rate from State 1 to State 3 is
Qi(1,3) = (p13)(1/t;) = (1 = peontrorac)(1/t;) = (0.7)(1/205.12) = 0.0034.

The transition rate from State 2 to State 3 is the complett® ofChangeACTemp
which isQ;(2,3) = 1/0.5 = 2. Given these parameters, the rate matrix of the model in

Figure 3.11()’' (defined in Chapter 3.3.1) is

1 | —0.0047 0.0015
2 0 -2

Thus, the completion rate a@ontrolAC after solving@’ using Eq. (3.3) ig; =
205.28 time units. Note that the completion time of tBentrolACscenario is similar
to that of theGUI_LOOP scenario. This is because the completion time oiGhange-
ACTempscenario is low as compared to the completion time ofdké_LOOPscenario
(0.5 vs. 205.12 time units). Therefore, tidangeACTempas little impact on the

completion time of the&ControlACscenario.

3.3.3 PAR Scenarios

The primary goal in the generation of a PAR scenario’s SBMbiswtoid scalability

problems that arise when handling systems in which therenarey concurrent scenario
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instances, some of which are of the same type. To this end,ro@ope a method
based on symbolic representation of the system executita Specifically, we abstract
the execution of concurrent scenarios by creating a modéekieps track of currently
running instances of each scenario. Each state of a PARmsac&&iM can be described
as acombination of child scenarig®r simply, a combination. Our model also allows
us to avoid redundancy in the models we generate, when thensysan have several
instances of the same scenario. The generated symbolicl nsoderred to as the
concurrency-level model in the following sections. SHARBtfiletermines the feasible
scenario combinations (Step 3.1), and constructs the carmay-level model (Step 3.2).
Next, SHARP calculates the probabilities (Step 3.4) andréfiabilities (Step 3.5) of
the different scenario combinations. SHARP ultimatelysutes obtained information
to compute the overall PAR scenario reliability (Step 3.8)l @ompletion time (Step
3.7).

To further address the potential scalability problems witealing with very large-
scale systems for which concurrent scenario instances maythe range of hundreds

or thousands, SHARP employs model truncation [69] (Step 3.3

Step 3.1: Determining Scenario Combinations

Determining the possible combinations is the first step iwisg for reliability and
completion time of a PAR scenario; as a reminder we consi@fRascenario complete
when all of its child scenarios end their execution. A comkion, C;, is defined as
C; = (c1,¢9,. .., cs.), Wherec; is the number of completed instancesSetn;, andS,

is the number of child scenari6sWe also defind; to be the number of instances of

6Given that the system essentially experiences scenarogkaiions”, we assume that the probability
that more than one scenario completes in the exact samatimstéme is negligible. This is a standard
assumption in Markov chain models which makes them moréstipde without a significant loss in what
is expressable with such models.
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Table 3.2: Values oP(C}) and R(C},) in the Systenscenario
Cy | P(Cy) | R(Cy) ti Cy | P(Cy) | R(Ck) ti
(0,0) | 0.0420| 0.9606| 287.46| (1,0) | 0.0630| 0.9735| 260.07
(2,0)| 0.1260| 0.9866| 232.67| (3,0) | 0.7266| 0.9999| 205.28
(0,2) | 0.0077| 0.9607| 82.181| (1,1)| 0.0116| 0.9736| 54.787
(2,1)| 0.0231| 0.9867| 27.394

Scen; that needs to be completed, ahek max(I;) be the largest number of possible
instances among alicen;. The execution of a PAR scenario is completed only when
all child scenarios has been completed.

In order to find scenario reliability, we need to compute tis¢rdbution of the possi-
ble combinations. Since, in general, not all combinatidrscenarios in a system may
be possible, we allow a system architect to specify the coatlains of scenarios that
are not possible (or not allowed). For instance, in MIDAS;Isa restriction may be put
in place to avoid exhausting the resources ofttud: by allowing no more than three
requests in thélub. Hence, in theSystenscenario, if we sef; = 3, and/; = 1, and
include the restriction that;, + I, < 3, then, the possible scenario combinations are

those depicted in Table 3.2.

Step 3.2: Concurrency-Level Models Generation

The next step is to generate a concurrency-level model fcin ehild scenariccen;.
Specifically, a concurrency-level model is a CTMC model,respnting the number
of completed instances dfcen;, and the determination of the End state depends on
the number of unique child scenarios. When there is one duidthario, completing

I; instances ofScen; represents the completion of the PAR scenario. i.e., the sta
I; in the concurrency-level model is considered to be the EatdstFor example, the
concurrency-level models correspondingensorsPARand GWACKPARIN MIDAS

are depicted in Figure 3.12(a) and (b).
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Figure 3.12: SBMs of the PAR scenarios

When there is more than one child scenarios, complefjnmstances ofScen;
means that the execution of all instances has been complgted; can only execute
again when all other scenarios have been completed, andhteatpscenario executes
again. We add a stateto model this behavior, and define State be the End state of
the concurrency-level model. We also add a transition frtates;, which corresponds
to completing all instances dfcen;, to StateE. For example, the concurrency-level
models corresponding to ti&ystenscenario is depicted in Figure 3.12(c).

We determine the transition rates as follows: the transitiate from Stater;

(c; < I;), i.e., when there are; completed instances dicen;, to Statec; + 1 is

(I; — ¢;)(1/t;(1)), wheret; is the scenario completion time, which is computed in
Chapters 3.3.1 and 3.3.2. The transition rate correspandset rate an instance of
Scen; completes, when there argcompleted instances. When there are more than one
unique child scenarios, the transition from Statéo Statek, which corresponds to the
average time to wait for the completions of all instancesfiher scenarios, is/d;,
whered is the average of the total delay other scenafiosn;, k£ # j have caused.

Here, we setl;, = Zk# I.ti., wheret,, is the completion time of cen,.’

’Note thatd; is an approximation, which assumes that the average timertpplete an instance of
Sceny, given thatScen; has completed, is stitl,. An exact computation af; involves transient analysis,
which is computationally more expensive [72].
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Figure 3.13: Probability distribution of the number of cdetpd instances

Step 3.3: Performing Model Truncation

To further reduce the computational cost, we drop the coatizins in a PAR scenario
that are rarely visited using model truncation [69].
The steady probability distribution af;, the number of completed instances of
Scen;, depends on the values cgf (scenario completion time), as well as the com-
pletion time of other scenaridg, Scen;, # Scen;. Pj(c;) can be obtained by solving
a concurrency-level model using standard techniques. Akustration, we depict the
steady state probability distribution efin Figure 3.13. We assume the completion rate
of other scenarios are fixed, adgl = 1 (recall Step 3.2). Also, we sdt= 50, and
variedt;(1) at different values (0.01, 1, and 100). For instance, whéh = 100, 29
(out of 51) possible values af;(c;) is less than 1%.
In generating the scenario combinations, we can drop theesabfc; that occur
rarely. That is, instead of consideringcould be any value between 0 ahdwe con-
sider a smaller range of values, determined as follows: neging the scenario com-
binations, we consider as a possible value of if P(c; = z) is larger than a threshold

e. That is, a small threshold allows us to consider a wider @asfgvalue, and we can

consider the case without using truncation as haviag 0. For example, it = 0.01
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(depicts as a dotted line in Figure 3.13), wiiea 100, d; = 1, andI = 50, we only con-
sider29 < ¢; < 50 in generating the scenario combinations (insteal gfc; < 50).
There is a tradeoff between the number of states we drop araktialty in accuracy

in applying model truncation. We evaluate this tradeoff ma@ter 3.4.2.

Step 3.4: Computing Combination Probability

Once constructed, SHARP solves the concurrency-level hiodine probability distri-
bution of each combination. We defid&C;) = P(cy, ca, . . ., cg) t0 be the probability
that there are; completed instances 6fcen; for eachj = 1...S. Since we assume all
instances of all child scenarios run independently,

Hj Pi(c;)

P(Cy) ~ (3.9)

where P;(c;) is the probability that; instances ofScen; have completed, and” =
>, P(Cy) is a normalization fact8rthat ensures tha(Cy) sum to 1. In theSystem
scenario,P(cq, ¢2) is the probability that there ar@ and ¢, completed instances of

SensorMeasuremeanhdControlAGC respectively. Hence,

Pl(cl) X PQ(CQ)

P(cq, c9) ~ W

We redistribute the transition state from the End state &eSt as in Chapter 3.3.1,
and solve the model faP;(c;) for all ¢;, using standard techniques [69]. This corre-
sponds to solving for the probability of being in statein Scen;’s concurrency-level
model. Table 3.3 gives the probability distribution/of c;) in the two PAR scenarios of

our MIDAS example; these are computed using the concurrve} models of each

8The normalization factor is needed because, in generalalhobmbinations of scenarios may be
allowed, as described earlier.
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Table 3.3: Values of;(c¢;) in the Systenscenario
Parameter Value | Parameter Value | Parameter Value
P;(0) 0.0305| Pi(2) 0.0916| FP»(0) 0.8949
Pi(1) 0.0458|| Pi(3) 0.8321|| P»(1) 0.1051

scenario (as described above). Furthermore, Table 3.8 tlieecorresponding combina-
tion probabilities, computed using the data from Table §.3jiplying Eq. (3.9). Lastly,
since the computation of the distribution of different saém combinations is done in
an approximate manner as described above, in Chapter 3.Malexte the accuracy of
this approximation, as well as the reduction in computaicost.

At the level of the entire system (i.e., the highest levelna hierarchy), the syn-
chronization requirement, that a PAR scenario is consttleompleted only when all
child scenarios have been completed, may be too restricBane systems are con-
sidered to be continuously running, where child scenaroshe considered as starting
and completing independently. For example, afteiSaasorfiave finished taking mea-
surements, they do not necessarily have to wait untif3hk to update the data before
taking another set of measurements. We can use our previmsm|18] to model this

behavior.

Step 3.5: Computing Combination Reliability

Given that we now know how to compute the probabilities ofihgwarious combina-
tions of child scenarios as well as the reliabilities of thédcscenarios, what remains is
the computation of the reliabilities of each combinatioie. can then compute scenario
reliability by combining the reliabilities of each combtien. We will use the combina-
tion (1,0) in theSystenscenario — one completed instance of 8ensorMeasurement

scenario, and no completed instance of @@ntrolAC scenario — as an illustrative

54



example in this section; the reliabilities of other comlioas are calculated analo-
gously. To compute the reliability of a scenario combinatie need to first examine
how scenario failure is defined.

In SHARP, system designers can specify the conditions uwtiezh the scenario
is considered to have failed as follows. If there afeor more failed instances @iy

Scenj, the system is considered to have failed, i.e.,

whereF; is the number of failed instances of a child scenafion; (recall thatS is the
number of distinct child scenario$)As an example, the system is considered reliable if
it can control the temperature appropriately and displayctirrent room temperature to
the user. This requires that (8gnsoron at least on&atewaycorrectly measure and
send data to thelub; and (b) theGUI displays the current temperature obtained from
the Hub, and theHub controls theAC appropriately. Therefore, we define the system
to be unreliable when one or more instancessehsorMeasuremendr one or more
instance ofControlAChave failed, respectively. Thus, = 1, andx, = 1.

To compute the probability that combinatid@r), satisfies the failure condition in
Eq .(3.10), we consider the clauses one at a time, and cortiptgobability of satis-
fying a clause as follows:

Ij—c;

P(F;> ;)= P(F; =) (3.11)

f=x;
The next step is to compute the probability distributiondf which is the number

of failed instances ofcen;, out of I; — ¢; instances. An instance fails with probability

9The OR-clauses are used for ease of presentation. SHARPas#y specify more general failure
conditions, by using disjunctive normal form and modifylag. (3.13) accordingly.
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1 — r;, wherer; is the reliability of Scen; as defined in Eq. (3.1); otherwise, with
probability r;, it has not failed. Note that’; is a binomial random variable, and its

probability distribution, according to [69], is as follows

P(F;=f) = (Iﬂ' ; < ) (1 =) (rj) =) (3.12)

In the MIDAS example, based on Eq. (3.11) and Eq. (3.12), wepdeP(F; > 2)

as follows:

(1 —0.9905)'(0.9905)" = 0.0188

DN = DN

P(F,=2) = (2) (1 —0.9905)*(0.9905)° = 9 x 107°
P

P(Fy>1) = Z

f=1
= P(F,=1)+ P(F, =2) =0.0188

Similarly, P(F; > 1) = 0.0001.
Since the system is considered to have failed when any clauisg. (3.10) is satis-
fied, the reliability of a combination?(C},), can be defined as:

R(Cy) =1-S"P(F, > z;) (3.13)

IIMUJ

To complete our example, we combine the above results aogai@Eqg. (3.13), i.e.,
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S
R((1,0)) = 1= P(F>u)

— 1 —(0.0188+0.0001) = 0.9811

We repeat this calculation for each combination; Table 8/2gyreliabilities of all sce-

nario combinations for the MIDAS example under the abovemifailure conditions.

Step 3.6: Computing Scenario Reliability

We compute scenario reliability by combining the resultshef previous steps. Sce-
nario reliability of a PAR scenario is defined as the sum ofdgtenario combinations’

reliabilities, weighted by the probability that the comdilon occurs, i.e.,

ri = _ P(Cy)R(Cy) (3.14)

In our running example, the solution of Eq. (3.14) gives &lability of the System
scenario, and hence system reliability,0a8940, which, in this case, is within 0.5% of

the ground truth 06.9935, obtained by solving the “flat model” as detailed below.

Step 3.7: Computing Completion Time

To complete the PAR scenario analysis, SHARP computes theletion time for each
combinationC;. Intuitively, the average completion time of a combinattgt’;) =
max(T;(c;)), whereT;(c;) is a random variable representing the completion time of
Scen; when there are; completed instances. Computing this is difficult, because w
need to compute the completion time distribution of all drstenarios, followed by

computing the distribution ofuaz(T;(¢;)).
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To simplify the calculation of(C ), we assume the completion of a scenario instance
is memoryless, as in the flat model. As an example, consigecdmbination (0,0) in
the concurrency-level models of tisystenscenario in Figure 3.12. i.e., no instances
of both theSensorMeasuremeand ControlAC scenarios have been completed. The
memoryless assumption means that if an instance os#msorMeasuremestenario
has completed, the average time it takes to complete amuoesta theControlACsce-
nario is “reset” tot;.

Given this assumption, we can see that the average time tpletera combination,
t(C;), is simply the sum of the completion time for each scenatie,;). That is, the

completion time foiC; is
S

HCy) =) tiles) (3.15)

i=1
To compute; (¢;), we solve the concurrency-level for the average complétioa,
by setting Statel; as the End state of the concurrency-level model, and applyin
Eq. (3.3) to it. For example, isensordPAR we solve the model in Figure 3.12(a)
using Eg. (3.3), and the resulting completion timéjs= [9.3937,6.2625|, and hence
t; = 9.3937.

3.4 Evaluation

We evaluate SHARP along two dimensions: (a) the compleXigeoerating and solv-

ing concurrent systems’ reliability models as comparetés¢ that can be derived from
existing approaches (Chapter 3.4.1), and (b) the correpgraccuracy of SHARP

(Chapter 3.4.2). More specifically, we compare SHARP agairiat mode] which

is used here as the “ground-truth”. Our flat model is essntlee same as [59], where
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a system reliability model is generated by applying the lpglreompositiont® We note
that the difference between our application of parallel position (in Chapter 3.3.1)
and that in [59] is that we use parallel composition to geteeseSBM of basic scenarios
(which, as argued below, is expected to be relatively smaidile [59] uses it to generate
a model of the entire system at once.

We applied SHARP to a variety of systems, with different nenslof components,
scenarios, as well as numbers of instances of scenarioshtMergpresentative results

obtained from the following systems:

1. The MIDAS example system we used throughout this chafteis system has
five basic scenarios, and may potentially have a large nuwibieistances of a
scenario (e.g., multiple sensors taking measurementsgreTdre fourSensors
oneGateway oneHub, oneGUI, and oneAC in the instantiation of MIDAS used

in this evaluation.

2. A GPS system with route guidance, audio player, and bhtletohone capabili-
ties. This system has five major componemsuteGuidance (RGEnergyMon-
itor (EM), MediaPlayer (MP) BluetoothPhone (BT)and Database (DB) This
system is modeled using 21 basic scenarios. Note that itileelynthat there will
be more than one instance of a scenario in this system beocatise system’s
structure (e.g., it typically makes little sense to have ingbances of a route guid-
ance scenario to perform the same route guidance setvige)evaluate SHARP
in a controlled manner, we injected the following defect® ithis GPS system:

(a) a defect in th&M component which may lead to failure to notify other system

10The only differences between our flat model and the one in iS8at [59] assumes that failures
are irrecoverable. As we discussed earlier, SHARP can muoédebverable failures without significant
changes.

10ne exception to this would be the situation when the systesigders are concerned about service
failures, and hence introduce redundancy. We do not consiai a variant of the GPS system.
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components when the battery is low, and (b) a defect irRBeomponent which

may lead to failure in updating a user’s location accurately

. A simple client-server system with one server and pogsitany clients, which
is modeled using one basic scenario. In this system, a diemds aRequest
message to the server to request for service, and the seeglies with aReply
message. If a request arrives when the server is servicioth@nrequest, the
new request waits in the server’s buffer in a FCFS fashiona%g¢eime the server
has enough buffer space so that the requests would not bpettop/Ne select
such a simple system as it is difficult to study the accuraclaafer systems:
the flat models of larger systems would become too large tees@nd hence
we would lack a baseline for comparison. We use this systeitiugirate the
effect of contention when there are many clients, as its kompallows us to
generate flat models with a larger number of components apa@u to MIDAS
(see Chapter 3.4.2 for details). We consider a defect indheesthat may lead to

failure to reply to the client when a requested file cannotgbeaved.

3.4.1 Complexity Analysis

We now explore the complexity of SHARP as compared to the fladleh We first

describe the theoretical worst-case complexity of eachagat, and then discuss the

computational cost that is likely to arise in practice.

Worst Case Complexity

Let U be the number of unique componer@sbe the total number of componensshe

the number of scenarios (basic and intermedi&y)be the number of basic scenarios,

S be the number of intermediary scenarios (Se= Sg+Si). Also let]; be the number
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Table 3.4: Worst-case complexities

Time Complexity Space Complexity
SHARP O(Symax(S3, ST+DT3) O(S + maxM?2©, 82, SI))
Sg(M3€ + MCSg (I +1)58))
Flat Model O(M3€) O(M?€)

of instances ofScen;, andI = max(I;) for all Scen;. Also, letM; be the number of
states ofComp,;, andM = maxz(M;) for all Comp,. The resulting complexities are
summarized in Table 3.4. Let us first analyze the compleXi§HARP:

Basic scenarios In the worst case, every state in every component parteipaa
basic scenario, and hence the SBM may have as mafy&E-) states. Once we have
determined the states in the SBM, we need to determine thsiti@s between each
pair of states. Therefore, the complexity of the generatiba SBM isO(M?C). The
complexity of solving a SBM? is O(M?C). Thus, the time complexity of generating
and solving the SBM for a basic scenariad$§(M2€ + M3C)) = O(M3€). The space
complexity of generating and solving a basic scenario’s SBK(M?2€) — once we
have solved a SBM, we can reuse its space as we generate SBMs atime.
Contention Modeling: In the worst case, there is contention in every state in B8 S
of a basic scenario. If, as a result, we add a queueing statesponding to each state,
we double the size of every SBM of each basic scenarios, wiogs not affect the
worst case complexity of solving it)((2M©)? = O(8M?3€) = O(M?3®)). Thus, in the
worst case, we hav®(M®) QNs to solve. Determining the worst case complexity of
solving a QN can be complicated, as that depends on the typ&Qdf we have. Given
the special structure of our contention models (refer topB#ra3.3.2), we can make

sure that the corresponding QNs have product form [69], hystidg the visit ratios

12The time complexity of solving a Markov chain wilK states isD(IN?®), and the space complexity
for storing the corresponding rate matrixd$IN?).
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accordingly*? this would result in the worst case complexity@fSg(I + 1)52) [69]

for solving one QN. Thus, the worst case time complexity dvisg all QNs would be
O(MCSg(I+1)5=).

SEQ scenarios Since there are at moStscenarios in the system, there are at n®st
states in the SBM of a SEQ scenario, because each scenamésented by a state in
the SBM of a SEQ scenario. Therefore, the complexities oegeing and solving the
SBM of a SEQ scenario are(S?) andO(S?), respectively, and the space complexity is
O(S?), as discussed above.

PAR scenarios In the worst case, alb scenarios run in parallel. The most expensive
step in solving forP(C}) is to solve a concurrency-level model for each scenarioh(eac
with at mostO(I) states). Therefore, the complexity of solving B(C;) is O(SI?).
Solving for R(C};) involves combine the reliabilities of the child scenarios@ding to
the failure conditions. The complexity of solving Eq. (311dO(I), and hence the com-
plexity for computingR(C};) using Eq. (3.13) i$)(SI). Therefore, the complexity of
solving for reliability of a PAR scenario i9(S!(SI® + SI)) = O(S!SI?) = O(S™13).
The space complexity of solving the PAR scenario®{81I), as we need to store the
results of the concurrency-level models.

Note that we have not considered the computational coshgs\af model trunca-
tion in this complexity analysis, as model truncation doet neduce the worst-case
complexity.

Overall Complexity: First, since there areSg basic scenarios, the com-
plexity of generating and solving alSg SBMs of the basic scenarios is

O(Ss(M3€ + MCSg(I + 1)58)). There areS; intermediary scenarios, which each

13The visit ratios correspond to the the number of times thée¢eaueue” (e.g., th&atewayqueue in
Figure 3.8) is visited, per visit to the “caller queue” (e §ensormueue in Figure 3.8). In our example,
these are 1:1, but in general, the “callee queue” can besdisitultiple times, per visit to the “caller
queue”.
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of them could either be s SEQ or PAR scenario. As we do not kndictwof
SEQ or PAR scenario is more expensive to solve in the worse ¢isdepends
on the values ofS and I), we describe the complexity of solve an intermediary
scenario to beO(max(S3, ST+YI3)). Therefore, the overall time complexity is
O(Sg(M3€ + MCSg(I + 1)%8)) + Symax(S3, ST+HVI3)),

In analyzing the overall space complexity, we need to carsibe space needed
to store the results of the scenarios that have been pratessaddition to the space
needed to store the SBM of the scenario that is being prode&ace we store the
andt; of eachS scenario in the worst case, the space needed to store thts refss
scenarios i$)(2S). The “last” scenario could be a basic, SEQ, or a PAR scenswio,
the space complexity is the maximum space needed among#eetyipes of scenarios.
Thus, the overall space complexityG¥S + maz(M2€, S%, SI)).

In the flat model, we first apply parallel composition usingamponents, for which
the complexity isO(MZ2€). The time complexity of solving the flat modeld&M>3©).
Therefore, the overall time complexity of the flat model aygmh isO (M?2€ + M3€) =
O(MB3C). Since the flat model has as many@sMFC) states, its space complexity is

O(M2),

Computational Cost in Practice

In our worst-case analysis above, it appears as if the flaehiasd the better time com-
plexity. This is (partly) because in solving the SBM of thesigascenarios in SHARP, in
the worst case, there aM states in each SBM (i.e., just as in the flat model).
However, in practice the worst case will be very unlikelyeSifically, the worst case
analysis assumes that all states in all components paaticip all scenarios. In practice,
we expect that (a) the number of states participating in aate from a particular

component, as well as (b) the number of components particga that scenario, will
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Table 3.5: Summary of computational costs in practice
U | C | M| Sg | Flat Model | SHARP
MIDAS (6 sensors) 5112 5| 5 || 1.562x 10| 692
GPS 5|5 17| 21| 1.17x 10* | 1331
Client-Server (8clients)| 2 | 9 | 2 | 1 | 1.34 x 10® 737

be substantially smaller thavl and C, respectively. In contrast, even in practice, the
flat model approach requires generation of the entire systedel that involves using
all states in all components. Thus, we expect the worst aaaslgsas of the flat model
approach to be reflective of the practice.

Another reason for the increased worst case complexity &FSPlis the assumption
that all scenario types participate in all resource comargoints, which leads to more
costly solutions of QNs, used for contention modeling. Agai practice, we expect that
the number of scenario types contending for the same resewoald be substantially
smaller tharS. Moreover, many approximation techniques exist in the Qétdiure,
which based on our experience should work well, given thepkanstructure of our
QNs. For instance, Schweitzer’s approximation [64] woeklit in anO(S) worst case
solution.

Table 3.5 summarizes the computational costs in practiselie for system relia-
bility using the flat model and SHARP of the three systems veduated. The computa-
tional cost savings using SHARP are significant in all thgestesns. This illustrates that
SHARRP is able to avoid scalability problems by generating solving many smaller
models, instead of generating and solving one huge modelths flat model. Compar-
ing the computational costs of the three systems yields sotagesting observations.
We noticed that it is more expensive to solve the GPS systamttie MIDAS systems,
since the GPS system is modeled as 21 basic scenarios, anednemte and solve a
SBM for each scenario. Although systems with more basicaaes (which are typ-

ically more complex) are more expensive to solve in SHAR®,dbmputational costs
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Figure 3.14: Computational Cost in Practice

in practice are still significantly lower, as compared toflaemodel. While the client-
server system is a simpler system than MIDAS, it costs moe®hee. This is because
I is larger in the client-server systerh £ 8) than MIDAS (I = 3), which results in a
larger model in a PAR scenario. The computational cost otlieat-server system can
be reduced using model truncation, as described in Cha@&¥ (Btep 3.3).

Figure 3.14 illustrates how computational costs increagbeasystem becomes more
complex. Here, we vary the number @atewaysn MIDAS (x-axis), and assume that
eachGatewayconnects to twéensors We plot the number of addition/multiplication
operations needed to solve the two resulting models on tiedsy-Otherwise, the sys-
tem is the same as the example used throughout this chapoee. tihat the y-axis of
Figure 3.14 is plotted on a logarithmic-scale. As can be $een the figure, the com-
putational cost of SHARP is much lower and grows signifigasitbwer than that of the
flat model. For example, it takes more thEit? operations to compute the reliability
solution of the MIDAS system with Gatewaysising the flat model, while it only takes
692 operations to compute the solution using SHARP.

Since the SBMs are likely to be smaller than the flat model, igeaathat SHARP
requires significantly less space in practice than the flatehd he savings are also due
to the fact that we can generate and solve the SBM one at a éntethus reuse the

space.

65



As we discussed in Chapter 3.3.3, it is also possible to edue computational
cost of SHARP via model truncation. We study the tradeoffMeen further reducing
the computational cost and loss of accuracy in Chapter.3.4.2

Lastly, given that SHARP takes the approach of solving mamgiker models rather
than one large model, if parallel processing is availabke cauld solve our models in

parallel.

3.4.2 Accuracy

Our goal is to provide evidence that SHARP is sufficientlyaate to be used in making
design decisions. The goal of design-time approaches rstigze the effect of different
design decisions on reliability rather than obtain absoheliability measurements.
Therefore, we compare tlsensitivitiesof SHARP and the corresponding flat model: if
the differences in the change in reliability estimates aesonably small when the same
parameter is varied in both SHARP and the flat model, then SPA&h be considered

accurate.

Sensitivity Analysis

First, we compare the sensitivities of SHARP and the flat rwtien model parameters
change. We vary a parameter within a range (to be specifieavipehnd observe how
system reliability changes. Here, we present results spomding to varying failure-
related parameters in the MIDAS and GPS systems. We pertbsimd@lar experiments
by varying other parameters and using several other systeatels. The results were

gualitatively similar and are omitted here for brevity.

14For example, at implementation time, it may be appropriateviluate a system’s reliability using
the five 9’s standard. However, this is not typically meafiihgt design time.
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Figure 3.15: Sensitivity Analysis of thieensorPARscenario

The inaccuracies in our estimates come from the solutiothefRAR scenarios,
because of the approximations we made (recall Chapter)3.\8/8 generate the SBM
of the basic scenarios using the same technique as in gxtstthniques, therefore the
results are the same. The solution of the SEQ scenarios ¢$. éka steady state prob-
ability using our stochastic complementation-based aggras the same as one would
solve it directly (by “flattening out” the model and conndwmt thild scenarios appropri-
ately) [49].

We compare the sensitivity at the level of a scenario, andresults of theSen-
sor_PAR scenarios are depicted in Figure 3.15. We varied the failate of the two
Sensordetween 0.1 to 0.5 in Figure 3.15(a) and the recovery ratedsst 0.2 and 0.8
in Figure 3.15(b). We vary the parameters one at a time, @aing other parameters
fixed at their default values (Default values of the MIDAS teys are given in Fig-
ure 3.2). We varied other parameters in BensorPAR scenario, and the results are
qualitatively similar.

As we can see, the reliability estimates of both SHARP andhftatel vary at a simi-
lar rate when the parameters change. For example, in Figls€ed, scenario reliability

drops from 0.96 to 0.87 in SHARP, and from 0.95 to 0.84 in thtenfladel, respectively.
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Figure 3.16: Sensitivity analysis at the system level

Next, we study how the inaccuracies propagate to the sysesel.| In Fig-
ures 3.16(a) - (d), we vary the failure rates of tBensorand Hub components in
MIDAS, and theEM and RG components in GPS between 0.1 and 0.5. In Fig-
ures 3.16(e) - (h), we vary the recovery rates of$keasorHub components in MIDAS,
and theEM andRG components in GPS between 0.2 and 0.8, As in the experiments a
the level of a scenario, other parameters fixed at their ttefalwes.

In these experiments, we observe that results obtained $tdARP closely follow
the flat model. This suggests that SHARP is accurate in predisystem reliability,
while in practice it should result in much better scalapititan the flat model approach.

We also illustrate that SHARP is useful in determining whioimponents are more
critical to a system’s reliability. We have verified this pesty of SHARP in a number
of examples. For instance, in Figure 3.16, when we vary tiheréarates ofSensoi(Fig-
ure 3.16(a)) antHub (Figure 3.16(b)) between 0.1 and 0.5, system reliabiliigtzined
from SHARP change by 4% and 0.4%, respectively. Since thiisys reliability is
affected more by the changes $enso’s failure rate tharHub's, under these condi-

tions Sensolis the more critical component. Note that the differencethechange in
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Figure 3.17: Sensitivity analysis of the Client-Servertegs

reliability estimates between SHARP and the flat model arg small (within a few
percent). We have not observed significant deviations fiwarflat model in any of our

studies. We can thus conclude that SHARP is useful in thilysisa

Effect of Contention Modeling

This section aims at illustrating the importance of modglontention in SHARP. We
use a very simple client-server system with a single scerarireasons given above.
By increasing the number of clients, we can model a highiytended system. For
example, our results with one server and 8 clients are dspict Figure 3.17, where
we present the results of using SHARP without contentionetiod, SHARP with con-

tention modeling by considering the server as a FCFS calleavell as results from
the flat model (which includes contention) as a baseline émnmarison. The differ-

ences between the results obtained from SHARP without ntiotemodeling and the
flat model can be as large as 12% (when the failure rate isWi)e the results with

contention modeling are much more accurate (the error isrgép about 2%, and no
larger than 5%, when the failure rate is 0.2). This occursabse, without contention

modeling, SHARP includes the time spent waiting to be seageprocessing time, thus
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overestimating the processing time. In turn, this loweesrtiability because process-
ing a request may trigger a defect in the server that waittngérvice does not. Results

obtained using other systems are qualitatively similad, @@ omitted for brevity.

Effect of Model Truncation

In evaluating the effect of truncation in Chapter 3.3.3 five study the computational
cost savings. In Figure 3.18, we plot the number of operatieeded to solve for the
reliability of MIDAS with oneGUI, AC, andHub, and vary the number @éatewaysAs

in Chapter 3.4.1, we assume that e&ditewayconnects to twdensorsand increase
the number oSensorsaccordingly. The interactions of eaGatewaywith other com-
ponents are modeled as an instance ofS3kasorMeasuremestenario. There are at
most 100 instances of thfeéensorMeasuremestenario, and at most one instance of
the GUIRequesscenario. In Figure 3.18, we varied the threshold (x-axistted in
logarithmic-scale), and plotted the number of operaticeeded to solve SHARP with
truncation. We fixed the scenario reliability 8ensorMeasuremeiat 0.99, and the
completion time at 1. The system is considered to have faileen any instance of

SensorMeasuremehgs failed. The cost without truncation is our baseline, Gardbe
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considered as having a threshold of 0. As we can see fromd-§d8, the computa-
tional cost savings can be significant: when the thresholdis, the number of oper-
ations needed to solve SHARP with and without truncatioraggroximatelyl x 10°
and 6200, respectively. These results indicate that moaletation reduces the compu-
tationally cost in generating the scenario combinations.

Next, we study the error in reliability estimates when tratien is used (i.e., we
consider only a small range of possible values of the numbactive instances). The
results are depicted in Figure 3.19. We varied the thresimolde x-axis, and plotted
the error in reliability estimates as compared to the reswithout truncation (y-axis).
When the threshold is small (i.e., we consider a wider rammjeglues), the error is

smaller, with the largest error being 0.8% (when the thriesisol 0-2).

3.5 Conclusions

We presented SHARP, a scalable framework for predictingliity of concurrent sys-

tems. Our main idea in modeling concurrency is to allow rpidtinstances of system
scenarios to run simultaneously. We overcame inhererdalsitiy problems by leverag-
ing scenario models and using an (approximate) hierarctéchnique which allowed

generation and solution of smaller parts of the overall rhatia time. Our experimental
evaluation showed that SHARP is more scalable than exisfipgoaches in practice,
and its scalability is achieved without significant degtadain the accuracy of system

reliability predictions.
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Chapter 4

Performance Estimation of

Third-Party Components

As discussed earlier, it is expensive to apply testing-tbagmproaches to assess the
quality of software systems. To address this problem in trext of performance
estimation, we propose a queueing model-based framewatlestimates software per-
formance at high workloads, by applying regression analysing performance testing
data collected at low workloads. We focus on applying thesrfework to estimating
the performance for Web services (WSs), because, as distus€hapter 1, software
designers have to rely on testing-based approaches tcagwdhe quality of software in
the “Binaries Accessible” category, and WS is one such examp

An overview of our framework is depicted in Figure 4.1. In 5t we collect
performance data of the WS being tested using performarstiade In Step 2, we
apply regression analysis to estimate response time atspibiait are not sampled dur-
ing performance testing, using data collected in Step 1. @ain contribution is in

Step 2, where we propose incorporation of queueing modetlsisnprocess, in order

Step 1: Step 2:
Performance Testing Regression Analysis
testing performance Performance
traffic data prediction

Black-box

WS Regression )

A

regression function

Figure 4.1: An overview of our WS performance predictiomfeavork
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to overcome the poor extrapolation results typically alediusing standard regression

analysis-based techniques (as detailed below).

4.1 A Framework for WS Performance Prediction

We describe our framework in details in this section. Spesiif, in Step 1, we send
requests to the WS being tested, and collect the correspgraerage response time.
This process is repeated at different workload intensifResformance testing (Step 1,
Chapter 4.1.1) is typically done to ensure that the systemtefest conforms to some
performance expectations. The challenge in this step ip#réormance testing is quite
expensive, as it involves making a large number of requested WS being tested.
This is especially the case for testing under heavy loadsyevthe testing process can
greatly affect the normal operation of the WS being testdt implication then is that
we have limited data, particularly for the system under lgdaads, to predict the WS
performance. Thus, itis highly desirable to be ablextrapolate- using data collected
under lighter loads to construct predictive models whiahaapable of predicting well
under heavier loads.

In other words, Step 2 (Chapter 4.1.2) involves predictiegponse timdeyond
the sampled arrival rates in Step 1. Extrapolation is a ehglhg problem, and we
have confirmed that standard regression approaches pepimony at this task (refer
to Chapter 4.1.2). Therefore, we propose to use gqueueinglséor response time
prediction, which, however, may give less accurate intiatpmn results. This motivates
us to derive a hybrid approach that combines the more aecurrpolation results
when using standard regression approaches, with the mouesdie extrapolation results

when using queueing models.
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4.1.1 Step 1: Performance Testing

Performance testing has been used in evaluating softwafermance to ensure the
system performs as expected [51]. The goal of performarstimtgeis to understand the
system’s properties, such as system throughput and respioms, given a controlled
workload.

Performance testing may assume an open model, in whicht<kerive to the sys-
tem at a pre-specified arrival ralg;, and leave the system once the request has been
served. It may also assume a closed model, in which the nuailoiients is fixed. In
either case, we are interested in observing the responsenthen we vary the arrival
rate in an open model, or when we vary the number of clientscinsed model.

In the remainder of this chapter, we assume the use of an opdalpand generate
arrivals accordingly to a Poisson process. (We note that chient of a third-party WS,
we can control the arrival process.) Specifically, we getedpa requests at ratie’é, and
measure the response time to each reqkiedt’*. We can then compute the average

response time as

1 .
Ti = = > Tk (4.1)
k

We repeat the test at different valuesiéf, and compute the correspondiig.

A shortcoming of performance testing is the assumption tiratsystem does not
change over the duration of the test. This includes the Wisgteisted, any other third-
party WSs involved, as well as network conditions. In reaHa applications, this
may not be the case. For example, making a large number oésexjto a WS may
be perceived as an attack. Thus, administrators may blackesting traffic, and, as a
result, we would not be able to gather performance data. agas motivates the need
to limit performance testing, particularly at higher warlitls, and devise approaches for

accurate extrapolation.
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4.1.2 Step 2: Regression Analysis

The goal of regression analysis is to model and estimatenia-output relationship
between random variables based on observed data, and thénmeusiodel for predic-
tion. In our context, we apply regression analysis to molelrelationship between
the arrival rate and the WS response time, and predict W®nsgtimes at arrival rates
that are not sampled during performance testing. The stagedeling is often referred
as “training”. We often need to assess the effectivenessti@imed model before we
deploy it to real-world environments to make prediction.eTdtage of assessment is
often referred as “testing” (or “evaluation” to avoid beiognfused with performance
testing). The assessment is accomplished by comparingdlkelim prediction on data
with known arrival rates and responses times. However, datishould have no over-
lap with the data used in the training stage so that the medwitiover-optimistic.

As noted earlier, we differentiate two different types oéghictions: interpolation
when the arrival dates awithin the range of those being collected during performance
testing, and extrapolation when the arrival datesoartsidethe range.

Statistical models for regression analysis can be broddbsified intoparametric
andnonparametric
Parametric regression In parametric regression, we specify a regression funetibh
unknown parameters to capture the relationship betweeartival rate and the response
time. One can leverage prior knowledge about the relatipgsamong variables to
determine a suitable regression function. An example ssipa function is anV:-

degree polynomial, i.e.,
N

T(Ap,d@) =Y a;(Ap)’ (4.2)

=0
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where g is the average customer arrival rate to the WSs the unknown parameter
vector, representing the coefficients of the polynomial.édt@mate it using performance
testing data.

More specifically, given a regression function and data frerformance testing
(pairs of values oﬂg andiﬁﬂ'), we would like to findd = (aq, aw, . . ., ax) such that the
mean squared error between the measured response timecamodel’s prediction is

minimized. This problem can be formulated as the followipgmization problem:
minimize ) (17 — T(\};, @))? (4.3)
j

whereT'(\,, &) is the predicted response time when the external arrivalisat,. This
problem can be solved using standard optimization teclesifRe].
In addition to fitting data with a polynomial, we have also sidiered fitting the data

with an exponential function. i.e.,
T(A\p, @) = aye™* (4.4)

whered is estimated using regression.

Once we have estimated the unknown parameters, we predpbnee time, by
plugging in the arrival rate of interestz, and parameters estimated from regression,
In this work, we consider another two types of regressiorctions — splines and
neural networks. Splines are piecewise-smooth polyn@miék used cubic splines in

our experiments (a standard choice in many application§.[25
Neural networks (NN) are another common approach for regresArchitecturally,
a neural network is a set of connected linear and nonlineauroms”. They can model

highly nonlinear functions with sufficiently complicate@twork architecture. In our
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experiments, we have used 3-layer neural networks. Thddyst is the input layer,
representing the arrival rate. The output layer correspdadhe response time. The
hidden layer is a layer of nonlinear processing units whrelmgform the input with
tanh functions. The transformed inputs are then linearly comdbito form the output
[13].

Nonparametric regression Nonparametric approaches make predictions directly uti-
lizing the observed data, without specifying explicitlyeggression function. An exam-
ple of nonparametric approaches is Gaussian process (@P)Ifbour work, the GP
encodes similarity among data (i.e., pairs of arrival rated response times) with ker-
nel functions and makes predictions by combining (nonlineasponse times from
observed data. Intuitively, a closer training data\atto )\ contributes more to the
final prediction om\ ;. Our experiments use the so-called “neural netwark kernel”

as it performs the best when compared to a few other alteasati

A Shortcoming of Standard Regression Analysis

To illustrate a shortcoming of applying standard regresaimalysis for WS performance
estimation, we show how well these approaches extrapokltsmore comprehensive
validation is presented in Chapter 4.2.

In this experiment, we use extrapolation error as our metfe collected perfor-
mance testing data by varying the arrival rates, until ttetesy has been saturated (i.e.,
when the system has started returning errors because afrcessaturation). We then
divide the data into two sets: the training set and the viabdaset. Data in the training
set, consisting of the data points in the bottom 60% of thizarrates sampled, was
supplied to the regression algorithm. Then, we computextragolation error by com-
paring the predicted response time and data in the valiagg which corresponds to

the data points in the upper 40% of the arrival rates sampled.
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Figure 4.2: Extrapolation using standard regression nustho

Here, we show the results using the Java Adventure BuildB) @pplication [3].
This simple travel agent WS is provided by Sun to demonstreedevelopment and
deployment of a WS. It is an atomic WS (i.e., one that does rakemmequests to other
WSSs), that makes requests to a local database server. Qemslyas 54 customers and
1,022 bookings.

The extrapolation results are depicted in Figure 4.2. Datée training set and
the validation set are depicted as circles and squaressatsgly. We depict results
based on as'*-degree polynomial in Figure 4.2(a) as, in this experimér, results
of using ans8’*-degree polynomial were more accurate than those usinqipwolials
of other degrees. We observe, from Figure 4.2, that stanmegrédssion techniques are
unable to predict response time when the arrival rates adaeuof the data used as
input to regression analysis. Specifically, all five apphescwe studied predict the
response time to remain flat when the arrival rate increasgsria the sampled arrival
rates, instead of increasing rapidly as the system nearsasiah. Indeed, the fact that
standard regression approaches may give poor extrapolasults is a well-known

problem in the regression literature.

A Queueing Model-Based Framework

To address the shortcoming that standard regression ap@®éend to perform poorly
at extrapolation, we propose a queueing network-basedeframk to estimate the

response time of black-box WSs. More specifically, we useigung models to derive
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a function that describes the relationship between arratals and response time; this
function is then used as the regression function in paracetgression for response
time prediction. The challenge is, however, that we do navkthe structure of the
WS being tested. For example, we do not know if it is deployedierver, using a
three-tier architecture as in [74], or if it makes use of otiSs. In the absence of
structural information, we approach this problem by usirsyide of queueing models,
and as shown in Chapter 4.2, this provides us with insightieth@ performance of the
WS. For example, we can determine the stability conditidrn®® WS using the most
pessimistic model.

In presenting our queueing model-based framework, we fisstuds single-queue
models, followed by queueing network models. We also giverse instantiations of
the queueing models we have considered in our evaluatiohapter 4.2.
Single-Queue Models:A single-queue model is characterized by: (1) éneval pro-
cess which describes the workload characteristics; (2) $bevice time distribution
which describes the characteristics of the servers; anthé3jumber of serverswvhich
describes the degree of concurrency. As a client to a WS, wecaatrol the arrival
process by adjusting the performance testing parametaranteters related to the ser-
vice time distribution are estimated using regression levtiie number of servers is
determined by the system modelers. Given this informati@can derive the average
response time as a function of arrival rate and other modeinpeters, and estimate
model parameters by applying standard regression analgsig data collected from
performance testing.

Since information about the WS being tested is limited, inggal, it is challenging
to determine the number of servers and the service timdhistsn. However, in our
validation in Chapter 4.2, we show that even with simple @iyl models (as detailed

below) one can gain valuable insight into the WS being testemt instance, we can
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determine the stability conditions of the WS, which are ukef, for instance, deter-
mining how much workload one should send to that WS.

M/M/1 Model: As an example, let us consider the M/M/1 model (i.e., with s&mn
arrival process and exponential service time distribytiorhe corresponding average
response time is then [69]

T(Ag,p) =1/(1— Ag) (4.5)

where A\ and i are the average customer arrival and service rates, resggctWe
apply regression analysis to estimatausing performance testing data. In applying
regression analysis, we need to specibypstraintdo ensure that the resulting system is
stable, i.e., in the case of the M/M/1 model, that \g.

Another important consideration is the choice dftarting pointto the regression
problem. It has been proven that regression algorithms ndrttie global optima when
the objective function is convex, no matter which startioghnpwe choose [26]. How-
ever, as opposed to using a polynomial as a regression dumcising queueing models
may result in a non-convex objective function. An exampl@woiff objective function
is depicted in Figure 4.3, in which we apply the M/M/1 modetthe AB WS. In this
example, the highest arrival rates we used in performarstmge\;2** = max;\%,, is

15, and we varied (x-axis) between 15.01 and 15.5. The MSE is plotted on theiy-a
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Figure 4.4: Extrapolation using queueing models

and it can be shown that this objective function is not conVeappears that the objec-
tive function is convex whep < p*, wherep* is the optimal point that gives the lowest
MSE (in this example, whep ~ 15.03). Therefore, we set slightly larger than the
highest arrival rates used in the performarﬁc@‘f"lc (we setu to 1.0015\75” in our evalu-
ation). We have experimented with other starting pointd, @ results have indicated
that our choice has yielded good results. We are unsure i¢loaice of a starting point
is optimal; such analysis is out of the scope of this chapter.

We apply regression analysis to predict the response tinleeoAB WS using the
M/M/1 model, with results depicted in Figure 4.4(a). Eveough the M/M/1 model can
predict the rapid increase in response time (beyond a nddadl), it does so pessimisti-
cally in this case, i.e., this increase occurs much sooraer iththe actual system. One
reason for this is that the exponential service time distrdm assumption is unlikely to
hold in a real system. Thus, the M/M/1 model illustrates thsib idea and motivates

the use of more complex models, as we do next.
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M/G/1 Model: The M/G/1 model allows a general service time distributioat tis
characterized by its mean and variance. The correspondigrg@e response time is

[69]:

)\EO'2

1
T()\E,LL, O') = E + (46)

wherecs? is the variance of the service time distribution. We applyression analysis
to estimate botlx ando using performance testing data.

The results of predicting response time of the AB WS using MifGodel is depicted
in Figure 4.4(a). The M/G/1 model is more accurate than thelM/imodel, due to the
more general model of the service time distribution.

M/M/m Model: The M/M/m model relaxes the single-server assumption of the
M/M/1 model, i.e., we have a single queue withservers. The corresponding average

response time is [69]:

1
T()\E, u,m) = PQ% + ﬁ (47)

wherep = A\g/(mu) and Py, the probability of queueing, is given by [69]:

(mp)™ p
P = — 1 1_0/) (4.8)
m—1
_ (mp)* | (mp)™ 1 4.9
Po (k:0 x oy (1—,0)) (4.9)
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To illustrate the use of multi-server queueing models, wes@nt results using the
TPC-App benchmark [6] we deployed, which we refer to as TPCGiWBe remainder of
the chapter. This benchmark emulates a bookstore WS emv@on in which customers
can create an account, search for books, place an ordeetziege the status of an order.
Our deployment of TPC is depicted in Figure 4.5. The WS makeofiseveral internal
WSs: an Order WS, an Item WS, and a Customer WS. Each of the ithtiernal WSs
runs on a separate physical machine, and queries a localedataOur system has 100
customers, 500 books, and 30,000 order records.

The extrapolation resuftsising the TPC WS are depicted in Figure 4.4(b). While
the results based on the M/M/m model are more accurate tlae fased on the M/M/1
model, they are still pessimistic. One reason is that the W8owas deployed on four
machines, and each machine has its own queue. Thereforgla-gueue, multi-server
model, such as the M/M/m model, may not be as accurate as al mvatemultiple
gueues, which motivates consideration of queueing netwmdels.

Queueing Network Models: To simplify our discussion, we assume an op&N of
M/M/1 queues. We also assume there is only one class of cessorthe arrival and
service processes for all customers are the same. In such, a Qdeue may, e.g.,
represent an internal server (such as a Web server or a databaver), or another WS.
With these assumptions, our QN is a product-form network 11

The first piece of information needed in addition to singlege models is theum-
ber of queueswhich is estimated by the system modelers. This correspomdhe
number of physical servers (e.g., database and applicagivers) that serve a client’s

request. One approach is to try different number of queuskdatermine which gives

IHerem = 2; different values ofn gave less accurate results.
2A closed model can be used without significant changes togpnoach.
3In general, more complex QNs can be used and still remairugteidrm [11]; We would then update

Egs. (4.12) — (4.15) to reflect that.
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the most accurate results. We use a two-queue QN to modePGaAlS in Chapter 4.2,
as it generates the most accurate results among QNs widrehif number of queues.
For each queue, in addition to the parameters specifiedgtesqueue models, we need
to determine itwisit ratio, using regression (see below).

We now define a QN model more formally. L&t be the number of queues,; be
the probability of going to queugupon leaving queug pg,; be the probability that an
external arrival goes to queudgandp; r be the probability that a customer leaves the
system upon leaving queu]ewherezj pi; + pi.e = 1. Note that in a WS, a customer
always arrives at the WS being tested (e.g., a customer taend requests directly
to an internal database server). If we assume Queue 1 is theaM§ tested, then
pe1 = 1,andpg, = 0 forall i # 1.

The visit ratio of queue is given by [69]
v, = Ppi + Z VjDj (4.10)
j
where the total arrival rate at quelis
Ai = Apv; (4.11)
Given \; for each M/M/1 queué, the average number of customers in queus;, is
[69]:

)\i o )\E'Ui
i = A i — At

N; = (4.12)

Since the QN is product-form, the joint probability of hayim;, customers in queue
,1<i<K,is

P(ni,ng,...,ng) = HP(nZ) (4.13)
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whereP(n;) is the probability that there are customers in queue Here, the average

number of customers in the system, is

N=S N =Y e (4.14)

T M T AEV;

Thus, using Little’s result [69], the average response igne

N 1 )\E'Ui V;
T—_ — G S 4.15
AE AE Z i — AEV; Z i — AEv; ( )

7 7

We can simplify our process as follows: instead of estintatime entire routing
matrix (i.e., thep; ;'s) and compute the visit ratios, we choose to estimate thieratio

v;'s directly. Furthermore, if we multiply Eq. (4.15) &y /v;)/(1/v;), we obtain:

Vi 1/Uz
T = 4.16
zi::ui_)\EUi ) 1/v; ( )
1 1
— = S 4.17
Z#z‘/%‘—)\E Zai_)\E ( )

7 i

wherea; = p;/v;. Rewriting Eq. (4.15) as Eq. (4.17) allows us to simplify teeponse
time estimation process by using regression analysis imat&.; /v; directly, instead
of their individual values.

We apply this QN model to the data collected from the TPC W$) wie results
depicted in Figure 4.4(b). We observe that the QN model isenaacurate than the
M/M/1 and M/M/m models, because of its more accurate desonpf the TPC WS’s
structure. This QN model, however, is too optimistic whem drival rate is high. This
suggests that we should use a suite of queueing models tostizwae the behavior of a

WS, rather than a single model.
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Table 4.1: Comparisons of TPC WS interpolation results
A | measured ON error NN error

0.7| 1.13700 || 1.03342| 0.10358| 1.14992| 0.01292
1.1| 1.35670 | 1.31543| 0.04127| 1.33618| 0.02052
15| 1.74110 || 1.82561| 0.08451| 1.78227| 0.04117
1.9 2.94880 | 3.09797| 0.14917| 2.90909| 0.03971

A Shortcoming of Queueing Models

While the extrapolation results using queueing models atebthan those of standard
approaches, their interpolation results are not as good.CHm be explained as follows.
System response time increases rapidly when the systernds tb being saturated,
and hence the slope of the response time function is verp stben\y is high. This
property causes the regression algorithm to try fitting dataigh workload intensity,
because a slight error in the estimated parameters reswtsy large errors in these
data points. Given that the queueing models usually havepameters to fit (e.g.,
the M/M/1 model only has one parameter), the regressiorrigthgo cannot adjust the
parameters to fit data at low workload intensity, and heneedbponse time estimates at
low workload intensity are not as good using queueing mod&tsthe other hand, stan-
dard approaches are usually more flexible in fitting data #t lwov and high workload
intensities, and hence are able to produce more accurat@ahation results.

As an illustrative example, consider the TPC WS we usedezaile provided every
other data point collected during performance testingaasitrg data, and the remaining
data points were used to compute interpolation errors. W shsults using the QN
model and NN, because these results are most accurate ameungiigg models and
standard regression approaches, respectively. Note thatesent the results here as a
motivation for the hybrid approach in Chapter 4.1.2; we pitsent a more comprehen-
sive validation with other aforementioned models and WSShapter 4.2. The results

are depicted in Table 4.1.
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Figure 4.6: An overview of the hybrid approach

We can see that the interpolation errors of QN are higher thase of NN, e.g.,
when Az = 0.7, the error of NN is 0.01292 (or 1.136%), while the error of QN i
0.10358 (or 9.11%). These results have motivated us toealartwbrid approach, that
takes advantage of the low interpolation errors of standagokession approaches at low
workload intensity, and more accurate extrapolation tesafl the queueing models at

high workload intensity.

A Hybrid Approach

How do we take advantage of the better interpolation acgundstandard regression
approaches at low workload intensity, and the better egtedion results of the queueing
models at high workload intensity? Figure 4.6 illustratesgroposed hybrid approach.
Recall thatS\”EW‘ is the highest arrival rate sampled during performancénigst

The main idea is to first fit queueing models with performaresting data at the
sampled arrival rates\; < ;\’g‘”, Step 2a), and then generate new performance data
points at higher arrival rates > 5\’]5”) using the fitted queueing model (Step 2b). In
the final Step 2c, we augment the real performance testirsgvdtth the QN-predicted
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performance testing data. We then apply standard regreagiproaches to the aug-
mented data to build a new prediction model which fuses kadge from the queueing
model.

We hypothesize that the resulting model has low interpatedirrors at low work-
load intensity, as compared to using queueing models alamées being able to extrap-
olate response time at high workload intensity, as comparading standard regression
approaches alone. The following example supports the hgsa. More detailed vali-
dation results are given in the next section.

As an illustrative example, consider applying this hybiigbeoach to the TPC WS.
Since the interpolation results using NN are most accurateng standard approaches,
and the extrapolation results using QN are most accurat@gupeeueing models (Fig-
ure 4.4(b)), we use QN in Steps 2a and 2b, and NN in Step 2c imethdts to be
presented here and in Chapter 4.2. We refer to this apprea@iva.

Step 2a We fit data collected during performance testing at the $adhg@rrival rates,
depicted as circles in Figure 4.7, using a QN with 2 queuéso(lnced in Chapter 4.1.2).
In this example, the parameters of the QN, obtained usingss@gn analysis by sup-

plying Eq. (4.17) as the regression function, afe= 2.5908 anday = 2.5912.
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Table 4.2: Errors in response time estimates u§ng’

\p | measured| QN3 ON NN
0.7| 1.13700| 0.01381 | 0.07936 | 0.00310
0.9] 1.22280 || 0.00072| 0.04008 | 0.00536
1.1 1.35670| 0.01968 || 0.01533 0
1.3| 1.55030| 0.03610 | 0.00113 0
1.5 1.74110 || 0.04974 | 0.09206 0
1.7 2.20000 || 0.02348| 0.04464 || 0.32503
1.9 2.94880 || 0.04137 | 0.05449 || 1.00066
2.1| 5.05620 || 0.98818| 0.98297 | 3.07344
2.3 | 21.17940| 14.29826| 14.30680| 19.18136

Step 2k The next step is to generate new data points using this QNehfoydplugging

in \g > 5\’5‘”, a1 anday into EQ. (4.17). In our example, the new data points are
depicted as triangles in Figure 4.7.

Step 2c¢ Finally, we take the data from Steps 2a and 2b as inputs enaatd regression
approach (in our example NN), with results depicted in TdbZand Figure 4.7.

The results in Table 4.2 indicate that the interpolatiomsriof Q N3 are compa-
rable to using NN alone and are lower than using QN alone. Atsdime time, the
extrapolation errors of) N? are very close to using QN, and are lower than using NN
alone (which produces poor extrapolation results). Theselts illustrate thaf) N3 is
more accurate than using either QN or NN alone. A more congm&tie validation is

presented next.

4.2 Validation

We perform an extensive evaluation and comparison of theoappes described

in Chapter 4.1, i.e., standard regression techniques,ejugunodels (QN, M/M/1,
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M/M/m, and M/G/1), andQN®. Concretely, we analyzed 4 WSs with different con-
figurations. We predict response times using above statgaaghes and report their
errors.

The 4 WSs which have analyzed are the AB WS and the TPC WS thdepleyed
in a controlled environment (both described earlier), drel\Weather WS [7] and the
Geocoding WS [1] that are “live”. Analysis on other “live” VB&nd “fictitious” WSs
yielded similar conclusions and are thus omitted for bgevit

We report RMSE — (squared) root of measure squared errorsomanonly used
evaluation metric in regression analysis. The errors afmett as the differences
between the predicted values and the measurements (gtauthyl- For each WS, we
sent 10000 requests at a fixed arrival rate according to a®omocess, and computed
the average response time. This process was repeated atdffetdnt arrival rate val-
ues. The data was then split into two sets (with details goedow): data in the training
set was supplied as input to each approach, and we compueghgroach’s RMSE
using its predictions and data in the validation set.

In what follows, we report first results anterpolation In this setting, parameters
of our models are estimated on training data (i.e., diffeegrival rates) whose value
ranges are the same as validation data. Then, we reportsreswxtrapolation where
the ranges of training data and validation data are disj@uir evaluation results show
that, while other techniques perform well on either inté@ion or extrapolation) N

performs the best ibothcases.

4.2.1 Interpolation Errors

In this set of experiments, we choose an odd number of datagpdhn example is the

data in the first two columns in Table 4.2. We sort them accogythh the corresponding
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Table 4.3: TPC WS interpolation errors

A | measured ON M/M/1 | M/IM/m | M/G/1 Poly
0.7| 1.13700 || 0.10358| 0.52988| 0.20194| 0.45465| 0.10844
1.1| 1.35670 || 0.04127| 0.55485| 0.26512| 0.39676| 0.10039
1.5| 1.74110 || 0.08451| 0.56063| 0.30143| 0.24797| 0.26089
1.9| 2.94880 || 0.14917| 0.71227| 0.47936| 0.01250| 0.70997
Exp | Splines| NN GP QN3
1.13034| 0.16458| 0.01292| 0.08168| 0.01292
1.30735| 0.16070| 0.02052| 0.04575| 0.02052
1.37532| 0.55890| 0.04117| 0.08720| 0.04117
0.23740| 1.77780| 0.03971| 0.65222| 0.03971

Table 4.4: Average Interpolation Errors
QN | M/M/1 | MIM/Im | M/IG/1 | Poly
TPC 0.0946| 0.5864| 0.3120| 0.2780| 0.2949
AB 1.7508| 2.3515| 2.3141 | 1.0578| 0.4948
Geocoding| 0.1847| 0.2154| 0.2228| 0.2417| 0.0876
Weather | 0.0430| 0.2340| 0.0939 | 0.1308| 0.0846
Exp | Spline| NN GP | QN3
TPC 1.1026| 0.6655| 0.0286 | 0.2167| 0.0286
AB 1.9163| 0.5784| 0.2451 | 1.2404| 0.2451
Geocoding| 0.1168| 0.0787| 0.0513 | 0.0659| 0.0513
Weather | 0.3587| 0.1107| 0.0878 | 0.3199| 0.0878

arrival rates and then select the data points, alternatatgyden the training and the
validation data sets.

Note that since the first and the last data points are alwdgstsd for training data,
we are guaranteed that the arrival rates in the validatitena® always within the range

of the rates in the training data.
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In Figure 4.8, we illustrate the fitted regression curveaydin blue) along with the
training data (using squares) and the validation data gusirtles). In Table 4.3, we
report the errors of the TPC WS at different arrival rates] enTable 4.4, we report
the average interpolation errors across all arrival ratesefich of the 4 WSs - best
performing techniques are shown in bold. Detailed reswitshe other 3 WSs have
similar patterns to those reported in Table 4.3 and are thmikex.

From Table 4.3, we observe that the M/M/1 and M/M/m modelg gigher interpo-
lation errors than the QN model in the TPC WS. This illustsdteat the QN model is a
better description of the TPC WS than the M/M/1 and M/M/m nisgdieecause the TPC
WS was deployed on four physical servers, and hence the QMImetich assumes
a multi-queue system, describes the TPC WS more accurdtahythe single-queue
systems.

From Table 4.4, we observe that while applying the QN mod#i¢or PC, Geocod-
ing, and Weather WSs had lower interpolation errors, it higtidr interpolation errors
than the M/G/1 model when it was applied to the AB WS. This isause (1) the AB WS
was deployed on a single machine, in which the M/G/1 modeldtadrately described
as a single-queue system; and (2) the QN model uses expalngaiiice times, which
is unlikely the case in our performance testing. The M/G/Hetpon the other hand, is
able to more accurately capture the service time distobyfs it assumes a general ser-
vice time distribution. This illustrates that the M/G/1 nebds more accurate if the WS
is a single-server WS. Since we do not know if a WS being testadsingle-server or
multi-server system, these results indicate that we shasddh combination of queueing
models, because none of the queueing models outperforraaxdtars.

Now let us study the accuracy of using polynomials. We expenit with polyno-
mials of different degrees to fit the results of the 4 WSs, am$gnt the results with

the lowest interpolation errors in Figure 4.8: gt+degree polynomial for the TPC WS,
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a 12'"-degree polynomial for the AB WS, &"-degree polynomial for the Geocoding
WS, and &"¢-degree polynomial for the Weather WS. From Table 4.4, ttexpolation
errors of using polynomials are similar to the queueing ngdeand outperform all four
gueueing models in the Geocoding WS. We conclude that thefysglynomials gives
similar interpolation results as the queueing models.

While the exponential model gives good predictions whenattival rate is high,
the predictions are lower than the measured response tirae thie arrival rate is low,
which results in high errors. This is more visible in the TPG\(Figure 4.8(a)(vi)),
in which the model has underestimated the response time wher 1.5. This is
because the exponential function increases at a diffeatstinan the measured data. In
fitting the data, the regression algorithm “sacrifices” theusacy of the response time
at low workload intensity. The reason is that if the regr@ssilgorithm fits the data at
low workload intensity, the rate that the response time gmesould be too low in the
exponential model, and hence causing large errors whemnrtiralaate is high. If the
regression algorithm fits the data at low arrival rates, #éngd errors at high workload
intensity offset the small errors at low workload intensifjherefore, the regression
algorithm chooses to sacrifice the accuracy at low workloéehisity. For this reason,
we concluded the exponential function is not a good functomodel WS response
time, as it underestimated the response time when the WS gtdlytloaded.

In our experiments, splines exhibited overfitting, whicbharacterized by decreases
in response times even when the arrival rates increase ifef§jgure 4.8(b)(vii)). This
undesirable property makes it not a good approach for iatatipn.

In general, from Table 4.4, NN and GP had lower interpolagioors than the queue-
ing models, and NN had lower errors than GP. For example,arGocoding WS, the
interpolation errors of NN and GP (0.0513 and 0.0659, respyg) were lower than

the most accurate queueing model (QN, whose error is 0.18#xXyever, we observed
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that the interpolation errors of GP were noticeably higmantthose of the queueing
models in the TPC WS. This is because GP used a straight lioenioect data points
at high workload intensities, causing high interpolatioroes when\; = 2.1 in Fig-
ure 4.8(a)(ix). Despite the possibility of overestimataimigh workload intensities, the
results have indicated that NN and GP are better approakhrsising queueing mod-
els for interpolation. We consider accuracy in interpalatan advantage of standard
regression approaches over queueing models.

Note that the results @) N* were the same as NN in this experiment. This can be
explained as follows: since we supplied data at high wokkliogéensities (i.e.\p ~
X’g‘”‘), little or no new data is generated in Step 2b. Hence, the sigbplied to NN in

QN3 in Step 2c was the same as the data supplied to NN when it wasusdul alone.

4.2.2 Extrapolation Errors

The next experiment studies how well the models predictaesp times beyond the
range of arrival rates used in performance testing. As irreékalts presented in Chap-
ters 4.1.2 and 4.1.2, the training set consists of data poorresponding to arrival rates
in the lower 60%, and the evaluation set consisted of dat&poorresponding to arrival
rates in the upper 40%.

The results are depicted in Figure 4.9 and Table 4.5. As irdbalts in Chap-
ter 4.1.2, the standard regression approaches prediateghses in response time at
much slower rates in many cases. For example, the standgwelsston approaches
predicted the response time staying flat, except in the Gi#ogd/NsS, in which poly-
nomial and spline correctly predicted the response timesaging (Figures 4.9(c)(v)
and 4.9(c)(vii)). This is because the response time hadestdo increase rapidly
when\ gz = 2.3. Polynomial and spline even predicted the response time togvn

in the TPC, AB, and Weather WSs. This provides evidence tigadsrd regression
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Table 4.5: Extrapolation Errors

A measured QN M/M/m QN3

1.70000| 2.20000 | 0.04464 | 0.39427| 0.02348

TPC 1.90000| 2.94880 | 0.05449 | 1.67352| 0.04137
2.10000 | 5.05620 | 0.98297 | 30.12275| 0.98818

2.30000 | 21.17940| 14.30680 - 14.29826

13.50000| 1.85298 | 2.66497 | 17.90088 3.87008

AB 14.00000; 4.46033 - - 58.95611
14.50000| 10.85322 - - 676.94406

15.00000| 26.64767 - - 2495.16183

2.85710| 0.97300 | 0.14335| 0.34484| 0.08964

3.07690 | 1.17120 | 0.15661 | 0.48525| 0.16062
Geocoding| 3.63640| 2.74360 | 0.39774| 1.81043| 0.41562
4.44440| 6.72810 - 4.22958 | 277.91401

3.07690 | 0.60660 | 0.13125| 0.10086| 0.06777

3.63640 | 0.96270| 0.03293| 0.01556| 0.14722

Weather 4.44440| 1.68640 | 0.19728 | 1.23738| 0.22925
5.00000 | 4.09690 | 1.55715 - 1.35149

approaches are not effective at extrapolating models mda@f handle inputs outside
of the range of their training data. As discussed earligs, ifna major shortcoming,

because it is often infeasible to do performance testinggdt Wworkload intensities, as

discussed in Chapter 4.1.1. However, in order for theseoagpees to accurately predict
response time at high workload intensities, they requita dahigh workload intensi-

ties, which can overload the system being tested.

The queueing models performed better than the standardssgn approaches, as
they predicted the rapid increase in the response time, ahal rates were high. We
observed that while the M/M/1 and M/G/1 models correctlydicted the rapid increase
in response time, they were more pessimistic than the QN mddeés is because they
assume a single-server, whereas WSs are typically not. , Thaswo single-server

models overestimated the utilization of the system, andé&gave pessimistic results.
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In addition, the M/G/1 model was unable to predict respomse in the TPC WS at
high workload intensity (Figure 4.9(a)(iv)). Upon closesaenination of the estimated
parameters, in this particular example, the regressioorighgn estimated the service
rate to be very highy( ~ 4000), which was much larger than other queueing models
(e.g.,» = 2.31 in the M/M/1 model). This indicates that the flexibility indlservice
time distribution of the M/G/1 model may cause poor extragioh results, and therefore
the M/G/1 model should be used along with other queueing msadextrapolation.

Qualitatively, the results of the M/M/m model were compéeai those of the QN
model: the results were similar in the AB WS, while the M/M/nodel was more
optimistic in the Geocoding WS, and it was more pessimistithe TPC and Weather
WSs. To compare the two models more closely, we tabulatextiep®lation errors
in Table 4.5. An “~" in the table indicates that the model peceslthe system as being
unstable at that arrival rate. As we can see from the tab&eQiN model had lower
extrapolation errors than the M/M/m model in all WSs, exdeptthe Geocoding WS,
in which the QN model was more pessimistic, and consideredyistem as unstable
when Az = 4.44. This indicates that the QN model is a better model than thd/4/
M/G/1, and M/M/m models.

The extrapolation results ¢} N were comparable to the results of QN, as we used
QN for extrapolation. These results indicate thav? has lower extrapolation errors
than NN (which is unable to extrapolate), and that the exiatjon results of) N? are
comparable to those of using QN alone.

Summary: Combining our results in Tables 4.4 and 4.5, we observe(i¥t can per-
form well at both, interpolation and extrapolation taskd abetter than using standard

regression approaches or queueing models alone.
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4.3 Conclusion

It has become more common to integrate third-party softwarsponents for creation
of new systems; hence it is important to understand perfocamaharacteristics of third-
party components. To reduce the cost of performance testiagestimate the perfor-
mance of third-party components during high workloads gisiata collected at low
workloads, and apply our approach to performance estimaifo/NSs. Our hybrid
approach combines the low interpolation errors of standegression analysis with the
low extrapolation errors of queueing models for response tprediction. Our valida-
tion results indicate that the hybrid technique is accyieompared to using standard
regression approaches or queueing models alone. Thus,ligeebhat our technique
can be used to improve system that involve third-party camepts. For instance, our
approach can be utilized by service selection techniqués4a&]. In this context, a
WS can be composed dynamically, where performance chasdcs can be part of the
selection criteria. Our approach can support such teclesigy providing performance
estimation information for a given WS, i.e., so that suchrapphes can make more

informed decisions.
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Chapter 5

Parameter Estimation in Quality

Analysis of Software Components

As we discussed in Chapters 1 and 2, a major obstacle in dasigrsoftware quality
analysis techniques is that it is difficult to reliably deténe a software system’s opera-
tional profile, because the implementation is not availaBbasting approaches simply
assume the operational profile, which describes the systencomponent’s usage, is
available, and have not adequately addressed this problem.

In this chapter, we focus on operational profile estimatiorcomponent reliabil-
ity prediction. Estimating the operational profile for pgrhance prediction requires
integrating information about the performance of undedyiirmware (e.g., operation
systems, middleware, and hardware) into the analysis,imikipart of our future work
(see Chapter 6.2.1).

In Chapter 5.1, we describe a component-level reliabiligdpction framework [19],
and highlight the parameters it requires. In Chapter 5.2d@seribe sources of infor-
mation that are available during the design stage, and ibeskow they can be used
in generating operational profiles. Finally, in Chapter, w8 compare our results with
results obtained from an implementation, which are usedyesuhd truth”. While we
focus on operational profile estimation at the componera)eve believe what we pro-

pose in this chapter also applies at the system level.
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Figure 5.1: Dynamic Behavior Model of ti&ontroller Component
5.1 Component Reliability Prediction Framework

Before we describe our operational profile modeling processfirst describe a com-
ponent that we use as a running example throughout this @haphe example that
we use in this chapter is that of ti@ontroller component of the SCRover (depicted in
Figure 5.1), a third-party robotic testbed based on NASASIRIlission Data System
framework [15]. This testbed contains requirements andigctural documentation
as well as a simulated robotic platform. SCRover is the imglleted prototype of a
robot that is capable of performing different missions sashvall-following, turning at
a given angle, moving a fixed distance in a given directiod,idantifying and avoiding
obstacles. Here, we focus on the behavior of the robot in &felddwing mission: it
should maintain a certain distance from the wall; if it mot@sfar from or too close to
the wall, or encounters an obstacle, it has to turn in an gyjate direction to correct
this. As soon as the state of the robot changes, it has to @pdadtabase with its new
state.

Here, we describe a component reliability prediction freumdk in [19] that we
apply our operational profile estimation approach to. Feeed exposition, we present

this framework as a three-phase process depicted in Figre 5
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\

In Phase 1, we determine an appropriate set of statéshe component’s reliability
model by leveraging architectural models. In Phase 2, werghete the values of the
transition matrix” of the reliability model by leveraging information availatat the
architectural level. Finally, in Phase 3, we compute congmbmeliability by applying
standard techniques [70]. We briefly describe each stegeinetmainder of this section.

We focus on Phase 2 in this chapter. This involves estimaimgperational profile
of a component, which is represented by transition protiegsilin the reliability model.

Details of Phase 2 is given in Chapter 5.2.

Phase 1: Determining States

In Phase 1 of the component reliability prediction framekware determine the set
S by leveraging architectural models and performing stashdechitectural analyses
[47]. There are two types of states in the sethat need to be determined: states
corresponding to component’s normal behavi$rand to faulty behaviorf'.

We leverage a component’s dynamic behavior model [61] ireotd determine
behavioral states (sé&t) of our model. A dynamic behavior model of a software compo-
nent is often depicted by a state transition diagram thatshbe internal states of the
component, the transitions between them, and the eveaptiguirs that govern these
transitions (e.g., as in UML’s statechart diagrams). Theaahyic behavior model of the

Controller component is illustrated in Figure 5.1 and consists of saxest Idle (B,),
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Estimating Sensor DatéB,), Turning Left(Bs), Turning Right(B,), Going Straight
(Bs), andUpdating Databas€Bs). We map the states of the dynamic behavior model
directly to the behavioral states of the Markov chain religbmodel (Figure 5.3).

To determine the failure states (§€twe analyze the architectural models of a com-
ponent. The multi-view approach to modeling a componentritesd in [61] allows for
the detection of architectural inconsistencies. Stantigtthiques for architectural anal-
ysis [47] can be adopted to this end. The results of architacanalyses can be lever-
aged to represent defects, which contribute to the unibtiabf the component. Once
we have identified the defects, we designate a failure sbateaich class of defect. For
example, we identified two defects in t@entrollercomponent in Figure 5.1: Defedt
affects theEstimating Sensor Datstate, and Defeet, affects theTurning Leftstate. We
model the two defects as different classes, and designatiailure stated” = {F}, I}

to correspond to the Defecfs andd, respectively.

Phase 2: Determining Transitions

Values of the transition matri¥ are determined in this phase using various sources

of available information. Given the states, determinatidrtransition probabilities
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between these states remains a challenge. A critical diffibere is the lack of informa-
tion about the operational profile and failure informatidth® component. We address
this problem by (a) identifying and classifying the utility information sources avail-
able during architectural design and (b) combining the fisech sources with a hidden
Markov model (HMM)-based approach that was proposed in. [@DJe description of
information sources typically available at the architeetievel and the details of deter-

mining transition probabilities are described in Chaptér 5

Phase 3: Computing Reliability

Once the states and the transition probabilities of the Badkain reliability model are
determined, in Phase 3 of the component reliability presictramework, the model is
solved to compute a reliability prediction.

Let 7(i)(¢) be the probability that a component is in statat timet¢, where: €
B|JF. Ast goes to infinity (i.e., as the component operates for a lomg)ti these

probabilities converge to a stationary distribution [69],

T =[n(F1),...,7(Fy),7(B1),...,m(By)] (5.1)

which is uniquely determined by the following equations][69

Zies ﬂ(l) =1

T =7P

(5.2)

This system of linear equations can be solved using stamdargerical techniques
[70]. The component’s reliability can then be defined as tiodability of not being in

a failure state:

Lt is not difficult to show that for our reliability model thigniting distribution exists and is a station-
ary one [69].
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As an illustrative example, let the transition matfx estimated using the approach

to be described in Chapter 5.2, is as follows:
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After solving Equation (5.2), we have

Al
I

= [0.0765,0.0012,0.0220, 0.3061, 0.0233, 0.0029, 0.2840, 0.2840]

Thus, the reliability of theController component is

5.2 Operational Profile Modeling

0
0
0

o o o

0
0
0

0.96
1
0
0

R=1—(0.0765 + 0.0012) = 0.9223

o o o o o o

[w(F1), w(F2), w(51), w(S2), w(Ss), 7(Sa), 7(S5), m(:S6)]

(5.4)

Estimating the transitions in the reliability model inveksestimating an operational

profile of a component. The transitions in our reliability ded corresponding to the

elements of the transition probability matik can be viewed as being of three different

types: (1) behavioral; (2) failure; and (3) recovery. Bebead transitions are between
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two behavioral states; failure transitions are from a b&rav state to a failure state;
and recovery transitions are from a failure state to a benalstate. The process of
determining the probabilities of each transition may béediéint and depends on the
information available to the architect.

We identify the following information sources that may baiable at the architec-

tural level.

e Domain Knowledge Information about a component may be obtained from a
domain expert. The main difficulty is that such an expert malybe available.
Even when an expert is available, this information sourc@hgrently subjec-
tive and the information may be inaccurate, either due toctimaplexity of the

component or to unexpected operational profiles of that corapt.

For example, consider estimating the outgoing transitidgheEstimating Sensor
Datastate in theControllercomponent in Figure 5.3. To determine the transitions
to Turning Left Turning Right andGoing Straightstates, we can ask the expert
to estimate the probability that a robot turns. If the expeedicts the robot to be
going straight most of the time, we can estimate the traspirobability from
Estimating Sensor Dattb Going Straightto be larger than the transition proba-

bility going to theTurning LeftandTurning Rightstates.

e Requirements Document The requirements for a given component, or the over-
all system, will frequently contain the typical use casesliiat component. Fur-
thermore, the requirements may be explicit in terms of hovommonent is to
respond to exceptional circumstances such as failuress imfarmation can be

leveraged to estimate at least a subset of the above tanpitbbabilities.
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For example, in SCRover’s requirements document [4], orntbe@fequirements
states the acceptable time to reboot SCRover in case of wagefcrash. This

information can be used in estimating the recovery proliggds!

e Simulation. Simulation of a component’s architectural models [31]thagoten-
tial of handling components with complex state spaces lsectie process can be
automated. However, simulation techniques still requifermation related to a

component’s operational profile, which would have to coneetfiother sources.

For example, relying on the domain expert on estimating trarpeters of a com-
plex components may be error-prone, because of the conplaixihe compo-
nent. The domain expert, on the other hand, may be able tcestggssible
operational profiles at a higher-level, in which each higbeel event may cor-
respond to multiple transitions in the component’s simataimodel. We explore

this technique in our evaluation in Chapter 5.3.1.

e Functionally Similar Component. If a functionally similar component exists,
we can use its runtime behavior to estimate the operatianélgof the compo-
nent under consideration. Itis also possible to combir@métion from multiple
functionally similar components. For example, if we arddiinig a word process-
ing component with drawing capabilities, we can leverageinue information of
an existing word processor to explore the behavior cormedipg to word pro-
cessing functionality, and the runtime information of asgérg drawing tool to

explore the behavior corresponding to drawing functidpali

We note that several of the above information sources maydi&ble simultane-
ously. A strength of our approach is that we can use them imgp@mentary manner

in order to mitigate their individual disadvantages.
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Determining Behavioral Transition Probabilities. Let us definey,;; to be the proba-
bility of going from behavioral staté; to stateB,. The central question here is how
to determine the numerical value @f. We address this in the context of information
sources described above and useGbeatroller component for illustration. Since in the
Controller component the transitions out of stdBe are the more interesting ones, we
will use them in our examples.

If domain knowledge is available, we can focus on the suldgsissible operational
profiles corresponding to the provided domain knowledge ifisiance, the expert may
suggest that in th€ontroller example the robot moves straight most of the time. Then,
we can eliminate the operational profiles correspondinggb probabilities of turning
left and right.

When simulation data of a component’s architectural moodiefsom a functionally
similar component is available, we can use it to obtain thebieral transition probabil-
ities. While a standard Markov-based approach would assbhat¢here is a one-to-one
correspondence between observed events in the simulatiexgcution logs) and tran-
sitions in the model, such correspondence may not exiss ishespecially true in the
case of a functionally similar component. For example, mQontroller component
from Figure 5.1, when we observe thiarn event, we cannot tell whether a transition
occurred to thdurning Left Turning Rightor Going Straighstates from th&stimating
Sensor Datastate.

Our work in [60] suggests that in such a case we can use hiddekdV models
(HMMs) [55] to obtain behavioral transition probabilitie&\n HMM is defined by a
set of statesS5 = {5,5,,...,5x}, a transition matrixA = {a;;} representing the
probabilities of transitions between states, a set of easiensO = {01, 0, ..., Oy},
and an observation probability matrix = {e;.}, which represents the probability of

observing event,, in stateS;. The setS of the HMM comes from Phase 1. The
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event/action pairs of the dynamic behavior model becomergbtions of the HMM
(setO).

Once we have determined the set of stafemnd observation® of the HMM, we
can apply the Baum-Welch algorithm [55] to estimate theditaon probabilities. The
inputs to the algorithm are (1) a starting point, correspagtb initializing the Matrices
A and E/, and (2) training data for parameter estimation. The Masi¢ and £ can
be initialized with random values [55] or they may be iniZald more intelligently, by
utilizing architectural models. Since the Baum-Welch aliyon is a local optimization
technique, the starting point (given by the Matriceand E) can affect the accuracy of
the output. Therefore, to obtain an accurate operationdil@rit is important to start at a
“good” starting point. We observe that, typically, it is ikdly that all event/action pairs
can happen in all states. Thus, it is possible to determinehndntries in the Matrixy
are zero (i.e.¢;; = 0 when evenk cannot happen in statg), and fill in random values
for other possible event/action pairs. The information oegible event/action pairs at
the states is available from the component’s architectuadels. For example, in the
Controllercomponent in Figure 5.1, tH&tartevent is not possible when the component
is in stateTurning Left Therefore, we can set the corresponding entry in the Matrix
to 0.

Training data for HMMs is obtained by collecting measuretasersing an already
built system in an existing operational environment. Hogvesince we are doing this at
the architectural level, we needed to find a novel approadeterate training data.
To this end, we utilized the available information sourcascombination of expert
advice, system requirements, simulation traces (whenlatroo of architectural models
is available), or execution traces (when a functionallyisincomponent is available).
Given an initial HMM constructed as described above, thenBa\elch algorithm con-

verges on a Markov model that has a high probability of gdireyahe given training
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data. The underlying Markov model of the HMM, with transitimatrix A*, obtained
after running the Baum-Welch algorithm represents the \aehal transition probabili-
ties for the component, i.e; = a;; for all < andj.

We note here that the training data does not include anyéadlurecovery behavior.
This assumption enables us to focus on behavioral tranggrobabilities. We wiill
incorporate failure and recovery behavior next, based endefect classification we
performed in Phase 1.

Determining Failure and Recovery Probabilities We definef;; to be the probability
that a defect of clasgoccurs while the component is in stdée In other words, in the
reliability model, f;; is the probability of going from a behavioral stafe to a failure
stateF;. Furthermore, we defing,; to be the probability that the component enters
state 3, after recovery from a defect of clags ? For a given pair of behavioral and
failure states3; and F;, we can determine whethgy; is non-zero:f;; > 0 if Defect
d; may occur in staté;. This would be determined as part of the architectural amsly
process, as described in Phase 1. Also, for each defectielasge can determine (e.g.,
from a requirements document or domain expert) what is aoredde set of states in
which the component can re-start after recovery from failun other words, for each
behavioral statés;, we can determine whethey; is non-zerory; > 0 if the component
restarts in Statés; after recovery from a failure caused by Defégt In the Controller
component from Figure 5.3 defects of claségsand D, can occur in stateB, and Bs,
respectively. Thus, we add transitions (with non-zero philities) from B, to £}, and

from Bs; to F;. In this example, recovery from any failure returns the congmt back

2We have assumed that a component will recover from a failuestd one defect before experiencing
a failure due to another defect. This assumption may notdmoreable in the case of multi-threaded com-
ponents. We treat such complex components as systems alycbappystem-level reliability prediction
technique in Chapter 3 on them.
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to stateB,;. The self-transitions af;, and F; represent the component being in a failure
state until recovery is complete.

Knowing which failure {;;) and recoverys(;) transition probabilities are non-zero
is not sufficient. To complete the reliability model, we ndedassign specific val-
ues to these probabilities. Estimating such failure-eelahformation is challenging,
because software engineers most often design componerndsrfect behavior, infor-
mation related to failure are limited. One approach is td@epthe design space, i.e.,
to vary the failure and recovery probabilities and obsehesresulting effects on the
component’s reliability prediction. We demonstrate tipp@ach in Chapter 5.3. This
allows us to explore how sensitive the component’s relighi to each of the defect
classes and to the recovery process from each defect class.

We could take advantage of the available information sautcegeduce the design
search space once again. For instance, a domain expertradplihe reliability modeler
determine how difficult it is to recover from a failure due t&fekct clas9,,.. In turn, this

would indicate the values ranges fqy the reliability modeler should consider.

5.3 Evaluation of Operational Profile Estimation

In this section, we validate and support several claims we imaade throughout this
chapter. This includes (a) showing the effectiveness of approach when differ-
ent sources of information are available, and (b) showirgy gredictive power and
resiliency to changes in parameters identified in Chapt&r Since our approach is

intended to be used at design-time, a direct comparisoriabiity numbers predicted
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by the approach and those measured at runtime would not beimyéal.> Design-
time approaches are intended for relative comparisonsdsgtyossible fault mitiga-
tion choices rather than (literally) accurate reliabifedictions. Hence, a more useful
measure here is one that in some manner reflects a confidertice prediction and
sensitivity to changes in the component and reliability slaelated parameters.

In our evaluation, we first compare the sensitivity of ouuttssto the different infor-
mation sources (recall Chapter 5.2). Next, we show how thimates of operational
profiles affect the predicted component reliability valuBsmally, we study sensitivity
of the results obtained using component models of diffegesmularities.

We have evaluated our approach in the context of a large nuofb@mponents
whose architectural models we were able to obtain or devietwp scratch. Examples

include components from

e a cruise control system [60];

e the SCRover robotic testbed [15], developed by a separsg¢areh group at USC
in collaboration with NASA's JPL;

e MIDAS [45], a large, embedded system developed as part oparate collabo-

ration between USC and Bosch;

e DeSi[44], an architectural design and analysis tool dgyedicas part of a separate

research project at USC; and

e alarge library of systems developed in USC’s undergraci@#tevare engineering

project course over the past decade [9].

3For example, at implementation time, it may be appropriatevieluate a system’s reliability using
the five 9’s standard. However, this is not typically meafihgt design time.
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In order to observe the trends in our approach’s reliahligdictions on sufficiently
large numbers of components with controlled variationspas of our evaluation we
have also synthesized many state-based models for “dummy’ponents, and per-
formed evaluations on those models.

Our approach has consistently yielded qualitatively ssmresults for all of the
above cases. To illustrate these results and highlightgpeoach’s key properties, par-
ticularly its sensitivity, we will use SCRover8ontroller component in Chapter 5.3.1,
as well as a component from the DeSi environment [44] in GitapB.2. Results from
a number of other components we have evaluated are quadltasimilar, and they are

available in [2].

5.3.1 Evaluation of SCRover’s Controller

In this section, we present sensitivity analysis of@omtrollercomponent we used as an
example throughout this chapter. We study the sensitiityuo results to (a) different
information sources identified in Chapter 5.2, (b) changesperational profile, and
(c) models of different granularities. To validate our fesuve constructed a detailed
behavioral (control-flow) model of th€ontroller from a prototype implementation of
the component that had existed previously. This implentemtdevel model is based
on a directed graph that represents the component contuatste. We then built a
Markov model by leveraging this graph, where a node in thplgteanslates to a state
in the Markov model. This is analogously to what existingragghes have done at the
system level (e.g., [20, 35]). Based on the available corappbmaintenance records, we
injected defects into the code to simulate failure behaWMa should note that we were
not interested in implementation-level faults in this mio@eg., an implementation-
level defect that may cause a division by zero error), buy anlbrchitectural defects.

To ensure a fair comparison with our architectural-levetislpwe assume there is no
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implementation-level defects, as these defects are noeleodat the architectural level.
We then introduced failure states and transitions in thdrobstructure to represent
erroneous behavior corresponding to the injected defébisresults obtained from this
model were used as “ground truth” in a large number of expemis

As described in Chapter 5.2, our approach allows for m@tiailure classes. How-
ever, for clarity of exposition of results, in what followsxperiments are performed
using one active class of defect at a time. In the presentpdriements, this is done
by setting probabilities of failures associated with theaming defect classes to zero.
That is, these experiments use only single failure stateetspavhere the failure state
corresponds to the class of defect being studied. We hawgatéormed similar experi-
ments where failure probabilities associated with defixdtses other than the one under
consideration are held constant at non-zero values — tleesespond to multiple fail-
ure state models. The results of those experiments showaddagirely similar trends

to the results presented below and are available in [2].

Sensitivity to Information Sources

We study the sensitivity of our approach to different infatian sources. The following
sources of component usage information were considerdddrevaluation. Here, we
present the parameter values we used in generating FigdireVBe have performed

similar analyses with different inputs, and we obtaineditptavely similar results.

e Case (1) - Domain Expert - We were given the architecturaletsy@nd focus on

operational profiles that the expert suggests.

e Case (2) - Simulation - We were provided with SCRover’s regaents, based
on which we specified a sequence of high-level events to sitmihe dynamic

behavior model oController shown in Figure 5.1. We obtained training data by
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Figure 5.4: Analysis of sensitivity to information sourad#sSCRover'sController

leveraging the simulation trace and applied our HMM-basgat@ach to obtain

behavioral transition probabilities (recall Chapter 5.2)

e Case (3) - Functionally similar component - As a functiopalmilar component
we selected a robot that walks from one point to another, andlga obstacles
along the way. We then used an operational profile of this aomapt in our reli-
ability prediction of theController component using our HMM-based approach

described in Chapter 5.2.

In one set of experiments, we were interested in the seigibithe component reli-
ability when the probabilities of recovering from defectenge. To this end, we fixed
the failure probability, and varied recovery probabibtigom 0.2 to 1.0 in 0.2 incre-
ments. We repeated the experiments for different failuobabilities. In Figure 5.4(a)

we introduced Defect,, affecting the reliability of theéestimating Sensor Datstate,
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and in Figure 5.4(b) we introduced a Defelgt affecting the reliability of thélurning
Left state.

Not surprisingly, we observe that the trends conform to cpeetations in all three
cases: as recovery probability increases, the relialwfithie component increases since
the time taken to recover from a failure becomes shorterelgher, as failure probability
increases, component reliability decreases.

We note that in Figure 5.4(b) (Defegt), the slope of the curves in Case (1), where
we have domain knowledge, is different from other cases.r&éason is that our expert
incorrectly predicted the robot to be walking mostly sthaign the prototype the robot
walked at an angle most of the time, such that occasionaliya# too far from, or too
close to, the wall, and had to turn. As a result, the robotdpéss time in th&urning
Left state of the model generated based on our expert’ predictmnCase (1) than it
does in theTurning Leftstate of the actual system. Hence, Deféchad less impact on

the component’s reliability.

Sensitivity to Operational Profile

To evaluate our reliability approach’s sensitivity to cgaa in a component’s opera-
tional profile, one approach we have taken is to fix the tremmsprobabilities among
all states of the component’s reliability model (recall diig 5.3), except for a specific
set. By varying those remaining transition probabilitie® can observe the model's
response. In this experiment, we consider the rang&3oatrollers reliability values
when the probability of going from statestimating Sensor Dattb stateTurning Left
(recall Figure 5.1) varies between 0 and 0.85, and adjustribigability of going to the
Going Straightstate accordingly. We fix the probability of going from st&timating
Sensor Datao stateTurning Rightand to statddle at 0.1 and 0.05, respectively. All
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Figure 5.5: Analysis of sensitivity to operational profitFsSCRover'sController

other parameters in the operational profile are fixed. Thisesponds to estimating the
probability that a robot turns left.

We reiterate that the same analysis was performed by vaingangition probabilities
between other states, and yielded qualitatively similanits. We varied the failure and
recovery probabilities (as in Chapter 5.3.2), and obtamedliability range for each
failure-recovery probability pair. We did this for the twefdcts we introduced earlier.

Figure 5.5 depicts our results. Each graph in this figureasgts a case with a given
failure (fp) and recovery (rp) probability. In each graphe thorizontal bars represent
the range of reliability values obtained by varying the p@ioitity of going from state
Estimating Sensor Datto stateTurning Leftbetween 0 to 0.85. The bars labeled (i),
and (ii) represent the Defects andd,, respectively. We observe that the reliability
ranges are larger when failure probabilities increaseaanetovery probabilities are

lower. This corresponds to the graphs concentrated tovaarteft and bottom portions
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of Figure 5.5. This means that, when failures occur moreuteatly and/or are harder
to recover from, the component’s reliability is more sawusito the specifics of the
operational profile.

Another observation is th&ontroller's reliability was more sensitive to Defegt.
This is becausd, directly affect the two states on which we focused in thigipalar
scenario. More generally, by varying operational profives can identify which defects
most prominently affect the resulting reliability values@ss these operational profiles.
If a defect is shown to increase the model’s sensitivity tdtiple operational profiles,
software designers may want to focus their attention pagity on eliminating that

defect in order to achieve the greatest improvement in thgpoment’s reliability.

Sensitivity to Model Granularity

Software architectural models may vary widely in terms @& #mount of detail they
contain. Different models are produced at different pothisng the system’s devel-
opment, and may be intended for different stakeholders.h@ratverage, it is possible
to produce high-level models earlier than detailed onegmdw system’s development;
it is also easier to discover and mitigate any design flawkémt On the other hand,
a high-level model may not be representative of a systemi®mponent’s complexity
and, as we elaborate below, it may obscure defects that sy el@ep in during design
refinement and implementation.

In our case, the objective is to assess the impact that tharsrabdetail in a compo-
nent’s architecture-level model has on the componentiabidity calculated using our
approach. To this end, we have performed sensitivity aralgs component models of
varying granularity levels.

Figure 5.7 shows the results of such analysis using Défefctr Case (1) discussed

in Chapter 5.3.1. We obtained qualitatively similar resuthen we introduce Defedt,
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Figure 5.6: Dynamic behavior models of tkmntroller component at two different
levels of granularity.

or use different information sources. The six-state mosléhé example we have used
throughout this paper (depicted in Figure 5.1). The thtatesand twelve-state models
are depicted in Figures 5.6(a) and 5.6(b), respectivelye Nwt the transition labels are
omitted from Figure 5.6(b) for clarity.

We observe that in both cases, when recovery probabilityxésifand failure prob-
ability increases from 0.05 to 0.2, reliability values aresnsensitive in the three-state
model. The other observation is that the three-state madelare sensitive than the
six-state model to recovery probability, while the twektate model is least sensitive.

This trend can be explained as follows. Failures corresipgnith Defectd; only

occur in theTurning Leftstate in the twelve-state model. On the other hand, the time
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Figure 5.7: Analysis of sensitivity to models of differentagularities of SCRover’s
Controller
spent in theTurning Leftstate in the six-state model also includes the time spetign t
Select Turn Parameterstate in the twelve-state model. As a result, the robot spend
more time in thelTurning Leftstate in the six-state model than in the twelve-state model,
hence the sensitivity is higher in the six-state model. Agausly, since the time spent
in the Turningstate in the three-state models includes the time spdfgtimating Sen-
sor Dataand Updating Databasestates in the six-state model, the sensitivity of the
three-state model is higher than that of the six-state model

Note that in our experiments a model with fewer states givesenpessimistic
results. We argue that, in general, it is (a) desirable foppr@ach such as ours to
provide more conservative reliability predictions givesd information and (b) neces-
sary to do so consistently. This will both sensitize engisd¢e the potential problems
the system may eventually exhibit and provide confidencéeérapproach’s predictive

power.

5.3.2 Evaluation of DeSi

The SCRover'€ontrollercomponent may be too small as a representative of real-world

software components. Therefore, in order to study our ambronore comprehensively,
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Figure 5.8: Architectural models of tli#eSiControllercomponent at different levels of
detail

we also perform sensitivity analysis on DeSi. DeSi is an remvhent that supports
specification, manipulation, and visualization of depl@yrarchitectures for large dis-
tributed systems. It consists of three major subsysteneadciveDeSiModekubsystem
that stores information about the current deploymemg&iViewsubsystem that visu-
alizes information in théeSiModelsubsystem; and BeSiControllersubsystem that
generates deployment plans based on constraints set bygéheallows users to fine-
tune parameters of a generated deployment, and invokeglogdeent algorithms [44]
that update th®eSiModel To demonstrate our approach’s ability to handle companent

of large scale and complexity, we treat each subsystem agjke siomponent.
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Table 5.1: Defects injected iDeSiController

Defect | Description Affected State
dy Mismatched signatures Waiting for command
do Missing model validation rules in design doc- Validating model
ument

ds Mismatch between the dynamic behavjor Finished mapping
model and interaction protocol
dy Static behavior pre-/post-condition mismalfclstarting blank model
with event guards in dynamic behavior model

DeSi served as a particularly useful evaluation platforcabse it was designed and
implemented from an architecture-centric perspectiveoittained clearly identifiable
components, which composed hierarchically into highéleoicomponents (i.e., DeSi
subsystems), and was accompanied by existing architécho@els. For consistency,
we show the evaluation results of applying our approache®#SiControllercompo-
nent only. A slightly abridged dynamic behavior modelD#SiControlleris depicted
in Figure 5.8(a). To evaluate our approach in a controlledmeg we injected architec-
tural defects into DeSi. Table 5.1 summarizes the subsetfeicts used in the results
presented in the remainder of this chapter.

As in the evaluation of SCRover@ontroller, to validate our results, we built sepa-
rately a reliability model from the existing implementatiof theDeSiControllercom-
ponent, analogous to what we have done in Chapter 5.3.1.nAga& used the results

obtained from this implementation-based model as the ‘fggldruth” in our evaluations.

Sensitivity to Information Sources

As in the evaluation using SCRoveontroller component in Chapter 5.3.1, we per-
formed sensitivity analysis on models built using diffdr@rformation sources. We

fixed the failure probabilities, and varied recovery prdbds from 0.1 to 1.0, at 0.1
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intervals. We repeated this for different failure probgie$ (from 0.05 to 0.2, at 0.05

intervals). The following information sources were coese&ll in these experiments.

e Case (1) - Domain Expert - We relied on the information predidy DeSi's

primary developer, and explored only the operational mrefiduggested by him.

e Case (2) - Simulation - We were provided with DeSi’s requieats [44], based
on which we specified a sequence of high-level events to sitmihe dynamic
behavior model oDeSiControllershown in Figure 5.8(a). We obtained training
data by leveraging the simulation trace and applied our HbHded approach to

obtain behavioral transition probabilities (recall Cheafi.2).

e Case (3) - Functionally similar component - We obtainedhirgj data from an
older version of DeSi that was missing certain functiogalie again applied our

HMM-based approach to obtain behavioral transition prdliegs.

Our results are presented in Figure 5.9, where we plot coemarliability as a
function of recovery probability corresponding to the ag¢felass under consideration.
Each curve in the figure corresponds to a different failubgpbility, p, again, corre-
sponding to the defect class under consideration. Spdbjfiege activate defectl;
from Table 5.1 in Figure 5.9(a), defeét in Figure 5.9(b), defect; in Figure 5.9(c),
and defectl, in Figure 5.9(d). As in the case of SCRoveCsntroller, we observe that
the trends conform to our expectations in all four casesl|fatediects.

Although the general trends across the experiments aréasjrrigure 5.9 yields
some interesting observations. First, the sensitivityhef €Case (1) results, and their
accuracy as compared to the implementation-level modaltsgwvaries depending on
the defect being studied. We have observed this situatiamumber of other examples.

As in the results in Chapter 5.3.1, this indicates that mi@tion provided by an expert
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Figure 5.9: Analysis of sensitivity to information sourad€eSiController



may be inaccurate, or that in practice the component mayetaiue as expected. Rely-
ing on expert opinion alone in estimating architecturesleeliability, as most existing
approaches appear to do, can therefore be error-prone.

Another observation is that in Figure 5.9(b), reliabikti@ Case (3) are very high.
This is because the older, functionally similar version @3bdoes not have the func-
tionality that generates a deployment automatically basediser constraints. As a
result, defectl; could never happen in this older version@éSiController Similarly,
in Figure 5.9(d), Case (3) exhibits different sensitiviamn results obtained using other
information sources. This is because users rely more otircgedeployments manually
in DeSi’s older version, hence defe¢t occurs more often in the older version, ulti-
mately resulting in lower reliability values. This illustes the fact that a functionally
similar component is only useful in predicting reliabilitgr the functionality that is
available and used in a comparable fashion in both compsenkribrmation from other
sources will be required to predict the effect of newly adflattctionality on certain
defect classes.

We also note that in the experiments of Figure 5.9, the implaation-level model
exhibits higher reliability than the other cases. This estiecause the implementation-
level model is finer-grained than the architectural modétswe have shown in Chapter
5.3.1, coarser-grained models give more conservativétsaalour approach.

In summary, the results shown above corroborate our assertat in order to pro-
vide a meaningful evaluation of a component’s reliabiligying information from mul-
tiple sources is desirable: information from certain searmay be unavailable (e.g.,

functionally similar component) or inaccurate (e.g., expginion).
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Figure 5.10: Analysis of sensitivity to operational pradilef DeSiController

Sensitivity to Operational Profile

We study the effect of changes in operational profiles to comept reliability, similar
to what we did in evaluating our approach using SCRoveostroller. We consider the
ranges ofDeSiControllets reliability values when the probability of going from tga
Finished mappingo stateWaiting for commandrecall Figure 5.8(a)) varies between 0
and 1, while all other parameters in the operational profédiaed. This corresponds to
estimating the average number of iteration®efSiControllets deployment calculation
algorithm.

Figure 5.10 depicts our results. In each graph, the horatdodrs represent the
range of reliability values obtained by varying the proltibdf going from stateFin-
ished mappingo stateWaiting for commandbetween 0 to 1. The bars labeled (i), (ii),

(i), and (iv) represent the defects, d», ds, andd,, respectively. We observe that the
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Figure 5.11: Analysis of sensitivity to models of differegranularities ofDeSiCon-
troller

reliability ranges are larger when failure probabilitiesriease and/or recovery probabil-
ities are lower. This observation agrees with what we oleseiv SCRover'€ontroller.
Another observation is th@eSiControlleis reliability was most sensitive to defeats
andds. This is becausé; andd; directly affect the two states on which we focused in

this particular scenario.

Sensitivity to Model Granularity

Figure 5.11 shows the results of calculating the religbditthe DeSiControllercompo-
nent based on its models at the three levels of granuladty ffigure 5.8, with injected
defectd; from Table 5.1 and its operational profile estimated by th8i@&pert. Again,
we plot reliability as a function of recovery probabilityofn ds-related failures, and the
different curves correspond to failure probabilities doe@4. Performing this analysis
using other information sources (functionally similar quonent and simulation) and
other defects consistently yielded qualitatively simiesults.
The detailed model dbeSiControllerfrom Figure 5.8(a) is the one we have used in

all of our measurements discussed in the preceding secfiovs higher-level models
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of the same component, developed with the help of DeSi'sgdess, are depicted in
Figures 5.8(b) and 5.8(c).

We observe that, when recovery probability is fixed whildui@ probability
increases from 0.05 to 0.2, reliability values are most isgasin the highest-level
model (corresponding to Figure 5.8(c)). Another obseoveis that the model from Fig-
ure 5.8(c) is more sensitive to recovery probability tham tiodel from Figure 5.8(b),
while the most detailed model (Figure 5.8(a)) is least smesi This agrees with the
results obtained from SCRoveontroller.

In this more complex component, we observe that it is easi@atrow down the
exact sources of defects using a detailed model. For exadgflects associated with the
middleware adaptor iDeSiController(theProcessing middleware commasigte in the
11-state model of Figure 5.8(b)) may have been overlookédarb-state model. This
is because the processing of all user-level commands in-gtat® model is described

in a single state —Processing command

5.4 Conclusions

Meaningful architecture-level reliability predictiongsitical to the cost-effective devel-
opment of complex software systems. However, early effartkis area have assumed
some degree of knowledge of operational profiles. We havwgedrthat these assump-
tions are not reasonable, and have presented a way to estperational profiles from
different information sources.

We approached the challenges associated with the lackamaftion about a sys-
tem and its components early in development by exploringstheces of information

available at design time. Our evaluation and validationeeixpents indicate that, use
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of our approach in determining operational profiles, resirtaccurate sensitivity in

reliability estimates, where implementations are usedagrgl truth.
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Chapter 6

Conclusions and Future Work

As our reliance on software systems grows, it has become imgrertant to perform
guality analysis early. This is because if problems areadieed after the system
has been implemented, it is prohibitively expensive to gmaiie the problems. In this
dissertation, we have focused on addressing the followitggtsomings of existing
approaches in early software quality analysis: (1) the lemgt of existing design-level
reliability estimation approaches, especially when aapto modeling concurrent sys-
tems; (2) the high cost of testing-based approaches fooimeaince analysis of third-
party components, especially when testing at high worklead (3) the unreasonable
assumption on the availability of the system’s and its congmds’ operational profiles,
which are typically gathered during runtime.

In this chapter, we summarize our contributions in Chapter &d highlight a few

future work directions in Chapter 6.2.

6.1 Summary and Contributions

In Chapter 3 we proposed SHARP, an architecture-levelatsaical framework that is
capable of modelingoncurrentsystems in acalablemanner, without sacrificing the
level of details we can model about the system. In SHARP, tegge a system model,
first we generate models of the basic scenarios by leveraysigm use-case scenario
models. Then, we combine the models of the basic scenaritisrtoa higher-level

model, according to the relationships between the lowestimodels. Thus, system
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reliability is the reliability of the highest-level scemar This hierarchical approach is
motivated by the fact that submodels are small, and thairgply number of smaller

submodels is more computationally efficient than solving bnge model (as in “brute-

force” approaches). Through extensive experimentatiorvalielated the complexity

and accuracy of this approach, which illustrates that tlaetpral space and computa-
tional complexity benefits are achieved at the cost of sroaliés in accuracy as com-
pared to existing techniques.

In Chapter 4, we presented a queueing model-based framehatrccurately pre-
dicts response time of third-party WSs. Recall that peréoroe testing is quite an
expensive process, as it requires sending a large amouequésts to the system being
tested, which may saturate its resource when testing atviaogkload. The main idea
behind our approach is that we avoid testing at high worklaad instead use queueing
models to guide extrapolation, so as to overcome the pooamoiation results using
standard regression analysis. We have shown that our agppieanore accurate in
extrapolation, while maintaining the accuracy of integtimin, as compared to applying
standard regression analysis. Such information can beliseiVS selection (e.g., use
the WS that provides the best performance), capacity phagr(ei.g., estimate how much
traffic the system can handle), and traffic engineering,(degermine how much traffic
should be sent to WSs that provide the same service).

In Chapter 5, we have overcome the lack of operational priofitemation by uti-
lizing a variety of other available information sources. Wave identified four major
sources of information during design (Chapter 5.2): (1)egpknowledge, (2) require-

ments document and system specifications, (3) functiosaitylar system/component,
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and (4) simulation of architectural models, and apply theMHdlased technique pro-
posed in [19] to estimate operational profiles from executiogs of a functionally sim-
ilar system/component, or simulation logs. While our dgstan has focused on com-
ponent reliability analysis, we believe our approach isliapple to system-level reli-
ability analysis as well. We have applied our operationaflifa estimation technique
to the component reliability prediction process descrilmefll9] to validate its effec-
tiveness. We compared reliability estimates when the ojoeia profile is estimated
from different sources of information, and the results akdated by comparisons to
an implementation-level technique, which is used as theuigd truth”. For instance,
our results indicate that expert knowledge alone, on whichktiag approaches often
appear to rely, may lead to inaccurate predictions. A rigerevaluation process on a
large number of software components shows that our framehas a high degree of

predictive power and resiliency to changes in the identifi@hmeters.

6.2 Future Work

This section highlights a few directions to further impreadtware quality analysis.

6.2.1 Integrating Firmware Properties

In Chapter 5, while we have addressed the problem of estigmatcomponent’s opera-
tional profile in reliability analysis, the problem of notdwing the failure information
remain unresolved. Estimating the failure information ebiware component requires
understanding of the underlying platform, such as the apgraystem, middleware,
and hardware resources, which we collectively refer to asaware. Existing software
reliability analysis techniques, including [19] that weedsin Chapter 5, assume the

underlying firmware is reliable. Being able to determine filnure information with
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more certainties allows us to focus on a smaller parameteresm studying a com-
ponent’s reliability (recall Chapter 5.2). At the same tjrase discussed in Chapter 1,
estimating a component’s performance also requires krigel@bout the firmware, as
the component’s performance is highly dependent on th@pednce of the firmware.
Thus, in order to accurately predict a component’s perfoigceait is important to model
the firmware.

However, integrating firmware properties into softwareliyanalysis is a chal-
lenging problem. This is because of the complex interastlmetween software and the
underlying firmware. For example, how does one map an apjaicéevel operation
(e.g., storing sensor data in a database) to a sequencelofdrarlevel operations (e.g.,
executing a sequence of CPU, memory and disk operationg)? &mapping is typi-
cally needed in modeling the firmware, but this is a compl@cess as it involves going
through multiple software and hardware layers.

Another challenging issue in integrating firmware prosris that firmware prop-
erties should be integrated inc@mposablananner, so that software designers need
not to generate the model from scratch when they evaluatsaime software on dif-
ferent firmware platforms. However, different firmware fdains may map the same
application-level operation differently, and are theref@ot composable. Thus, it is
very expensive to study how the software system performsftereht firmware plat-

forms.

6.2.2 Performability Analysis

We treated performance and reliability separately in tlesaftation; yet, the dependen-
cies between software performance and reliability shooldoe ignored. This unified
analysis is referred to as performability analysis in [38)r example, a software system

may have performance requirements (e.g., a request hactordeted inX seconds);
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failure to meet such a requirement may be considered assagfatEstimating how often
this failure occurs involves estimating the system’s paniance. Another example is
modeling systems that may run in a degraded mode: the systeprovide its intended
functionalities even when part of the system has failedtlmiperformance is degraded.
For example, when a disk drive in a disk array has crashedsdftware may still be
able to read data from the disk array, but the response tinyeomaigher.

One challenge is that existing performance estimationnigcies focus on mean
value-type analysis, while performability analysis tyglg requires knowing the dis-
tribution of performance metrics. For example, if a systantaonsidered unreliable
when it takes more thai to process a request, we need to know the distribution of the
response time while integrating this requirement into &quarability model. However,
it is analytically difficult to obtain this information usinexisting performance analysis
techniques (such as mean value analysis in QNs [69]). Onasmsimulation to gather
this information, but simulation is more expensive.

Another challenge is that a system’s performance is higldgeddent on the
firmware it runs on, and thus we face a similar challenge asudged above. Without

accurate performance estimates, performability analysigdd not be very meaningful.

6.2.3 Reliability Testing

As discussed in Chapter 1, there are few alternatives tahiéty testing to evaluate
software reliability where the source code is unavailaldls.in performance analysis,
analyzing the reliability of third-party components is ionfant, because they contribute
to the reliability of the overall system. Hence, it is vitalunderstand the reliability of
third-party components before it has been integrated hesystem.

The challenge is that reliability testing is prohibitivedxpensive, because, on the

average, it requires sending a large amount of requestsdiortier of 100,000 requests)
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to observe one error. The Seekda WS search engine [5] esfirtia reliability of a
WS by monitoring the responsiveness of the WS server (é.4.rdsponds tqi ng).
While this can be used as a coarse estimate, the WS itselfdwes heen evaluated.
For example, Seekda would report a WS as reliable even if tBer&rns incorrect
results. The work in [80] proposes a way to estimate religiof third-party WSs using
failure data of “similar” service users (e.g., users from shhme ISP or making requests
to WSs in the same administrative region). We argue thatajysoach may be inac-
curate because different users may have different opasdtpyofiles and/or reliability

definitions (recall Chapters 3 and 5).
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