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Abstract

As our reliance on software system grows, it is becoming moreimportant to understand a

system’s quality, because systems that provide poor quality of service have costly conse-

quences. It has been shown that addressing problems late, such as after implementation,

is prohibitively expensive, because it may involve redesigning and reimplementing the

software system. Thus, it is important to analyze software system quality early, such

as during system design. In early software quality analysis, in addition to analyzing

components that are developed from scratch, it is also necessary to analyze existing

components that are being integrated into the system, because software designers make

use of them to save development cost.

We focus on two aspects of early software quality analysis: the cost of analysis and

parameter estimation. First, we address the high cost of existing design-level quality

analysis techniques. In modeling complex systems, existing design-level approaches

may generate models that are computationally too expensiveto solve. This problem is

exacerbated in concurrent systems, as existing design-level approaches suffer from the

state explosion problem. To address this challenge, we propose SHARP, a design-level

reliability prediction framework that analyzes complex specifications of concurrent sys-

tems. SHARP analyzes a hierarchical scenario-based specification of system behavior

and achieves scalability by utilizing the scenario relations embodied in this hierarchy.

SHARP first constructs and solves models of the basic scenarios, and combines the

x



obtained results based on the defined scenario dependencies; this process iteratively

continues through the specified scenario hierarchy until finally obtaining the system

reliability. Our evaluations indicate that (a) SHARP is almost as accurate as a tradi-

tional non-hierarchical method, and (b) SHARP is more scalable than other existing

techniques.

Second, we address the high cost of testing-based approaches, which are typically

used in analyzing the quality of existing software components. However, since testing-

based approaches require sending a large number of requeststo the components under

testing, it is quite an expensive process, particularly when testing at high workloads (i.e.,

where performance degradations are likely to occur) — this may render the component

under testing unusable during the tests’ duration (which isalso a particularly bad time

to have a system be unavailable). Avoiding testing at high workloads by extrapolating

(from data collected at low workloads), e.g., through regression analysis, results in lack

of accuracy. To address this challenge, we propose a framework that utilizes the benefits

of queueing models to guide the extrapolation process, while maintaining accuracy. Our

extensive experiments show that our approach gives accurate results as compared to

standard techniques (i.e., use of regression analysis alone).

Finally, we address the problem of parameter estimation in existing design-level

approaches. An important step in software quality analysisis to estimate the model

parameters, which describe, for example, how the system andits components are used

(this is known as their operational profile). This information is assumed to be available

in existing design-level approaches, but it is unclear how existing approaches obtain such

information to estimate model parameters. We identify sources of information available

during design, and describe how information from differentsources can be translated

for use in the context of component reliability estimation.Our evaluation and validation

xi



experiments indicate that use of our approach in determining operational profiles results

in accurate reliability estimates, where implementationsare used as ground truth.
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Chapter 1

Introduction

Software systems play a major role in our everyday lives. Nowadays, we rely on soft-

ware systems to perform many tasks, including personal communication using email and

instant messaging, business applications for online shopping and business-to-business

services, software controllers of medical devices, aircraft control systems, and so on.

As our reliance on software systems grows, analyzing the system’s quality has become

more important. Software systems providing poor quality ofservice may cause incon-

venience, hurt business income and reputation, and may evencause loss of human lifes.

Traditionally, software system quality system is after thesystem has been built using

testing-based approaches. For example, to ensure the correctness of a system, software

engineers prepare a suite of test cases, with a variety of valid and invalid requests, and

compare the system’s output with the anticipated output, determined using the system’s

specifications. Another example is performance testing, for ensuring that the system

provides acceptable performance. In a performance test, software engineers generate

a large number of requests according to some traffic models orexisting workloads,

and measure various system performance metrics, such as system throughput, aver-

age response time, and utilization. However, testing-based approaches are expensive,

because they involve sending a large number of requests to ensure the system is tested

thoroughly. In many cases, correcting the problems can be even more expensive, as

mitigating the problems may involve redesigning, rebuilding, and retesting the entire

system, which can be orders of magnitude more expensive thanif such problems are

discovered and addressed during system design [14].
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At the same time, during system design, software engineers are faced with many

design decisions, many of which have significant impact on software quality. For exam-

ple, if the software system is designed to be deployed in harsh physical environments

(e.g., in a tropical rain forest), system designers need to consider the level of redundancy

needed for their applications: this requires studying the tradeoff between cost and sys-

tem reliability in deploying redundant components. As another example, software engi-

neers may choose between developing a software component from scratch, or utilizing

a third party component. The use of third-party components saves development cost,

but integrating the component into the system under design may not be always trivial,

and it may be more difficult to address problems when they arise. Therefore,earlyqual-

ity analysis, such as during software architecture design,is important in building high

quality software systems. Software architecture provideshigh-level abstractions for rep-

resenting the structure, behavior, and key properties of a software system [53, 71]. A

software system’s architecture comprises a set of computational elements (components),

their interactions (connectors), and their compositions into systems (configurations).

Early software quality analysis allows software designersto study design tradeoffs and

assess their impacts on software quality, such that software designers can make more

informed design decisions, and hence architect better software systems.

We focus on two important aspects in early software quality analysis: thecost of the

analysisandparameter estimation. Before discussing these in details, let us consider the

problem space in early software quality analysis, which is depicted in Figure 1.1. The

x-axis describes the amount of information available to system components. Software

engineers may design new components or integrate existing components, possibly pro-

vided by a third-party, into the system. Information available about existing components

varies: making use of existing components that are developed in-house (e.g., from an

older version of the system) or open-source software allowsaccess to the source code

2
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Figure 1.1: The problem space in early software quality analysis — Cost vs. Information
Availability

and perhaps expert information about the components (Source Code Available); pur-

chasing software from third-party vendors may allow accessto only the binaries (Bina-

ries Available); and, utilizing software that is deployed by a third-party allows access to

the component’s services, but neither the source code nor the binaries are available as

the component is deployed by a third-party (Binaries Accessible). In the cases above,

we can apply testing-based techniques as the component has been built. On the other

hand, when software engineers design new components, only design models are avail-

able for software quality analysis (Design Models). Testing-based techniques are not

applicable, because the component has not yet been built.

The y-axis in Figure 1.1 describes the cost of analysis. While testing-based tech-

niques can be applied when the implementation is available,they are expensive as they

involve making a large number of requests. If the source codeor the binaries are avail-

able, program analysis- and/or reverse engineering-basedtechniques can be applied.

While these techniques have lower cost, they are not applicable when the binaries are

3



accessible but unavailable for quality analysis (i.e., software in the “Binaries Accessi-

ble” category). For example, reverse engineering-based approaches cannot be applied

when the software is hosted by a third party, in which users have accesses to the ser-

vice, but cannot obtain the binaries. While a number of approaches that leverage design

models have been proposed (when only design models are available) (see Chapter 2

for details), they are costly to apply. As the scale and degree of concurrency of mod-

ern software systems have grown significantly, incorporating the complex relationships

between different parts of the system in a tractable way has become more challenging.

An intractable approach would be too expensive to apply, andhence not useful in evalu-

ating and improving the system. Thus, the computational cost of solving for the quality

metric of interest is prohibitively high in existing design-level approaches for larger sys-

tems, and this scalability problem is exacerbated in concurrent systems, in which the

state space is much larger.

Moreover, none of the existing design-level approaches discusses how model param-

eters, which describe the software system runtime behaviors, can be obtained. These

approaches are not useful without accurate estimation of the model parameters. This is

illustrated as a dotted box in Figure 1.1.

Figure 1.2 shows another dimension of the problem space. They-axis represents

software quality metrics, that each metric describes a different aspect of quality of the

system. In this dissertation, we focus on analyzing systemperformanceandreliability.

Performance usually refers to the response time or throughput as seen by the users [67],

and reliability can be informally defined as the probabilitythat the system performs

“correctly”, as specified in its requirements specification.

When the source code is available, program analysis-based techniques can be

applied to evaluate the system’s performance and reliability. For example, software

profiling techniques (e.g., [27]) identify how much time is spent on different parts of

4
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the code, while code-level reliability analysis techniques (e.g., [20]) build a reliability

model from the source code, and solve the model for a reliability estimate.

When the source code is unavailable, although reverse engineering-based

approaches (e.g., [40]) have been applied in performance estimation in the “Binaries

Available” case, it is typical to rely on testing-based approaches to evaluate a system’s

performance and reliability. For example, we send a large amount of requests and mea-

sure the average response time for performance analysis, and observe the number of

errors the system returns for reliability analysis. As noted earlier, the cost of testing-

based approaches is high, and we strive to reduce their cost in this dissertation.

In Chapter 3, we address the high cost of design-time reliability analysis. We choose

to tackle this problem because (1) during system design, it is imperative to ensure the

system is reliable, or the system would not be usable; and (2)existing design-level

approaches are unable to scale to larger systems. We focus onreliability instead of per-

formance here because reliability can be defined more broadly to include performance

characteristics as well, by specifying performance requirements in the requirements
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specification. (Recall that a system is considered unreliable when it violates any require-

ment documented in its requirements specification) For instance, a system designer may

specify a requirement that the system should process a time-sensitive request withinX

seconds. If the system fails to process such request within the specified time, it is con-

sidered unreliable. As part of our future work, we plan to integrate performance and

reliability into one unified framework, which is typically known as performability [50]

(see Chapter 6.2.2).

In Chapter 4, we focus on reducing the cost of testing-based approaches in evalu-

ating the performance of software in the “Binaries Accessible” category. We choose

to tackle this problem because (1) performance testing is expensive, especially at high

workload; and (2) there is no alternative to testing-based approaches to evaluate soft-

ware this category. Reliability testing is also very expensive, as it involves sending a

very large number of requests to observe an error. For example, a system’s reliability

is usually specified using the five 9’s rule. i.e., its reliability is expected to be at least

99.999%. This implies that, on average, it requires sending100,000 requests to this

system before we observe an error. Reducing the cost of reliability testing remains a

challenge; we consider our work in Chapter 4 in reducing the cost of performance test-

ing as a first step in this direction, and consider reliability testing as part of our future

work (see Chapter 6.2.3).

In Chapter 5, we address the problem of parameter estimationin design-level relia-

bility analysis. This is an important problem because it is unreasonable to assume the

availability of an “oracle” to provide model parameters, asthey typically correspond

to the system’s runtime behavior. In addition, we will show,in Chapter 5.3, that even

if such an oracle exists, the information may be inaccurate,which results in inaccu-

rate reliability estimates. Parameter estimation in design-level performance estimation

6



approaches is also an important topic. However, unlike reliability estimation, perfor-

mance estimation requires information from the underlyingplatform, and integrating

such information during system design is challenging. We address this problem as part

of our future work (see Chapter 6.2.1). We note that system reliability is also affected

by the reliability of its underlying platform. Yet, many reliability problems are rooted

in design errors, and these problems manifest themselves regardless of which platform

we deploy the software on. Integrating firmware properties into our reliability analysis

is also part of our future work.

We approach these problems as follows:

1. We address the high cost of design-level approaches in the“Design Models” cat-

egory in Figure 1.1 by proposing SHARP (Chapter 3). SHARP is adesign-level

reliability prediction framework that has significantly lower computational cost

than existing approaches. More specifically, SHARP analyzes a small part of the

system at a time, according to the systemuse-case scenarios, which is a standard

way software engineers divide a system into smaller pieces.The results are then

combined to obtain a system reliability estimation using a hierarchical solution

technique we describe in Chapter 3. The motivation behind SHARP is that solv-

ing many smaller models is significantly less expensive thansolving one huge

model in terms of computational cost.

2. We address the high cost of testing-based approaches by proposing a framework

for estimating system performance at high workload intensity, using performance

information collected at low workload intensity, and applying regression-based

analysis (Chapter 4). More specifically, estimating systemperformance at high

workload intensity is very expensive, as it involves generating a large number of

requests. This process may saturate the system under testing, rendering it not

7



usable. We propose a framework that leverages regression analysis to predict sys-

tem performance at high workload intensity, by using performance information at

low workload intensity collected through testing, which isless expensive to col-

lect. We have applied this technique in predicting the performance of third-party

Web services, which correspond to the “Binaries Accessible” category in Fig-

ure 1.1, because, as discussed earlier, there is no alternative to estimating perfor-

mance of software in this category other than through testing-based approaches.

3. To remove the assumption that model parameters are available in existing design-

level approaches, we explore the sources of information during design, and study

how such information can be used to estimate model parameters in the context

of reliability estimation in Chapter 5. Specifically, important information which

may be unavailable or uncertain during architectural design is a component’s oper-

ational profile. An operational profile is unavailable sincethe component has not

yet been implemented, hence it is not obvious how one can reliably predict its

actual usage. We discuss how we estimate candidate operational profiles for relia-

bility estimation by leveraging and combining informationfrom different sources,

and applying the hidden Markov model (HMM)-based approach in [19] to esti-

mate operational profiles using such information.

The remainder of this chapter is organized as follows: we discuss SHARP in more

detail in Chapter 1.1; performance estimation of third-party components in Chapter 1.2;

and parameter estimation at the design level in Chapter 1.3.Chapter 1.4 presents the

contributions of this dissertation. Finally, a roadmap of the remainder of this dissertation

is given in Chapter 1.5.
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1.1 SHARP: A Scalable, Hierarchical, Architecture-

Level Reliability Prediction Framework

In a nutshell, existing design-level approaches generate aperformance or a reliability

model from the software system’s architecture, which takesinformation about compo-

nent interactions and the performance or reliability of individual components as param-

eters. The metric of interest is computed by solving the system-level model. Several

survey papers have been published in this area. For example,[10, 12] are surveys on

early performance analysis, and the surveys in [34, 38, 30] discuss early reliability pre-

diction. For example, the performance modeling approach in[22] generates an execu-

tion graph to describe component interactions. Then, it generates a queueing network

from the execution graph and the system’s deployment plan, which describes on which

host each component is deployed.

In combining component models to compute a system reliability estimate, existing

approaches have not considered the issue of scalability of the reliability model and its

solution. i.e., they may result in intractable models for larger systems. This is espe-

cially the case in reliability prediction of concurrent systems, in which it is typical (e.g.,

as in [28, 59]) to keep track of the status of all components. The size of the model

is O(MC), whereM is the number of states in a component, andC is the number of

components. That is, the number of states grows exponentially with the number of com-

ponents, causing the so-called state space explosion problem, which makes the model

solution intractable.

To address the problem ofscalablereliability prediction of concurrent systems,

in Chapter 3, we propose SHARP, a hierarchical reliability prediction framework. In

SHARP, rather than considering a concurrent system as having simultaneously running

components as in existing approaches (such as in [59]), we view it as having different
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use-case scenariosthat execute concurrently. For example, consider a sensor network

application where a number of sensors take measurements andusers can read the pro-

cessed data at a GUI. We view it as having a sensor measurementscenario and a GUI

display scenario running simultaneously. SHARP is also capable of handling complex

scenarios, in which a scenario is composed of several lower-level scenarios. The lower-

level scenarios may be complex scenario themselves, and SHARP is capable of handling

complex scenarios with an arbitrary number of levels.

As inputs to our framework, we require the system use-case scenario models (e.g.,

UML sequence diagram), a description of how scenarios interact (e.g., Scenario 2 starts

after the execution of Scenario 1), and the system’s operational profile (estimates of

which we discuss in detail in Chapter 5). We also need to identify the defects that

cause system failures; we leverage the approach in [63] to identify mismatches between

architectural models of the system’s component. Our framework produces system reli-

ability estimates, as well as the reliability of each basic scenario, as output. To generate

a system model, first we generate models of the basic scenarios by leveraging system

use-case scenario models. Then, we combine the models of thebasic scenarios to form

a higher-level model, according to the relationships between the lower-level scenarios.

Thus, system reliability is the reliability of the highest-level scenario. The motivation

here is that a model of a scenario is expected to be relativelysmall, and that solving a

number of smaller submodels (rather than one huge model) results in space and com-

putational savings. We note that the use of scenario-based models is also explored in

[35, 59, 78]. However, these works differ from SHARP in that [35, 78] assume a sequen-

tial system, while [59] considers a “flat model” and thus suffers from the very scalability

problem we are striving to address.

We are able to achieve better scalability without sacrificing the level of system detail

we can model. More specifically, in modeling concurrent systems, some existing works
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(e.g., [28]) model a component as being either on or off. By doing so, while we know

which component has failed, it is very difficult to tell what causes a component failure.

In SHARP, by using a hierarchical approach, we are able to retain greater level of detail

about the system being modeled, while doing so in a scalable way.

The notion of system failure is different in different operational contexts and usages,

and from different perspectives, even within a single system. Therefore, in order to pro-

vide architects with a comprehensive analysis approach, a reliability estimation frame-

work should be able to capture different notions of system failure. Failure rules specify

the conditions under which the system fails, and are more complex in concurrent sys-

tems. Existing approaches designed for sequential systemsassume the system fails when

the running component fails, and it is not obvious how to incorporate other failure rules

into their approaches. Thus, we propose an approach which captures different notions

of system failure. To this end, we allow designers to specifyconditions under which the

system is considered reliable, in terms of the number of failed instances of scenarios.

In turn, failure rules determine how we combine the solutions of lower-level scenarios

in order to compute the overall system reliability. Moreover, our approach to capturing

failure rules can be applied to existing reliability prediction approaches for concurrent

systems.

1.2 An Approach to Performance Estimation of Third-

Party Web Services from a Client’s Perspective

As discussed earlier, software designers may utilize third-party components to reduce

development cost, such as reusing components from a previous project, or buying soft-

ware from a third-party vendor. In the case where the component is deployed by a
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third-party, one has to rely on testing-based approaches. However, testing the compo-

nent at high workload may render it not usable during testing, as serving the testing

traffic depletes its resource.

We have chosen to study performance estimation in the Web service paradigm for the

following reasons, which falls under the “Binaries Accessible” category in Figure 1.1.

We argue that analyzing performance and reliability of third-party Web services (WSs)

is more challenging than in other categories (e.g., using open-source software and com-

ponents that are bought from a third-party) because (1) WSs are only required to pub-

lish their interfaces (via WSDL [8]); information about their internal structure (e.g.,

whether they are deployed on a single host or a cluster server) and external resources

(e.g., whether they use a remote database or another WS) theyrely on are typically

unavailable; and (2) testing-based approaches adversely affect the normal operation of

a WS, which is already operational.

Existing work on evaluating the quality of WSs has focused onevaluating WSs

from a system administrator’s or a designer’s perspective.For example, [74] assumes

the systems architecture is known and models a WS-based system using a multi-tiered

architecture. Other works assume the systems architecture(e.g., how the third-party

WSs are connected [75]), and/or the systems parameters (e.g., the amount of I/O time

needed to complete a service [46]) are known. We argue that such an assumption is not

reasonable in evaluating third-party WSs from aclient’s perspective: it is not clear how

such information can be obtained by a client, and the serviceproviders may be reluctant

to provide it.

We focus on evaluating the performance of third-party WSs from a client’s perspec-

tive, and our focus is on average response time estimation. Our major challenge is the

lack of information about the target WS. This includes (1) the structure of the WS, as
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discussed above, and (2) the parameters of each WS that provides service to complete a

client’s request.

Our proposed approach makes use of data collected from performance testing [51],

which involves sending requests and collecting performance data at low workloads, and

applying regression analysis [26] to such data for responsetime prediction at high work-

loads. Our experiments have shown that applying standard regression analysis gives

poorextrapolationresults, which, in this context, corresponds to predictingthe response

timeoutsideof the parameters used in performance testing. Therefore, we propose to fit

the performance data to queueing models for WS response timeprediction. Queueing

models have been widely used in performance modeling of computer systems. Thus, we

believe they are useful in modeling WS performance as well, and hypothesize that pre-

dicting performance using queueing models fitted to performance testing data is more

accurate than using standard approaches in the regression literature. However, theinter-

polation results of using queueing models, which corresponds to predicting response

time within the parameters used in performance testing, are not as good as using stan-

dard regression approaches. Hence, we derive a hybrid approach that combines the

benefits of using queueing models and standard regression approaches.

1.3 Design-Time Operational Profile Estimation

One common theme across existing design-level approaches is that they assume run-

time information about a system or a component is available,which is an unreasonable

assumption because the system/component has not been implemented. For example,

one important ingredient in performance and reliability modeling is the system’s and its

components’ operational profiles, which describe how the system and its components

are used [52]. It appears that existing approaches have assumed the availability of an
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“oracle” that can provide model parameters; yet, such an oracle typically does not exist.

Even if an oracle is available, as we will show in Chapter 5, this information is sub-

jective and may be inaccurate, due to the complexity of the system, or to unexpected

interaction patterns between components.

The lack of operational profile information forces us to devise ways of deriving,

combining, and applying other existing sources of information available during archi-

tectural design. For example, (1) system engineers intuitions can be combined with

(2) simulations of a component behavior constructed from the architectural model and

(3) execution logs of functionally similar systems/components (e.g., from a previous

version of the system under construction). By leveraging these different information

sources, we can produce candidate operational profiles for reliability prediction.

Although the aforementioned uncertainties present significant challenges, the avail-

ability of formal software architecture models presents anopportunity which we lever-

age in this work. Specifically, we leverage a component’s state-based models to generate

corresponding stochastic models which, in turn, can be usedto predict reliability. In thus

utilizing architectural models we observe that another important ingredient in reliabil-

ity prediction is information about a system’s or component’s potential failure modes.

However, since software engineers most often design their systems for correct behavior,

failure modes are not typically part of an architectural specification. Thus, to handle

uncertainties associated with the lack of failure information, we leverage architectural

defect classification and analysis techniques [63, 61] to identify inconsistencies within

a component’s as well as between components’ architecturalmodels. We demonstrate a

way to study the effects of different failure modes by exploring the design space. i.e., to

vary the failure-related parameters between a range of possible values and observe the

resulting effects on the component’s reliability prediction.
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1.4 Contributions and Validation

To summarize, we present the contributions of this dissertation, as well as an overview

of our validation process.

Our first contribution is the SHARP framework, that can accurately predict con-

current system reliability, while significantly reducing the computational cost needed

to solve for system reliability, as compared to existing design-level, brute-force type

approaches. SHARP achieves scalability through the use of ahierarchical approach,

and our solution technique allows us to solve for the reliability of a part of a system at a

time, and combine the results of lower-level scenarios appropriately. The motivation is

that solving many smaller, scenario-based models is more efficient than solving a model

of the entire system. Through extensive experimentation wevalidate the complexity and

accuracy of this approach. Lastly, we note that SHARP is an approximation of the “flat

model” (i.e., one that keeps track of the status of all components) used in other tech-

niques. However, we argue that its potential scalability benefits are achieved at the cost

of fairly small losses in accuracy.

To address the high cost of testing-based approaches in analyzing the performance

of third-party components, specifically WSs, we propose a framework for estimating

performance at high workload intensity, using informationcollected at low workload

intensity, and applying regression analysis — this is another contribution of this dis-

sertation. Such an approach allows system designers to evaluate the target WS, for

example, for its response time and stability conditions, and can be used in determining

how the target WS should be used in designing a new WS. We evaluate the accuracy of

our approach by studying its interpolation and extrapolation errors. Our results indicate

that our approach is able to overcome the poor extrapolationresults while maintaining

the accuracy in interpolation, as compared to standard regression-based techniques.
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Finally, we investigate estimating a component’s operational profile during design

by utilizing a variety of available information sources. For instance, we utilize informa-

tion from domain experts, requirements document, simulation, and functionally similar

components, and apply an HMM-based approach in estimating operational profiles of

a component. We evaluate the effectiveness of the reliability prediction process as a

function of different information sources. For instance, our results indicate that expert

knowledge alone, on which existing approaches often appearto rely, may lead to inac-

curate predictions. A rigorous evaluation process on a large number of software compo-

nents shows that our framework has a high degree of predictive power and resiliency to

changes in the identified parameters. The framework is validated by comparisons to an

implementation-level technique, which is used as the ”ground truth”. Our results indi-

cate that the framework can meaningfully assess reliability of a component even when

the information is distributed, sparse, and itself not entirely reliable. For instance, our

initial hypothesis — that more information about a component (e.g., actual operational

profile and failure behavior, and faithful detailed design model or implementation) will

result in more precise reliability predictions — has in factbeen borne out in our eval-

uation. Additionally, our results indicate that less information consistently yields more

pessimistic predictions, which we consider to be a desirable trait of the framework.

1.5 Roadmap

We discuss related work in Chapter 2, and SHARP in Chapter 3. In Chapter 4, we

describe our approach to performance analysis of third-party WSs. This is followed

by our approach on operational profile estimation, and its application to component

reliability modeling in Chapter 5. Finally, we discuss future research directions, and

conclude in Chapter 6.
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Chapter 2

Related Work

This chapter describes existing works in more detail, especially on design-level

approaches and testing-based techniques, because of theirrelevance to the work pro-

posed in this dissertation. In Chapter 2.1, we describe existing design-level software

reliability analysis techniques, and highlight their solution cost and assumption on the

availability of model parameters. Then, we focus on testing-based approaches and their

applications to performance estimation of software in the “Binaries Accessible” cate-

gory in Chapter 2.2.

2.1 Design-Level Software Reliability Analysis

As discussed in Chapter 1, it is important to start analyzingsystem quality early to save

development cost. To this end, many design-level software reliability analysis tech-

niques have been proposed. These approaches include [20, 33, 32, 29, 35, 36, 39, 41,

42, 28, 58, 59, 62, 66, 65, 76, 78]. A comprehensive description of these can be found

in existing surveys on the topic [30, 37, 38] and the references therein. At a high level,

C

1 2

4 F

3 5

6

Figure 2.1: An example of the Cheung’s model [20]
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they make use of the system’s structure in predicting systemreliability. Many of them

are influenced by [20], which is one of the earliest works on design-level reliability pre-

diction that considers a system’s internal structure usingdiscrete-time Markov chains

(DTMCs). An example of a model built using [20] is depicted inFigure 2.1. The states

in the reliability model represent components, while the transitions represent transfer of

control between components. These transitions are assumedto follow the Markov prop-

erty (i.e., a transition to the next state is determined onlyby the current state).1 Each

component may fail with a failure probabilityfi, and a transition from Statei to a fail-

ure stateF represents a system failure. Since failures are assumed to be irrecoverable in

[20], the failure state is an absorbing state that has no outgoing transition. When the sys-

tem has finished its execution, it transitions to a correct stateC, which is an absorbing

state that represents the system has completed without error. Therefore, system reliabil-

ity is defined as the probability of eventually reachingC, which can be computed using

standard techniques [69].

A number of approaches have built upon [20]. For example, in [58], instead of

assuming the reliabilities of components are available, itconsiders each component to be

providing a number of services, and computes a component’s reliability by combining

the reliabilities of its services. Another example is [21],which has considered error

propagation in computing system reliability. They argued that an error that is caused by

a component may not cause that component (and hence the system) to fail immediately.

Rather, an error may propagate to other components, which then causes system failure.

[32] proposed another approach using Markov chains. Instead of computing system

reliability directly from a Markov chain as in [20], they compute the number of visits

to each component before the system has terminated. System reliability can then be

1[37, 30] have suggested that this assumption does not hold inmany software systems. Higher-order
Markov chains can be used to alleviate this problem, but the size of the model grows much faster, and the
resulting model may be intractable.
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computed by combining the components’ reliabilities, accordingly to the number of

visits to each component. An advantage of this approach is that when a component’s

reliability changes, we only need to multiply the componentreliabilities, and do not

need to solve the entire Markov chain again.

The approaches we have discussed thus far are classified asstate-basedapproaches

in [37]. [37] has classified other approaches aspath-basedapproaches. In path-based

models, such as [39], system reliability is defined as the weighted sum of the reliabil-

ity of each execution path, and the weights represent the probabilities that each path

is executed. Some path-based approaches are tied with the system’s use-case scenar-

ios. A use-case scenario describe the interactions betweencomponents to achieve a

subset of the system’s functionalities, and a standard way to specify scenarios is to use

sequence diagrams. For example, [35] converts a sequence diagram into a DTMC, and

defines system reliability as a weighted sum of scenario reliabilities. Using path-based

or scenario-based approaches allow system designers to analyze the reliability of a small

part of the system at a time, and may reduce the complexity in solving the model.

2.1.1 Applicability to Concurrent Systems

All approaches we have discussed so far assume a sequential system. Typically, in

such approaches a reliability model keeps track of which component is running. For

example, the state-based approaches, such as [20], model transfer of control between

components, and assumes only one component is executing at atime: once a component

has transferred control to another component, it remains idle until control is transferred

back to it again. The path- or scenario-based approaches, such as [35, 39], assume only

one path/scenario is being executed at a time, as they assumethe probabilities that a

path/scenario executes sum up to 1.
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This assumption is problematic in modeling concurrent systems, in which many

components may be running simultaneously. Thus, in analyzing systems with simul-

taneously running components, one typically needs to keep track of the status of all

components. Such an approach is taken, for instance, in [28,76], and we refer to it as

a “flat model”. In [28, 59, 76], a stateS in the model is described usingC variables,

whereC is the number of components in the system, i.e.,S = (S1, S2, . . . , SC). In

[28, 76], components are modeled as black-boxes, which are either active or idle, i.e.,

Si = 0 when Componenti is idle andSi = 1 when Componenti is active. In addition

to scalability problems, this is also a shortcoming since representing the internal struc-

ture of components facilitates more accurate models. For example, some defects may

only be triggered when the component performs certain functions, and thus not having

a sufficient level of granularity in the reliability model could lead to poorer reliability

estimation. To address this, instead of modeling the statusof a component as either

active or idle, one can use a finer-granularity component model; this would result in the

type of model used in [59], whereSi represents the state of Componenti. Specifically,

[59] generates component models from scenario sequence diagrams and then generates

a system model by combining the component models using the parallel composition.

We note that, as in [59], SHARP (Chapter 3) models systems at afiner granularity level

through the use of scenarios. However, unlike [59], we employ a hierarchical approach,

which is intended to yield better scalability. Since such approaches essentially generate

reliability models in a brute-force manner, they suffer from scalability (i.e., “state explo-

sion”) problems. As a result, such models are often prohibitively costly to generate and

solve, even for systems with a modest number of components.

Other state-based approaches, such as those based on stochastic Petri nets (SPNs),

suffer from the same state explosion problem. Existing SPN-based approaches focus on

performance analysis based on UML models (see [10] for a survey); such models can
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be used in reliability analysis as well. However, solving the SPN requires generating the

SPN’s reachability graph, which has the same state explosion problem described above.

While non-state-based approaches, such as [39, 62, 77], maynot have the state

explosion problem and (implicitly) consider concurrency,they are not as descriptive

as state-based approaches, and hence may not give accurate estimates. For instance, the

work in [39] computes system reliability as a weighted average of the reliabilities of all

execution paths, and the reliability of each path is the product of component reliabilities.

In addition, [62] explored the use of Bayesian Networks (BNs) to model reliability of

concurrent systems. States in the component state diagramsare interpreted as nodes in

a BN, and transitions are interpreted as dependencies between nodes. The BN can then

be solved for reliability given these dependencies and component reliabilities. However,

the notion of concurrency in these approaches is limited as they do not describe flow of

control. For example, the two approaches above are not able to model the time spent in

each component, so that a lightly-used component has the same effect on reliability as a

heavily-used component.

At the same time, the notion of system failure is more complexin a concurrent sys-

tem. In existing approaches that assume sequential systems, failures are represented by

transitions to a failure state in the (Markov-chain based) reliability model. In these mod-

els, which assume a single-threaded system, being in stateSi indicates that Component

i is active, while all other components are idle. A transitionfrom a stateSi to a failure

state indicates that Componenti has failed. This means that if any active component has

failed, the entire system is considered to have failed. On the other hand, in a concurrent

system, since more than one component may be running, assuming the system has failed

if any active component has failed may be inflexible. However, existing approaches that

are applicable to concurrent systems are not able to handle complex failure conditions.

For example, in [59], the system transitions to a failure state when any active component
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fails. The work in [28, 32] does not include failure states explicitly; rather essentially

a reward is assigned to each state (with the value of the reward representing the proba-

bility of the system failing in that state), where the system’s reliability is computed as

a Markov reward function [69]. This system failure description is also limited, which

assumes that the system fails when any (active) component fails. [76] provides a some-

what richer description of system failures, where a reliability model includes backup

components that can provide services when the primary component fails; the system

fails when the primary component and all backup components fail. Unfortunately, this

approach is not capable (without significant changes) of describing other notions of

system failure, e.g., an OR-type relationship (the system fails when ComponentA or

ComponentB fails).

2.1.2 Parameter Estimation

Another common theme across these design-level reliability approaches is that it is not

clear how the model parameters are estimated. This is a majorchallenge in design-level

software quality analysis: since the implementation is notavailable, it is hard to gather

information for analysis.

The parameters that are needed for software reliability analysis are (1) the system’s

operational profile, which corresponds to, for example, transition probabilities in [20],

as well as probability that a scenario executes in scenario-based approaches, such as

[78]; and (2) component reliabilities, which corresponds to transition probabilities to a

failure state in [20].

Existing design-level reliability estimation approaches(sometimes implicitly)

assume that the system’s or its components’ operational profiles are known. A sys-

tem’s operational profile is typically estimated after the system has been implemented

[52]. Typically, this involves analyzing the system’s traces, to determine, for example,
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the transition probabilities between components. Estimating an operational profile of a

system becomes non-trivial at the design level, because theimplementation of a system

is unavailable.

To determine a component’s reliability, we can rely on component reliability predic-

tion approaches, such as [19] (Chapter 5), to predict component reliability. However, as

in the system-level, it is challenging to estimate the component’s operational profile and

failure information.

Some existing work acknowledge this fact, and study the effect of uncertainties about

a system’s operational profile on the resulting reliabilityestimates. For example, [36]

provides an analytical evaluation of the effect of uncertainties in model parameters on

the resulting system reliability. Others assume a fixed operational profile and varying

component reliability, and apply traditional Markov-based sensitivity analysis [20, 66].

[60] proposes an approach to using hidden Markov models (HMMs) [55] in estimat-

ing a component’s operational profile. However, it is not clear how “training data”, an

input to the Baum-Welch algorithm (a parameter estimation algorithm in HMMs [55]),

can be obtained. Part of our contribution in this context (see Chapter 5) is to identify

how training data can be obtained at the design level.

2.2 Testing-Based Software Performance Estimation

Techniques

There is a vast literature on software performance evaluation, going back to [67], which

proposed the software performance engineering process that has been in wide use; it

examines issues in software performance evaluation, e.g.,information gathering, model

construction, and performance measurements. More recently, research has focused on
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performance evaluation using software architectural models, e.g., [10] provides a rep-

resentative survey on the topic. These works leverage software architectural models

of their choice to generate performance models and focus on performance evaluation

from a system designers’ perspective — this allows early performance evaluation which

aids in avoiding costly design problems. Given the scope of our work in Chapter 4,

here we discuss works that have focused on performance evaluation of third-party WSs.

Although there has been significant interest in this topic, the main shortcomings of exist-

ing techniques (as detailed below) include (a) high cost of measurements at high work-

loads (needed by those techniques to estimate system response time) and (b) assump-

tions made by those techniques about availability of information about third-party WSs.

Several black-box approaches consider predicting performance of third-party com-

ponents, where the performance model is built from the component’s documentation

[54], or by examining the component’s binary code (e.g., Java bytecodes) [40]. How-

ever, these approaches assume the availability of design models, documentation, or

binaries of a third-party component, which are typically unavailable in the case of a

third-party WSs. Thus, they are not readily applicable.

In [17] an approach to WS performance evaluation is proposed; however, it requires

testing WSs at high workloads, which is expensive. In [68], asimulation-based approach

to estimate WS response time is proposed, where results fromperformance testing are

used when the WS being tested is lightly-loaded, to obtain simulation parameters, and

predicting response time for heavier loads is done using simulation. However, a short-

coming of this work is the assumption (when generating the simulation model) of knowl-

edge of the architecture of the WS being tested. Moreover, simulations could take a

fairly long time to converge, and thus at design time, analytic techniques may be more

desirable. In [75] a queueing network-based model of a composite WS is generated, in

which each WS is modeled as a server in the queueing network. However, if the WS
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being tested is a third-party WS, it is not clear how information about the structure of

a composite WS can be gathered (e.g., to what other WSs the WS under testing makes

requests).

Another approach is to include performance information in aWS’s service descrip-

tion, so that their clients can use such information for performance evaluation. For

example, [24] proposes that P-WSDL includes service performance characteristics of

the system (e.g., utilization and/or throughput), networkinformation (e.g., network

bandwidth), and workload characteristics (e.g., request arrival rate). We argue that ser-

vice providers may be reluctant to provide such information, and it is not clear how this

information can describe a composite WS, in which the service performance depends on

other WSs. Lastly, [46] proposes to include demands on server resources for each inter-

faces (e.g., a service requires X units of CPU time and Y unitsof I/O). Unfortunately, it

is not clear how the service demand can be obtained, as it is difficult to map a high-level

service to low-level hardware demands.

Existing work on performance evaluation specific to Web applications focuses on

evaluation from a service provider’s perspective. For example, [74] models a Web

application as a multi-tier system. Each tier represents a different type of server, and

the routing between the servers are assumed to be known. In such efforts, the goal of

the analysis is to help service providers to make service-level agreements (SLA) for

their clients. Our approach is orthogonal in that we evaluate a WS from the client’s

perspective.

The work in [56] monitors the quality of a third-party WS, including performance,

to detect violations of a SLA. This work is similar to ours in the collection of statistics

to evaluate a third-party WS. On the other hand, they assume the system is already oper-

ational, and are interested in the distribution of performance measures (e.g., response
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time distribution) to look for SLA violations, while we use the information to predict

the performance of a WS to aid service selection.
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Chapter 3

SHARP: A Scalable Framework for

Reliability Prediction of Concurrent

Systems

We present SHARP, a scalable, hierarchical, architecture-level reliability prediction

framework for concurrent systems. We first present background information on a run-

ning example we use throughout this chapter, the MIDAS system [45], along with infor-

mation on software design models and architecture modelingin Chapter 3.1. This is

followed by an overview of the SHARP framework in Chapter 3.2, and the details are

described in Chapter 3.3. Finally, we evaluate SHARP in Chapter 3.4.

3.1 Background

For the ease of exposition of our framework and for its subsequent evaluation, we use

a sensor network application, built using the MIDAS framework [45] and depicted in

Figure 3.1, as our running example. This system monitors room temperature and turns

the air conditioner (AC) on or off in order to satisfy user-specified temperature levels.

Sensor

SensorGateway GatewayHub

AC GUISensor

Sensor

Figure 3.1: An Overview of the MIDAS system
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Figure 3.2: Components’ state diagrams

We refer to this example system as the MIDAS system. The MIDASsystem consists

of five different types of components: aSensormeasures temperature and sends the

measured data to aGateway. TheGatewayaggregates and translates the data and sends

it to a Hub, which determines whether it should turn theAC on or off. Users can view

the current temperature and change the thresholds using aGUI component, which then

sends an update to theHub.

The state diagrams capturing the behavior of the MIDAS components are given in

Figure 3.2. In a component state diagram, an eventE is either a sending event or a
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Figure 3.3: Sequence diagrams

receiving event. In this paper, we use the notation introduced in [79], in which send-

ing and receiving events is represented by “-” and “+”, respectively. In SHARP, an

event needs to come with a specification of its arrival rate instates in which that event

is enabled. These rates should be available from different information sources that are

available during a system’s design; further assessment anddiscussion of these informa-

tion sources is detailed in Chapter 5. Some of the state machines in Figure 3.2 include

failure states (labeled by a negative number) that represent erroneous behavior triggered

by a failure eventF . In the following section, we discuss how we derive the failure

states.

The system-level behavior of MIDAS is captured using five basic scenarios: the

SensorGWscenario that includes processing measurements from aSensorcomponent

by aGateway(Figure 3.3(a)); theGWHubscenario that includes processing aggregated

measurements from aGatewayto theHub (Figure 3.3(b)); theGWACKscenario that

includes acknowledging theSensor’s measurement (Figure 3.3(c)); theGUIRequestsce-

nario that includes updating the temperature readings and changing temperature thresh-

olds (Figure 3.3(d)); and theChangeACTempscenario that includes turningACon or off

according to the temperature readings (Figure 3.3(e)).
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The five basic scenarios are in turn combined to form more complex system behav-

iors as shown in Figure 3.4. The complex system behavior consists of relations between

basic and complex scenarios that altogether form a scenariohierarchy1. The different

scenarios can run concurrently (PAR relationship) or sequentially one after the other

(SEQ relationship). In MIDAS, complex scenarioSensorsPAR represents the paral-

lel execution of multipleSensorsrunning theSensorGWscenario (Figure 3.4 describes

a system variant with four sensors).SensorPAR is considered complete once all the

concurrently running scenario instances are complete. Furthermore, the complex sce-

nario SensorMeasurementspecifies a longer sequence that summarizes how a sensor

measurement is propagated fromSensorsto Gatewayto Hub and back.

Hierarchical scenario descriptions similar to the one presented for MIDAS are com-

monly created during system design. In SHARP, an engineer also needs to annotate the

scenario hierarchy with the following quantitative information: (1) branching probabil-

ities when one scenario can be sequentially followed by multiple other scenarios, and

(2) the number of scenario instances that run in parallel. While other approaches require

and utilize the branching probabilities (e.g., [59]), SHARP is unique in its ability to

effectively handle scenario multiplicities. The information about how many scenarios

of a certain type will be running in parallel should be derivable either from the system

requirements or from the architectural configuration.

1We assume that the system designers have already handled implied scenarios [73] and updated the
specification to be free of them.
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Figure 3.4: MIDAS scenarios organized in a hierarchy

3.1.1 Architectural-Level Defect Analysis

In this paper, we focus on analyzing the reliability effect of architectural defects[63],

such as operation signature mismatches and mismatches between components’ interac-

tion protocols. We definesystem reliabilityas the probability that a user does not expe-

rience a failure caused by architectural defects. When a defect is triggered, afailure

may occur, after which a component behaves erroneously withrespect to the system’s

requirements. SHARP accounts for the fact that arecoveryfrom failure is possible.

In system reliability analysis, a system’s failure is typically defined in terms of the

failures of its components. We analyze an individual systemcomponent’s architec-

tural model by applying a defect classification technique [63] to determine the failure

states. We then add a failure transition from all the states in which a defect may be

triggered. For example, using the defect classification technique [63] on MIDAS, we

determine that aSensoris unable to notify theGatewaywhen it is running out of bat-

tery. This defect was discovered as a mismatch between the two components’ interac-

tion protocols. Failures caused by this defect are represented as the failure state−1 in

Figure 3.2(a). Furthermore,Sensorreturns to State2 upon recovery.
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In general, a component can return to any state designated bythe system designer

during defect analysis. We extend the event send/receive nomenclature to failure and

recovery events by viewing a component as sending failure (recovery) events when it

fails (recovers). We assume that the failures are recoverable, but can model irrecoverable

failures without significantly changing SHARP; only a few equations in Chapter 3.2

would need to be updated, where transient [72] (rather than steady state) analysis would

be used. For brevity, in this paper we omit details of irrecoverable failure analysis.

3.2 An Overview of the SHARP framework

The SHARP framework estimates a system’s reliability basedon (a) a behavioral spec-

ification provided primarily as a scenario hierarchy, (b) anoperational profile, and (c)

a definition of failure states. At a high level, SHARP works bypartitioning the sys-

tem behavior into smaller analyzable parts according to thescenario specification, with

the premise that analyzing multiple smaller models is more efficient than analyzing one

very large model. This is in stark contrast to a state-of-the-art scenario-based technique

[59] that generates a full-blown reliability model from a complex scenario specification.

Conversely, the idea of state space partitioning using scenarios has been explored in

the literature [23, 78] but with notable shortcomings. Specifically, the existing research

does not resolve two crucial obstacles to reliability estimation of complex, concurrent

systems:

1. How can one efficiently solve a reliability model that captures complex sys-

tem behaviors consisting of elaborate multi-scenario sequences when solving the

whole model at once does not scale?
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2. How can one efficiently estimate system reliability when asystem consists of tens

or even hundreds of concurrently running components and scenarios with possibly

similar behavior?

The first obstacle corresponds to the ability to deal with sequential scenario combina-

tions without having to solve the corresponding “flat” modelused by other approaches

[59] and without making simplifying assumptions about scenario independence like

some existing techniques [23]. The second obstacle relatesto the need to handle sit-

uations in which multiple scenario instances are running concurrently (PAR relation-

ship). For example, we want to be able to efficiently solveSensorsPARscenario from

Figure 3.4 even in situations when we have thousands of concurrently runningSensors.

SHARP resolves both of these obstacles by first generating and solving the reliability

models of smaller scenarios and then incorporating the results into reliability models of

the complex scenarios; this is done in a bottom-up way throughout the specified scenario

hierarchy.

To solve for reliability of a complex scenario with sequential dependencies (e.g.,

the SensorMeasurementscenario) in which there may be a large number of scenarios

running one after another, we propose a technique based on stochastic complementa-

tion [49]. Stochastic complementation is a standard technique for solving large Markov

chains that relies on partitioning a large model to smaller analyzable parts that have a low

number of incoming and/or outgoing transitions in the original model. To be able to do

this, we utilize the partitioning that is intrinsically present in a SEQ scenario where each

sub-scenario has only one entry point. For example, when analyzing MIDAS scenario

hierarchy (Figure 3.4) SHARP utilizes the SEQ relations in the SensorMeasurement

scenario to solveSensorsPAR, GWHub, andGWACKPARfirst, and then incorporate

the obtained results into a small, high-levelSensorMeasurementmodel with only three
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states. The outlined method for estimating reliability of complex SEQ scenarios demon-

strates the synergy between structured software specifications and stochastic methods

that is present in our framework.

To estimate the reliability of a PAR scenario (e.g.,SensorPARin Figure 3.4), instead

of generating parallel scenario models by simply composingall of the instances together

[43] or keeping track of the internal states of all components, SHARP works by keeping

track of the number of concurrently running scenario instances. To be able to abstract a

scenario’s execution state to either running or completed,SHARP calculates completion

rates of the different scenarios using queueing network (QN) models [69]. For example,

we aggregate the overall behavior ofSensorsPAR from Figure 3.4 with a model that

tracks whether there are zero, one, or two concurrently running instances ofSensorGW.

The transition rates between these differentSensorsPARstates amount to the previously

calculatedSensorGWcompletion rate. In certain cases (e.g., very large scale systems),

even the described symbolic model can become intractably large. SHARP applies model

truncation [69] on such models. Model truncation removes the rarely visited states (i.e.,

rare scenario combinations) thus achieving notable scalability gains with a minimal loss

in accuracy.

Moreover, previous techniques fail short when analyzing concurrent systems

because they do not consider that components in such systemsoften compete for the

same set of resources. To address this, we take resource contention into account. Specif-

ically, SHARP includes information about the possible concurrently running scenarios

when constructing the basic scenario QNs. For MIDAS, we identify that theGateway

is a possible contention point as multipleSensorsmay be using it concurrently; SHARP

includes this information when building theSensorGWQN and reliability model.
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Figure 3.5: An illustration of SHARP applied on the complexSensor measurement
scenario

3.3 Reliability Computation

In this section, we present the technical details of SHARP. SHARP has three distinct

activities that target (1) basic scenarios, (2) SEQ complexscenarios, and (3) PAR com-

plex scenarios. We describe each activity in Chapters 3.3.1, 3.3.2, and 3.3.3, respec-

tively. Each of these activities consists of steps for solving the corresponding models

for reliability and completion time; the completion times are used when solving the PAR

scenarios as elaborated below.

As an example, Figure 3.5 illustrates the steps that SHARP performs to analyze the

reliability of theSensor measurementscenario from Figure 3.4. The different SHARP

activities are used to analyze the different parts of the scenario hierarchy. The process

for obtaining the reliability information forGWHubandGWACKPAR, for brevity not

shown in Figure 3.5, is identical to the process forSensorGWandSensorsPAR. Intu-

itively, SHARP first analyzes the low-level, basic scenarios and incrementally incorpo-

rates the lower-level analysis results in the higher-levelSEQ and PAR scenario models.

Note that each activity comprises efficient steps for analyzing the scenario reliabili-

ties and completion times, while the basic scenario activity also contains a contention
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modeling step. In the following sections, we describe the SHARP activities with their

corresponding steps. The order of applying the different activities ultimately depends

on the structure of the scenario hierarchy.

3.3.1 Basic Scenarios

As discussed earlier, the first step in solving for system reliability in SHARP is to solve

for the reliability and completion time of the basic scenarios. We generate the scenario-

based reliability models (SBM for short) in a similar mannerto existing research [23, 59,

78] (described as Step 1.1 in the following section). The unique aspect of our approach

is that we generate the failure states for a basic scenario based on the correspondence

between the component reliability models (e.g., Figure 3.2) and the generated SBM. By

doing so, we manage to reuse component-level information about architectural defects

thus making the reliability analysis more meaningful as opposed to having an engineer

“guess” the failure states.

Next, we augment the generated SBM to modelresource contentionwith special

“queueing” states (Step 1.2). Intuitively, such states simulate a situation when an event

cannot be processed immediately. For example, while theGatewayis processing data

from oneSensor, it may receive data from another; consequently, we augmentthe SBM

by adding a “queueing” state to represent queueing of theSensor’s request. Contention-

related parameters are computed using queueing networks (QNs) [69]. For example, to

compute the average waiting time of aSensorrequest, we build a QN model depicted

in Figure 3.8. Parameters needed to build this model, e.g., frequency and the process-

ing time of requests, are derivable from the operation profile. This contention-related

behavior is included with minor increasing reliability model’s size as the QNs are solved

separately and only their results are “plugged” back into the reliability model.
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Figure 3.6: Component submodels ofSensorGW

Once the SBM reliability model is constructed and the QN is solved for contention,

we solve SBM for scenario reliability (Step 1.3) and completion time (Step 1.4) using

standard methods.

Step 1.1: Generating SBM

To generate the SBM for a scenario, we first generate a component submodel for each

component in each scenario, and then apply parallel composition, as in [59]. A com-

ponent submodel of ComponentCompc in ScenarioSceni, Compc Sceni, is a state

machine model describing the behavior ofCompc in Sceni, in which a state transi-

tion represents the occurrence of an event in the corresponding sequence diagram. In

our MIDAS example, the component submodels for theSensorGWscenario (recall Fig-

ure 3.3) are depicted in Figure 3.6.

The next step is to add failure states to each component submodel. We identify the

possible points of failure in a component submodel by leveraging the component model

using our work [19]. As we discussed in Chapter 3.1, we assumewe have identified

the architectural defects in the components, and representthem as failure states in a

component model. For example, to model the defect in theSensor, represented by the

failure state−1 in Figure 3.2(a) (recall Chapter 3.1), we add a failure state, State−1, in

Figure 3.6, a failure transition from State2 to State−1, and a recovery transition from

State−1 to State2.
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Figure 3.7: SBMs of the basic scenarios

We then generate an SBM for eachSceni by applying parallel composition [43]

to the component submodelsCompc Sceni for all Compc. In MIDAS, the SBM of the

five scenarios specified by the system designer is depicted inFigure 3.7. In our example,

applying parallel composition to the component submodels in Figure 3.6 would result in

the SBM for theSensorGWscenario depicted in Figure 3.7(a). Note that the states cor-

responding to normal behavior are marked in white, while thefailure states are marked

in grey.2 (Note that State3 in the SensorGWscenario (Figure 3.7(a)) corresponds to

contention modeling, which we describe next).

A major difference between our approach and [59] is that [59]first combines the

component submodels of each component for all scenarios (i.e., combining the models

Compc Sceni for all Sceni to synthesize a model forCompc), and then apply paral-

lel composition to all synthesized component models. Conversely, we apply parallel

composition to the component submodels for each scenario separately (i.e., for each

Sceni, we apply the algorithm toCompc Sceni for all Compc); we then combine

2For ease of presentation, we assume that the execution of a scenario has failed if any component is in
a failure state. SHARP is flexible enough to allow designers to specify more complex failure rules. This
is done using the same technique in PAR scenario as describedin Chapter 3.3.3.
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the results of solving the SBMs by solving its parent’s SBM. As a consequence, our

approach addresses the common scalability problems because generating and solving

many, smaller models, rather than a huge model in [59], results in space and computa-

tionally savings, as discussed earlier.

Finally, we determine the transition rate between the states based on the provided

operational profile. Formally, letQi be the transition rate matrix forSceni’s SBM. If

the transition from Statej to Statek corresponds to the eventE, the transition rate

Qi(j, k) = q(E), whereq(E) is the rate that eventE occurs. To complete the SBM,

according to [69], we set the diagonal entriesQ(j, j) such that each row inQ sums to

zeros.3

Step 1.2: Modeling Contention

To model contention in SHARP, we augment the SBMs with contention informa-

tion. When several components (callers) request services from a servicing component

(callee), the callee needs to allocate its resources appropriately to serve a caller, while

other callers would need to wait to obtain service.4 Since the system behavior may be

different when a request is waiting for service and when it isbeing processed, we add

a queueingstate to represent that a caller’s request is queued. Formally, let E be an

event that triggers a transition from Statej to Statek in an SBM. If there is a component

that may be servicing other requests upon receivingE, we add a queueing state State

q such thatQ(j, q) = q(E), andQ(q, k) = q(Ready). Ready is an event indicating

that the callee is ready to process the request of the caller of interest. As an example, in

3Note that self-loops in a component model (i.e., an event that causes a transition from a state to itself)
have been implicitly accounted for here. Since self-loops do not cause any state transitions, they do not
affect the probability distribution of being in a state in a CTMC, and are therefore dropped in a SBM.

4Since the flat model results in callees serving the callers ona FCFS basis, we also use FCFS in
our exposition (as the flat model is used as the ground truth);however, SHARP allows other queueing
disciplines, which can be modeled similarly.

39



theSensorGW, theGatewaycould be servicing aSensor’s request when anotherSensor

triggers eventE1. Therefore, we add State 3 to represent queueing, as in Figure 3.7(a).

Any other points of contention would be modeled in a similar manner.

The next step is to determineq(Ready), the outgoing rate of the queueing state.

We defineq(Ready) = 1
Twait

, whereTwait is the average time a caller spends waiting

to receive service. To computeTwait, we solve aqueueing network(QN) [69], which

describes the queueing behavior of the callers’ requests. In this QN, the callee is repre-

sented by a server.

To build such a QN, we utilize the following information: (a)the number of differ-

ent types of callers (i.e., the different types of components where each type can request

different services with different processing times), and the maximum number of type of

caller that may request a service; (b) how often a caller requests a service (arrival rate);

(c) how long the callee takes to serve a request (service rate); and (d) the callee’squeue-

ing discipline. Note that (a) is available from the system’s requirements and architectural

models which contain architectural configuration information, (b) is the available from

the operational profile (i.e., the rate of an eventE), and (c) is the total rate leaving a state

k also derivable from the operational profile. The operational profile information and

the other model parameters are determined using an approachto be described in Chap-

ter 5. Lastly, (d) describes how the callee’s resources are allocated among callers. For

example, the callee can serve the incoming requests in a first-come-first-serve (FCFS)

or a round-robin (RR) fashion. This information should be available from the system’s

requirements and the architectural models. For example, the choice of a given middle-

ware for implementing the system may impose FCFS service of callers. The constructed

QN is finally solved for the average waiting time in the queue using standard methods

[69].
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Figure 3.8: QN model of theSensorGWscenario

The QN forSensorGWbasic scenario is depicted in Figure 3.8. As an example, we

are interested in modeling the case when aSensorsends measurements to theGateway

while theGatewayis processing anotherSensor’s request. Hence, we have one class

of callers: twoSensorsmay send measurements to theGatewaywith arrival rate being

2 × q(E2) = 2, processing rate beingq(E3) = 1, and theGatewayis a FCFS callee.

After solving the QN for the average waiting time atGateway’s queue in Figure 3.8, the

resulting rate of leaving the queueing state (State 3) in Figure 3.7(a) is estimated to be

5. Other points of contention in the SBMs are treated analogously.

Step 1.3: Computing Scenario Reliability

Scenario reliability is defined as the probability of not being in a failure state. Solving

for it involves finding the steady state solution of a SBM. Note that the process we

apply to compute basic scenario reliability needs to take into account that, at a higher

level, we utilize stochastic complementation [49] to handle SEQ scenarios. Intuitively,

stochastic complementation breaks a large Markov model into a number of submodels,

solves the submodels separately, and reconstructs resultsof the original model. The

special structure required for an efficient solution using stochastic complementation is

that each submodel has only one start state. Notably, the generated basic scenario SBMs

satisfy this requirement as they have a single starting state.

To obtain the basic scenario reliability, we assume a systemis executing for a long

time (i.e., it is in its steady state), that after the execution of Sceni we are analyzing,
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it will eventually executesSceni again. Therefore, at the level of a basic scenario, we

are interested in finding its reliabilityri, which is the conditional probability of not

being in a failure state, given thatSceni is executing. To complete the model, we need

to account for the transition going out ofSceni and determine the state to which the

control is eventually transferred from another scenario. In case of a basic scenario, the

execution always returns to the scenario’s Start state. Theexecution of a scenario ends

when it is about to go to an End state, which represents the start of another scenario.

Therefore, based on [49], we remove the End state, and redistribute the transition rates

to the Start state (i.e.,Qi(j, End) = Qi(j, 1)). For example, inGUIRequest’s SBM in

Figure 3.7(d), we replace the transition from State 2 to State 3 with a transition from

State 2 to State 1, with the transition rate beingq(E7), as in Figure 3.9. Now we can

solve this model for its steady state probability vector,~πi), by using standard techniques

[69], and scenario reliabilityri can be computed as follows:

ri = 1 −
∑

f∈Fi

πi(f) (3.1)

whereFi is a set of failure states inSceni’s SBM. The rate matrix ofGUIRequest’s

model in Figure 3.9 after rate redistribution is

1

2

−1











−0.005 0.005 0

0.1 −0.11 0.01

0 0.4 −0.4











(3.2)

Solving this matrix using standard technique for~πi would yield ~πi =

[0.9512, 0.0476, 0.0012], and hence the reliability of theGUIRequestscenario isri =

1 − 0.0012 = 0.9988.
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Figure 3.9: Rate redistribution inGUIRequest

Step 1.4: Computing Scenario Completion Time

Recall that the scenario’s completion time,ti, is needed in building the concurrency-

level models for a PAR scenario (Chapter 3.3.3). We can computeti from Scenj ’s SBM,

after updating its parameters. We note thatti includes time spent in normal operation as

well as time spent in recovering from failures, because the definition of the “completion”

of a scenario includes all of the scenario’s behavior.

Let Ti(s) be the completion time when we are in Statei in Sceni’s SBM. i.e.,ti =

Ti(1). We compute~Ti by performing transient analysis that corresponds to solving

Eq. (3.3) [72]:

Q′
i
~Ti = −e (3.3)

whereQ′
i is the matrix after eliminating the row and column corresponds to the End

state inQi, and−e is a column vector of−1 with the appropriate dimension. Consider

theGUIRequestscenario, the rate matrixQ′
i is

Q′
i =

1

2

−1











−0.005 0.005 0

0 −0.11 0.01

0 0.4 −0.4











(3.4)
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Table 3.1:ri andti of the MIDAS scenarios
Scenario ri ti Scenario ri ti

SensorGW 0.9900 6.2625 GWHub 1 15
GWACK 1 2 SensorsPAR 0.9867 9.3937

GWACK PAR 1 3 SensorMeasurement0.9867 27.394
GUIRequest 0.9999 201.03 ChangeACTemp 1 0.5
GUI LOOP 0.9999 205.13 ControlAC 0.9999 205.28

System 0.9940 287.46

Applying Eq. (3.3) toQ′
i, GUIRequest’s ~Ti is ~Ti = [201.03, 1.025, 3.525], and hence

ti = 201.03. ti of the MIDAS scenarios are depicted in Table 3.1.

3.3.2 SEQ Scenarios

To analyze a complex scenario with sequential dependencies, we apply stochastic com-

plementation to generate a SEQ scenario’s SBM by combining the SBMs of the child

scenarios (Step 2.1). This is a novel use of an advanced stochastic method for analyzing

a software system’s quality, and comprises an important contribution of this paper. We

solve the resulting SEQ scenario SBM for scenario reliability (Step 2.2) and completion

time (Step 2.3) in a similar manner to our solution for basic scenarios.

Step 2.1: Generating SBM

We generate an SBM for a SEQ scenario as follows: we first generate the states of

the model, and then compute the transition rates with respect to the applied stochastic

complementation [49]. The states in a SEQ scenario’s SBM correspond to the child

scenarios. We determine the transitions according to the dependencies between the child

scenarios. If a SEQ scenarioSceni has a child scenarioScenk executing after another
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child scenarioScenj , we add a transition from statej to statek in Sceni’s SBM. For

example, the SBMs of the SEQ scenarios in MIDAS are depicted in Figure 3.10.5

The transition rates for each transition determined above are calculated as follows

[49]:

Qi(j, k) = (pi(j, k))outj (3.5)

wherepi(j, k) is the probability thatScenk executes after the execution ofScenj , and

outj is defined in a similar manner to [49]:

outj =
∑

s∈Sj

(πj(s))Qj(s, End) (3.6)

whereSj is a set of states inScenj , πj(s) is the steady state probability of being in

States in theScenj ’s model, andQj(s, End) is the transition rate going from States

to the End state inScenj ’s model. For example, inGUI LOOP (Figure 3.10(b)), let

Sceni = GUI LOOP andScenj = GUIRequest, the transition rate from State 1 to

State 2 inSceni is

Qi(1, 2) = pi(1, 2)(
∑

s∈Sj

πj(s)Qj(s, End))

= (1 − pinvalid)(πj(2))(q(E7))

= (0.98)(0.005)(1) = 0.0049

Furthermore, when we move up a level in the hierarchy toControlAC(Figure 3.4) the

transition rate going from State 1 to 2 inControlAC’s SBM in (Figure 3.10(c)) becomes

5Note that the self-loop in State 1 of theGUI LOOPscenario (depicted as dotted arrow in Figure 3.10),
representing that the user’s input is invalid, has been dropped, because a CTMC implicitly accounts for
self-loops.
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Figure 3.10: SBMs of the SEQ scenarios

Qi(1, 2) = pi(1, 2)
∑

s∈Sj

πj(s)Qj(s, End)

= (pControlAC)(1)Qj(1, End)

= (0.3)(1)(0.0049) = 0.0015

Step 2.2: Computing Scenario Reliability

Similarly to the way SHARP solves the basic scenario SBM, we redistribute the rate

going to the End state of a SEQ scenario SBM and solve the modelfor its steady state

probability vector,~πi, using standard technique. Once we have computed~πi andrj for

all child scenariosScenj , we solve the scenario reliability using the equation

ri = 1 −
∑

j

πi(j)rj (3.7)

Continuing with our example, to solve for~πi using the SBM of theControlACsce-

nario, after redistributing the rate going to the End state,we have the following rate

matrix:





−0.0015 0.0015

2 −2



 (3.8)
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Figure 3.11: Models for completion rate computation forGUI LOOPandControlAC

Solving this model gives us~πi = [0.9993, 0.0007]. The reliability of theChange-

ACTempis 1, as there is no defect identified in that scenario. Hence,the reliability of the

ControlACscenario isri = (0.9993)(0.9999) + (0.0007)(1) = 0.9999. The reliabilities

of other scenarios, depicted in Table 3.1, are similarly computed.

Step 2.3: Computing Scenario Completion Time

To compute the SEQ scenario completion time, we combine the completion time of

the child scenarios, represented by a state in this SBM. Formally, if State j repre-

sents a child scenarioScenj , we update the rate going to another Statek to Qi(j, k) =

(pi(j, k))(1/tj), wheretj is the completion time of a child scenarioScenj , andpi(j, k)

is the probability of going from Statej from Statek in the parent scenarioSceni. The

difference compared to the model generated in Step 2.1 is that the transition rates here

are a function of child scenario completion times, whereas in Step 2.1 the transition

rates were a function of the transition rates going into the End states of the child scenar-

ios. The reason for this change is the purpose of the analysis—reliability or completion

time— which requires different information incorporated from the child scenarios. Sub-

sequently, we compute the completion time using the standard methods (Eq. 3.3).

For example, consider theGUI LOOPscenario from Figure 3.4. The rate matrix for

completion time computation in Figure 3.11(a) by updating the rates in Figure 3.10(b) as

follows: let Sceni = GUI LOOP , andScenj = GUIRequest, using the rate matrix
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and steady state probability vector in Chapter 3.3.1, we canupdate the transition rate

from State 1 to State 2 toQi(1, 2) = (pi(1, 2))(1/tj) = (1−0.02)(1/201.03) = 0.0049.

Applying Eq. (3.3) gives us the completion time ofGUI LOOP is 205.12 time units.

Let us move up one level in the hierarchy and consider theControlAC scenario,

in which the model for completion time computation is depicted in Figure 3.11(b).

Let Sceni = ControlAC, and Scenj = GUI LOOP , the transition rate from

State 1 to State 2 inControlAC is Qi(1, 2) = (p1,2)(1/tj) = (pControlAC)(1/tj) =

(0.3)(1/205.12) = 0.0015. Similarly, the transition rate from State 1 to State 3 is

Qi(1, 3) = (p1,3)(1/tj) = (1 − pControlAC)(1/tj) = (0.7)(1/205.12) = 0.0034.

The transition rate from State 2 to State 3 is the completion rate ofChangeACTemp,

which isQi(2, 3) = 1/0.5 = 2. Given these parameters, the rate matrix of the model in

Figure 3.11,Q′ (defined in Chapter 3.3.1) is

Q′ =
1

2





−0.0047 0.0015

0 −2





Thus, the completion rate ofControlAC after solvingQ′ using Eq. (3.3) isti =

205.28 time units. Note that the completion time of theControlACscenario is similar

to that of theGUI LOOPscenario. This is because the completion time of theChange-

ACTempscenario is low as compared to the completion time of theGUI LOOPscenario

(0.5 vs. 205.12 time units). Therefore, theChangeACTemphas little impact on the

completion time of theControlACscenario.

3.3.3 PAR Scenarios

The primary goal in the generation of a PAR scenario’s SBM is to avoid scalability

problems that arise when handling systems in which there aremany concurrent scenario
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instances, some of which are of the same type. To this end, we propose a method

based on symbolic representation of the system execution state. Specifically, we abstract

the execution of concurrent scenarios by creating a model that keeps track of currently

running instances of each scenario. Each state of a PAR scenario SBM can be described

as acombination of child scenarios, or simply, a combination. Our model also allows

us to avoid redundancy in the models we generate, when the system can have several

instances of the same scenario. The generated symbolic model is referred to as the

concurrency-level model in the following sections. SHARP first determines the feasible

scenario combinations (Step 3.1), and constructs the concurrency-level model (Step 3.2).

Next, SHARP calculates the probabilities (Step 3.4) and thereliabilities (Step 3.5) of

the different scenario combinations. SHARP ultimately uses the obtained information

to compute the overall PAR scenario reliability (Step 3.6) and completion time (Step

3.7).

To further address the potential scalability problems whendealing with very large-

scale systems for which concurrent scenario instances may be in the range of hundreds

or thousands, SHARP employs model truncation [69] (Step 3.3).

Step 3.1: Determining Scenario Combinations

Determining the possible combinations is the first step in solving for reliability and

completion time of a PAR scenario; as a reminder we consider aPAR scenario complete

when all of its child scenarios end their execution. A combination, Ci, is defined as

Ci = (c1, c2, . . . , cSc
), wherecj is the number of completed instances ofScenj , andSc

is the number of child scenarios.6 We also defineIj to be the number of instances of

6Given that the system essentially experiences scenario “completions”, we assume that the probability
that more than one scenario completes in the exact same instant in time is negligible. This is a standard
assumption in Markov chain models which makes them more tractable without a significant loss in what
is expressable with such models.
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Table 3.2: Values ofP (Ck) andR(Ck) in theSystemscenario
Ck P (Ck) R(Ck) ti Ck P (Ck) R(Ck) ti

(0,0) 0.0420 0.9606 287.46 (1,0) 0.0630 0.9735 260.07
(2,0) 0.1260 0.9866 232.67 (3,0) 0.7266 0.9999 205.28
(0,1) 0.0077 0.9607 82.181 (1,1) 0.0116 0.9736 54.787
(2,1) 0.0231 0.9867 27.394

Scenj that needs to be completed, andI = max(Ij) be the largest number of possible

instances among allScenj. The execution of a PAR scenario is completed only when

all child scenarios has been completed.

In order to find scenario reliability, we need to compute the distribution of the possi-

ble combinations. Since, in general, not all combinations of scenarios in a system may

be possible, we allow a system architect to specify the combinations of scenarios that

are not possible (or not allowed). For instance, in MIDAS, such a restriction may be put

in place to avoid exhausting the resources of theHub: by allowing no more than three

requests in theHub. Hence, in theSystemscenario, if we setI1 = 3, andI2 = 1, and

include the restriction thatI1 + I2 ≤ 3, then, the possible scenario combinations are

those depicted in Table 3.2.

Step 3.2: Concurrency-Level Models Generation

The next step is to generate a concurrency-level model for each child scenarioScenj .

Specifically, a concurrency-level model is a CTMC model, representing the number

of completed instances ofScenj , and the determination of the End state depends on

the number of unique child scenarios. When there is one childscenario, completing

Ij instances ofScenj represents the completion of the PAR scenario. i.e., the state

Ij in the concurrency-level model is considered to be the End state. For example, the

concurrency-level models corresponding toSensorsPARandGWACKPARin MIDAS

are depicted in Figure 3.12(a) and (b).
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Figure 3.12: SBMs of the PAR scenarios

When there is more than one child scenarios, completingIj instances ofScenj

means that the execution of all instances has been completed. Scenj can only execute

again when all other scenarios have been completed, and the parent scenario executes

again. We add a stateE to model this behavior, and define StateE to be the End state of

the concurrency-level model. We also add a transition from stateIj , which corresponds

to completing all instances ofScenj , to StateE. For example, the concurrency-level

models corresponding to theSystemscenario is depicted in Figure 3.12(c).

We determine the transition rates as follows: the transition rate from Statecj

(cj < Ij), i.e., when there arecj completed instances ofScenj , to Statecj + 1 is

(Ij − cj)(1/tj(1)), whereti is the scenario completion time, which is computed in

Chapters 3.3.1 and 3.3.2. The transition rate corresponds to the rate an instance of

Scenj completes, when there arecj completed instances. When there are more than one

unique child scenarios, the transition from StateIj to StateE, which corresponds to the

average time to wait for the completions of all instances from other scenarios, is1/dj,

whered is the average of the total delay other scenariosScenk, k 6= j have caused.

Here, we setdj =
∑

k 6=j Iktk, wheretk is the completion time ofScenk.7

7Note thatdj is an approximation, which assumes that the average time to complete an instance of
Scenk, given thatScenj has completed, is stilltk. An exact computation ofdj involves transient analysis,
which is computationally more expensive [72].
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Figure 3.13: Probability distribution of the number of completed instances

Step 3.3: Performing Model Truncation

To further reduce the computational cost, we drop the combinations in a PAR scenario

that are rarely visited using model truncation [69].

The steady probability distribution ofcj , the number of completed instances of

Scenj , depends on the values of~tj (scenario completion time), as well as the com-

pletion time of other scenarios~tk, Scenk 6= Scenj . Pj(cj) can be obtained by solving

a concurrency-level model using standard techniques. As anillustration, we depict the

steady state probability distribution ofcj in Figure 3.13. We assume the completion rate

of other scenarios are fixed, anddj = 1 (recall Step 3.2). Also, we setI = 50, and

variedtj(1) at different values (0.01, 1, and 100). For instance, whentj(1) = 100, 29

(out of 51) possible values ofPj(cj) is less than 1%.

In generating the scenario combinations, we can drop the values ofcj that occur

rarely. That is, instead of consideringcj could be any value between 0 andI, we con-

sider a smaller range of values, determined as follows: in generating the scenario com-

binations, we considerx as a possible value ofcj if P (cj = x) is larger than a threshold

ǫ. That is, a small threshold allows us to consider a wider range of value, and we can

consider the case without using truncation as havingǫ = 0. For example, ifǫ = 0.01
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(depicts as a dotted line in Figure 3.13), whent = 100, dj = 1, andI = 50, we only con-

sider29 ≤ cj ≤ 50 in generating the scenario combinations (instead of0 ≤ cj ≤ 50).

There is a tradeoff between the number of states we drop and the penalty in accuracy

in applying model truncation. We evaluate this tradeoff in Chapter 3.4.2.

Step 3.4: Computing Combination Probability

Once constructed, SHARP solves the concurrency-level model for the probability distri-

bution of each combination. We defineP (Ci) = P (c1, c2, . . . , cS) to be the probability

that there arecj completed instances ofScenj for eachj = 1 . . .S. Since we assume all

instances of all child scenarios run independently,

P (Ci) ≃

∏

j Pj(cj)

W
(3.9)

wherePj(cj) is the probability thatcj instances ofScenj have completed, andW =
∑

k P (Ck) is a normalization factor8 that ensures thatP (Ck) sum to 1. In theSystem

scenario,P (c1, c2) is the probability that there arec1 and c2 completed instances of

SensorMeasurementandControlAC, respectively. Hence,

P (c1, c2) ≃
P1(c1) × P2(c2)

W

We redistribute the transition state from the End state to State 1 as in Chapter 3.3.1,

and solve the model forPj(cj) for all cj , using standard techniques [69]. This corre-

sponds to solving for the probability of being in statecj in Scenj ’s concurrency-level

model. Table 3.3 gives the probability distribution ofPj(cj) in the two PAR scenarios of

our MIDAS example; these are computed using the concurrency-level models of each

8The normalization factor is needed because, in general, notall combinations of scenarios may be
allowed, as described earlier.
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Table 3.3: Values ofPj(cj) in theSystemscenario
Parameter Value Parameter Value Parameter Value

P1(0) 0.0305 P1(2) 0.0916 P2(0) 0.8949
P1(1) 0.0458 P1(3) 0.8321 P2(1) 0.1051

scenario (as described above). Furthermore, Table 3.2 gives the corresponding combina-

tion probabilities, computed using the data from Table 3.3 by applying Eq. (3.9). Lastly,

since the computation of the distribution of different scenario combinations is done in

an approximate manner as described above, in Chapter 3.4 we evaluate the accuracy of

this approximation, as well as the reduction in computational cost.

At the level of the entire system (i.e., the highest level in the hierarchy), the syn-

chronization requirement, that a PAR scenario is considered completed only when all

child scenarios have been completed, may be too restrictive. Some systems are con-

sidered to be continuously running, where child scenarios can be considered as starting

and completing independently. For example, after theSensorshave finished taking mea-

surements, they do not necessarily have to wait until theGUI to update the data before

taking another set of measurements. We can use our previous work in [18] to model this

behavior.

Step 3.5: Computing Combination Reliability

Given that we now know how to compute the probabilities of having various combina-

tions of child scenarios as well as the reliabilities of the child scenarios, what remains is

the computation of the reliabilities of each combinations.We can then compute scenario

reliability by combining the reliabilities of each combination. We will use the combina-

tion (1,0) in theSystemscenario — one completed instance of theSensorMeasurement

scenario, and no completed instance of theControlAC scenario — as an illustrative
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example in this section; the reliabilities of other combinations are calculated analo-

gously. To compute the reliability of a scenario combination, we need to first examine

how scenario failure is defined.

In SHARP, system designers can specify the conditions underwhich the scenario

is considered to have failed as follows. If there arexj or more failed instances ofany

Scenj , the system is considered to have failed, i.e.,

(F1 ≥ x1) ∨ (F2 ≥ x2) ∨ . . . ∨ (FS ≥ xS) (3.10)

whereFj is the number of failed instances of a child scenarioScenj (recall thatS is the

number of distinct child scenarios).9 As an example, the system is considered reliable if

it can control the temperature appropriately and display the current room temperature to

the user. This requires that (a)Sensorson at least oneGatewaycorrectly measure and

send data to theHub; and (b) theGUI displays the current temperature obtained from

the Hub, and theHub controls theAC appropriately. Therefore, we define the system

to be unreliable when one or more instances ofSensorMeasurement, or one or more

instance ofControlAChave failed, respectively. Thus,x1 = 1, andx2 = 1.

To compute the probability that combinationCk satisfies the failure condition in

Eq .(3.10), we consider the clauses one at a time, and computethe probability of satis-

fying a clause as follows:

P (Fj ≥ xj) =

Ij−cj
∑

f=xj

P (Fj = f) (3.11)

The next step is to compute the probability distribution ofFj , which is the number

of failed instances ofScenj , out ofIj − cj instances. An instance fails with probability

9The OR-clauses are used for ease of presentation. SHARP can easily specify more general failure
conditions, by using disjunctive normal form and modifyingEq. (3.13) accordingly.
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1 − rj , whererj is the reliability of Scenj as defined in Eq. (3.1); otherwise, with

probability rj , it has not failed. Note thatFj is a binomial random variable, and its

probability distribution, according to [69], is as follows:

P (Fj = f) =

(

Ij − cj

f

)

(1 − rj)
f(rj)

(Ij−cj−f) (3.12)

In the MIDAS example, based on Eq. (3.11) and Eq. (3.12), we computeP (F1 ≥ 2)

as follows:

P (F1 = 1) =

(

2

1

)

(1 − 0.9905)1(0.9905)1 = 0.0188

P (F1 = 2) =

(

2

2

)

(1 − 0.9905)2(0.9905)0 = 9 × 10−5

P (F1 ≥ 1) =

2
∑

f=1

P (Fi = f)

= P (F1 = 1) + P (F1 = 2) = 0.0188

Similarly,P (F2 ≥ 1) = 0.0001.

Since the system is considered to have failed when any clausein Eq. (3.10) is satis-

fied, the reliability of a combination,R(Ck), can be defined as:

R(Ck) = 1 −
S

∑

j=1

P (Fj ≥ xj) (3.13)

To complete our example, we combine the above results according to Eq. (3.13), i.e.,
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R((1, 0)) = 1 −

S
∑

i=1

P (Fi ≥ xi)

= 1 − (0.0188 + 0.0001) = 0.9811

We repeat this calculation for each combination; Table 3.2 gives reliabilities of all sce-

nario combinations for the MIDAS example under the above given failure conditions.

Step 3.6: Computing Scenario Reliability

We compute scenario reliability by combining the results ofthe previous steps. Sce-

nario reliability of a PAR scenario is defined as the sum of thescenario combinations’

reliabilities, weighted by the probability that the combination occurs, i.e.,

ri =
∑

k

P (Ck)R(Ck) (3.14)

In our running example, the solution of Eq. (3.14) gives the reliability of theSystem

scenario, and hence system reliability, as0.9940, which, in this case, is within 0.5% of

the ground truth of0.9935, obtained by solving the “flat model” as detailed below.

Step 3.7: Computing Completion Time

To complete the PAR scenario analysis, SHARP computes the completion time for each

combinationCj. Intuitively, the average completion time of a combinationt(Cj) =

max(Ti(ci)), whereTi(ci) is a random variable representing the completion time of

Sceni when there areci completed instances. Computing this is difficult, because we

need to compute the completion time distribution of all child scenarios, followed by

computing the distribution ofmax(Ti(ci)).
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To simplify the calculation oft(Cj), we assume the completion of a scenario instance

is memoryless, as in the flat model. As an example, consider the combination (0,0) in

the concurrency-level models of theSystemscenario in Figure 3.12. i.e., no instances

of both theSensorMeasurementandControlACscenarios have been completed. The

memoryless assumption means that if an instance of theSensorMeasurementscenario

has completed, the average time it takes to complete an instance of theControlACsce-

nario is “reset” tot10.

Given this assumption, we can see that the average time to complete a combination,

t(Cj), is simply the sum of the completion time for each scenario,ti(cj). That is, the

completion time forCj is

t(Cj) =
S

∑

i=1

ti(ci) (3.15)

To computeti(ci), we solve the concurrency-level for the average completiontime,

by setting StateIi as the End state of the concurrency-level model, and applying

Eq. (3.3) to it. For example, inSensorsPAR, we solve the model in Figure 3.12(a)

using Eq. (3.3), and the resulting completion time isTi = [9.3937, 6.2625], and hence

ti = 9.3937.

3.4 Evaluation

We evaluate SHARP along two dimensions: (a) the complexity of generating and solv-

ing concurrent systems’ reliability models as compared to those that can be derived from

existing approaches (Chapter 3.4.1), and (b) the corresponding accuracy of SHARP

(Chapter 3.4.2). More specifically, we compare SHARP against a flat model, which

is used here as the “ground-truth”. Our flat model is essentially the same as [59], where
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a system reliability model is generated by applying the parallel composition.10 We note

that the difference between our application of parallel composition (in Chapter 3.3.1)

and that in [59] is that we use parallel composition to generate a SBM of basic scenarios

(which, as argued below, is expected to be relatively small)while [59] uses it to generate

a model of the entire system at once.

We applied SHARP to a variety of systems, with different numbers of components,

scenarios, as well as numbers of instances of scenarios. We show representative results

obtained from the following systems:

1. The MIDAS example system we used throughout this chapter.This system has

five basic scenarios, and may potentially have a large numberof instances of a

scenario (e.g., multiple sensors taking measurements). There are fourSensors,

oneGateway, oneHub, oneGUI, and oneAC in the instantiation of MIDAS used

in this evaluation.

2. A GPS system with route guidance, audio player, and bluetooth phone capabili-

ties. This system has five major components:RouteGuidance (RG), EnergyMon-

itor (EM), MediaPlayer (MP), BluetoothPhone (BT), andDatabase (DB). This

system is modeled using 21 basic scenarios. Note that it is unlikely that there will

be more than one instance of a scenario in this system becauseof the system’s

structure (e.g., it typically makes little sense to have twoinstances of a route guid-

ance scenario to perform the same route guidance service).11 To evaluate SHARP

in a controlled manner, we injected the following defects into this GPS system:

(a) a defect in theEM component which may lead to failure to notify other system

10The only differences between our flat model and the one in [59]is that [59] assumes that failures
are irrecoverable. As we discussed earlier, SHARP can modelirrecoverable failures without significant
changes.

11One exception to this would be the situation when the system designers are concerned about service
failures, and hence introduce redundancy. We do not consider such a variant of the GPS system.
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components when the battery is low, and (b) a defect in theRGcomponent which

may lead to failure in updating a user’s location accurately.

3. A simple client-server system with one server and possibly many clients, which

is modeled using one basic scenario. In this system, a clientsends aRequest

message to the server to request for service, and the servicereplies with aReply

message. If a request arrives when the server is servicing another request, the

new request waits in the server’s buffer in a FCFS fashion. Weassume the server

has enough buffer space so that the requests would not be dropped. We select

such a simple system as it is difficult to study the accuracy oflarger systems:

the flat models of larger systems would become too large to solve, and hence

we would lack a baseline for comparison. We use this system toillustrate the

effect of contention when there are many clients, as its simplicity allows us to

generate flat models with a larger number of components as compared to MIDAS

(see Chapter 3.4.2 for details). We consider a defect in the server that may lead to

failure to reply to the client when a requested file cannot be retrieved.

3.4.1 Complexity Analysis

We now explore the complexity of SHARP as compared to the flat model. We first

describe the theoretical worst-case complexity of each approach, and then discuss the

computational cost that is likely to arise in practice.

Worst Case Complexity

Let U be the number of unique components,C be the total number of components,S be

the number of scenarios (basic and intermediary),SB be the number of basic scenarios,

SI be the number of intermediary scenarios (i.e.,S = SB+SI). Also letIi be the number
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Table 3.4: Worst-case complexities
Time Complexity Space Complexity

SHARP O(SImax(S3,S(I+1)
I
3)+ O(S + max(M2C,S2,SI))

SB(M3C + M
C
SB(I + 1)SB))

Flat Model O(M3C) O(M2C)

of instances ofSceni, andI = max(Ii) for all Sceni. Also, letMj be the number of

states ofCompj, andM = max(Mj) for all Compj . The resulting complexities are

summarized in Table 3.4. Let us first analyze the complexity of SHARP:

Basic scenarios: In the worst case, every state in every component participate in a

basic scenario, and hence the SBM may have as many asO(MC) states. Once we have

determined the states in the SBM, we need to determine the transitions between each

pair of states. Therefore, the complexity of the generationof a SBM isO(M2C). The

complexity of solving a SBM12 is O(M3C). Thus, the time complexity of generating

and solving the SBM for a basic scenario isO((M2C + M
3C)) = O(M3C). The space

complexity of generating and solving a basic scenario’s SBMis O(M2C) — once we

have solved a SBM, we can reuse its space as we generate SBMs one at a time.

Contention Modeling: In the worst case, there is contention in every state in the SBM

of a basic scenario. If, as a result, we add a queueing state corresponding to each state,

we double the size of every SBM of each basic scenarios, whichdoes not affect the

worst case complexity of solving it (O((2MC)3 = O(8M3C) = O(M3C)). Thus, in the

worst case, we haveO(MC) QNs to solve. Determining the worst case complexity of

solving a QN can be complicated, as that depends on the type ofa QN we have. Given

the special structure of our contention models (refer to Chapter 3.3.2), we can make

sure that the corresponding QNs have product form [69], by adjusting the visit ratios

12The time complexity of solving a Markov chain withN states isO(N3), and the space complexity
for storing the corresponding rate matrix isO(N2).
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accordingly;13 this would result in the worst case complexity ofO(SB(I + 1)SB) [69]

for solving one QN. Thus, the worst case time complexity of solving all QNs would be

O(MC
SB(I + 1)SB).

SEQ scenarios: Since there are at mostS scenarios in the system, there are at mostS

states in the SBM of a SEQ scenario, because each scenario is represented by a state in

the SBM of a SEQ scenario. Therefore, the complexities of generating and solving the

SBM of a SEQ scenario areO(S2) andO(S3), respectively, and the space complexity is

O(S2), as discussed above.

PAR scenarios: In the worst case, allS scenarios run in parallel. The most expensive

step in solving forP (Cj) is to solve a concurrency-level model for each scenario (each

with at mostO(I) states). Therefore, the complexity of solving forP (Cj) is O(SI
3).

Solving forR(Cj) involves combine the reliabilities of the child scenarios according to

the failure conditions. The complexity of solving Eq. (3.11) is O(I), and hence the com-

plexity for computingR(Cj) using Eq. (3.13) isO(SI). Therefore, the complexity of

solving for reliability of a PAR scenario isO(SI(SI
3 + SI)) = O(SI

SI
3) = O(SI+1

I
3).

The space complexity of solving the PAR scenarios isO(SI), as we need to store the

results of the concurrency-level models.

Note that we have not considered the computational cost savings of model trunca-

tion in this complexity analysis, as model truncation does not reduce the worst-case

complexity.

Overall Complexity: First, since there areSB basic scenarios, the com-

plexity of generating and solving allSB SBMs of the basic scenarios is

O(SB(M3C + M
C
SB(I + 1)SB)). There areSI intermediary scenarios, which each

13The visit ratios correspond to the the number of times the “callee queue” (e.g., theGatewayqueue in
Figure 3.8) is visited, per visit to the “caller queue” (e.g., Sensorqueue in Figure 3.8). In our example,
these are 1:1, but in general, the “callee queue” can be visited multiple times, per visit to the “caller
queue”.
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of them could either be s SEQ or PAR scenario. As we do not know which of

SEQ or PAR scenario is more expensive to solve in the worst case (it depends

on the values ofS and I), we describe the complexity of solve an intermediary

scenario to beO(max(S3,S(I+1)
I
3)). Therefore, the overall time complexity is

O(SB(M3C + M
C
SB(I + 1)SB)) + SImax(S3,S(I+1)

I
3)).

In analyzing the overall space complexity, we need to consider the space needed

to store the results of the scenarios that have been processed, in addition to the space

needed to store the SBM of the scenario that is being processed. Since we store theri

andti of eachS scenario in the worst case, the space needed to store the results of S

scenarios isO(2S). The “last” scenario could be a basic, SEQ, or a PAR scenario,so

the space complexity is the maximum space needed among the three types of scenarios.

Thus, the overall space complexity isO(S + max(M2C,S2,SI)).

In the flat model, we first apply parallel composition using all components, for which

the complexity isO(M2C). The time complexity of solving the flat model isO(M3C).

Therefore, the overall time complexity of the flat model approach isO(M2C + M
3C) =

O(M3C). Since the flat model has as many asO( M
C) states, its space complexity is

O(M2C).

Computational Cost in Practice

In our worst-case analysis above, it appears as if the flat model has the better time com-

plexity. This is (partly) because in solving the SBM of the basic scenarios in SHARP, in

the worst case, there areMC states in each SBM (i.e., just as in the flat model).

However, in practice the worst case will be very unlikely. Specifically, the worst case

analysis assumes that all states in all components participate in all scenarios. In practice,

we expect that (a) the number of states participating in a scenario from a particular

component, as well as (b) the number of components participating in that scenario, will
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Table 3.5: Summary of computational costs in practice
U C M SB Flat Model SHARP

MIDAS (6 sensors) 5 12 5 5 1.52 × 1012 692
GPS 5 5 17 21 1.17 × 1011 1331

Client-Server (8 clients) 2 9 2 1 1.34 × 108 737

be substantially smaller thanM andC, respectively. In contrast, even in practice, the

flat model approach requires generation of the entire systemmodel that involves using

all states in all components. Thus, we expect the worst case analysis of the flat model

approach to be reflective of the practice.

Another reason for the increased worst case complexity of SHARP is the assumption

that all scenario types participate in all resource contention points, which leads to more

costly solutions of QNs, used for contention modeling. Again, in practice, we expect that

the number of scenario types contending for the same resource would be substantially

smaller thanS. Moreover, many approximation techniques exist in the QN literature,

which based on our experience should work well, given the simple structure of our

QNs. For instance, Schweitzer’s approximation [64] would result in anO(S) worst case

solution.

Table 3.5 summarizes the computational costs in practice tosolve for system relia-

bility using the flat model and SHARP of the three systems we evaluated. The computa-

tional cost savings using SHARP are significant in all three systems. This illustrates that

SHARP is able to avoid scalability problems by generating and solving many smaller

models, instead of generating and solving one huge model as in the flat model. Compar-

ing the computational costs of the three systems yields someinteresting observations.

We noticed that it is more expensive to solve the GPS system than the MIDAS systems,

since the GPS system is modeled as 21 basic scenarios, and we generate and solve a

SBM for each scenario. Although systems with more basic scenarios (which are typ-

ically more complex) are more expensive to solve in SHARP, the computational costs
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Figure 3.14: Computational Cost in Practice

in practice are still significantly lower, as compared to theflat model. While the client-

server system is a simpler system than MIDAS, it costs more tosolve. This is because

I is larger in the client-server system (I = 8) than MIDAS (I = 3), which results in a

larger model in a PAR scenario. The computational cost of theclient-server system can

be reduced using model truncation, as described in Chapter 3.3.3 (Step 3.3).

Figure 3.14 illustrates how computational costs increase as the system becomes more

complex. Here, we vary the number ofGatewaysin MIDAS (x-axis), and assume that

eachGatewayconnects to twoSensors. We plot the number of addition/multiplication

operations needed to solve the two resulting models on the y-axis. Otherwise, the sys-

tem is the same as the example used throughout this chapter. Note that the y-axis of

Figure 3.14 is plotted on a logarithmic-scale. As can be seenfrom the figure, the com-

putational cost of SHARP is much lower and grows significantly slower than that of the

flat model. For example, it takes more than1012 operations to compute the reliability

solution of the MIDAS system with 6Gatewaysusing the flat model, while it only takes

692 operations to compute the solution using SHARP.

Since the SBMs are likely to be smaller than the flat model, we argue that SHARP

requires significantly less space in practice than the flat model. The savings are also due

to the fact that we can generate and solve the SBM one at a time,and thus reuse the

space.
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As we discussed in Chapter 3.3.3, it is also possible to reduce the computational

cost of SHARP via model truncation. We study the tradeoff between further reducing

the computational cost and loss of accuracy in Chapter 3.4.2.

Lastly, given that SHARP takes the approach of solving many smaller models rather

than one large model, if parallel processing is available, we could solve our models in

parallel.

3.4.2 Accuracy

Our goal is to provide evidence that SHARP is sufficiently accurate to be used in making

design decisions. The goal of design-time approaches is to analyze the effect of different

design decisions on reliability rather than obtain absolute reliability measurements.14

Therefore, we compare thesensitivitiesof SHARP and the corresponding flat model: if

the differences in the change in reliability estimates are reasonably small when the same

parameter is varied in both SHARP and the flat model, then SHARP can be considered

accurate.

Sensitivity Analysis

First, we compare the sensitivities of SHARP and the flat model when model parameters

change. We vary a parameter within a range (to be specified below), and observe how

system reliability changes. Here, we present results corresponding to varying failure-

related parameters in the MIDAS and GPS systems. We performed similar experiments

by varying other parameters and using several other systems’ models. The results were

qualitatively similar and are omitted here for brevity.

14For example, at implementation time, it may be appropriate to evaluate a system’s reliability using
the five 9’s standard. However, this is not typically meaningful at design time.
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Figure 3.15: Sensitivity Analysis of theSensorPARscenario

The inaccuracies in our estimates come from the solution of the PAR scenarios,

because of the approximations we made (recall Chapter 3.3.3). We generate the SBM

of the basic scenarios using the same technique as in existing techniques, therefore the

results are the same. The solution of the SEQ scenarios is exact: the steady state prob-

ability using our stochastic complementation-based approach is the same as one would

solve it directly (by “flattening out” the model and connect the child scenarios appropri-

ately) [49].

We compare the sensitivity at the level of a scenario, and ourresults of theSen-

sor PARscenarios are depicted in Figure 3.15. We varied the failurerate of the two

Sensorsbetween 0.1 to 0.5 in Figure 3.15(a) and the recovery rate between 0.2 and 0.8

in Figure 3.15(b). We vary the parameters one at a time, maintaining other parameters

fixed at their default values (Default values of the MIDAS system are given in Fig-

ure 3.2). We varied other parameters in theSensorPARscenario, and the results are

qualitatively similar.

As we can see, the reliability estimates of both SHARP and flatmodel vary at a simi-

lar rate when the parameters change. For example, in Figure 3.15(a), scenario reliability

drops from 0.96 to 0.87 in SHARP, and from 0.95 to 0.84 in the flat model, respectively.
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Figure 3.16: Sensitivity analysis at the system level

Next, we study how the inaccuracies propagate to the system level. In Fig-

ures 3.16(a) - (d), we vary the failure rates of theSensorand Hub components in

MIDAS, and theEM and RG components in GPS between 0.1 and 0.5. In Fig-

ures 3.16(e) - (h), we vary the recovery rates of theSensor, Hubcomponents in MIDAS,

and theEM andRGcomponents in GPS between 0.2 and 0.8, As in the experiments at

the level of a scenario, other parameters fixed at their default values.

In these experiments, we observe that results obtained fromSHARP closely follow

the flat model. This suggests that SHARP is accurate in predicting system reliability,

while in practice it should result in much better scalability than the flat model approach.

We also illustrate that SHARP is useful in determining whichcomponents are more

critical to a system’s reliability. We have verified this property of SHARP in a number

of examples. For instance, in Figure 3.16, when we vary the failure rates ofSensor(Fig-

ure 3.16(a)) andHub (Figure 3.16(b)) between 0.1 and 0.5, system reliabilitiesobtained

from SHARP change by 4% and 0.4%, respectively. Since the system’s reliability is

affected more by the changes inSensor’s failure rate thanHub’s, under these condi-

tionsSensoris the more critical component. Note that the differences inthe change in
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Figure 3.17: Sensitivity analysis of the Client-Server system

reliability estimates between SHARP and the flat model are very small (within a few

percent). We have not observed significant deviations from the flat model in any of our

studies. We can thus conclude that SHARP is useful in this analysis.

Effect of Contention Modeling

This section aims at illustrating the importance of modeling contention in SHARP. We

use a very simple client-server system with a single scenario for reasons given above.

By increasing the number of clients, we can model a highly-contended system. For

example, our results with one server and 8 clients are depicted in Figure 3.17, where

we present the results of using SHARP without contention modeling, SHARP with con-

tention modeling by considering the server as a FCFS callee,as well as results from

the flat model (which includes contention) as a baseline for comparison. The differ-

ences between the results obtained from SHARP without contention modeling and the

flat model can be as large as 12% (when the failure rate is 0.2),while the results with

contention modeling are much more accurate (the error is generally about 2%, and no

larger than 5%, when the failure rate is 0.2). This occurs because, without contention

modeling, SHARP includes the time spent waiting to be servedas processing time, thus
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overestimating the processing time. In turn, this lowers the reliability because process-

ing a request may trigger a defect in the server that waiting for service does not. Results

obtained using other systems are qualitatively similar, and are omitted for brevity.

Effect of Model Truncation

In evaluating the effect of truncation in Chapter 3.3.3, first we study the computational

cost savings. In Figure 3.18, we plot the number of operations needed to solve for the

reliability of MIDAS with oneGUI, AC, andHub, and vary the number ofGateways. As

in Chapter 3.4.1, we assume that eachGatewayconnects to twoSensors, and increase

the number ofSensorsaccordingly. The interactions of eachGatewaywith other com-

ponents are modeled as an instance of theSensorMeasurementscenario. There are at

most 100 instances of theSensorMeasurementscenario, and at most one instance of

the GUIRequestscenario. In Figure 3.18, we varied the threshold (x-axis, plotted in

logarithmic-scale), and plotted the number of operations needed to solve SHARP with

truncation. We fixed the scenario reliability ofSensorMeasurementat 0.99, and the

completion time at 1. The system is considered to have failedwhen any instance of

SensorMeasurementhas failed. The cost without truncation is our baseline, andcan be
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considered as having a threshold of 0. As we can see from Figure 3.18, the computa-

tional cost savings can be significant: when the threshold is10−2, the number of oper-

ations needed to solve SHARP with and without truncation areapproximately1 × 106

and 6200, respectively. These results indicate that model truncation reduces the compu-

tationally cost in generating the scenario combinations.

Next, we study the error in reliability estimates when truncation is used (i.e., we

consider only a small range of possible values of the number of active instances). The

results are depicted in Figure 3.19. We varied the thresholdin the x-axis, and plotted

the error in reliability estimates as compared to the results without truncation (y-axis).

When the threshold is small (i.e., we consider a wider rangesof values), the error is

smaller, with the largest error being 0.8% (when the threshold is 10−2).

3.5 Conclusions

We presented SHARP, a scalable framework for predicting reliability of concurrent sys-

tems. Our main idea in modeling concurrency is to allow multiple instances of system

scenarios to run simultaneously. We overcame inherent scalability problems by leverag-

ing scenario models and using an (approximate) hierarchical technique which allowed

generation and solution of smaller parts of the overall model at a time. Our experimental

evaluation showed that SHARP is more scalable than existingapproaches in practice,

and its scalability is achieved without significant degradation in the accuracy of system

reliability predictions.
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Chapter 4

Performance Estimation of

Third-Party Components

As discussed earlier, it is expensive to apply testing-based approaches to assess the

quality of software systems. To address this problem in the context of performance

estimation, we propose a queueing model-based framework that estimates software per-

formance at high workloads, by applying regression analysis using performance testing

data collected at low workloads. We focus on applying this framework to estimating

the performance for Web services (WSs), because, as discussed in Chapter 1, software

designers have to rely on testing-based approaches to evaluate the quality of software in

the “Binaries Accessible” category, and WS is one such example.

An overview of our framework is depicted in Figure 4.1. In Step 1, we collect

performance data of the WS being tested using performance testing. In Step 2, we

apply regression analysis to estimate response time at points that are not sampled dur-

ing performance testing, using data collected in Step 1. Ourmain contribution is in

Step 2, where we propose incorporation of queueing models inthis process, in order

Black-box
WS

Step 1: 
Performance Testing

testing
traffic

performance
data

Regression

Performance
prediction

regression function

Step 2: 
Regression Analysis

Figure 4.1: An overview of our WS performance prediction framework
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to overcome the poor extrapolation results typically obtained using standard regression

analysis-based techniques (as detailed below).

4.1 A Framework for WS Performance Prediction

We describe our framework in details in this section. Specifically, in Step 1, we send

requests to the WS being tested, and collect the corresponding average response time.

This process is repeated at different workload intensities. Performance testing (Step 1,

Chapter 4.1.1) is typically done to ensure that the system ofinterest conforms to some

performance expectations. The challenge in this step is that performance testing is quite

expensive, as it involves making a large number of requests to the WS being tested.

This is especially the case for testing under heavy loads, where the testing process can

greatly affect the normal operation of the WS being tested. The implication then is that

we have limited data, particularly for the system under heavy loads, to predict the WS

performance. Thus, it is highly desirable to be able toextrapolate– using data collected

under lighter loads to construct predictive models which are capable of predicting well

under heavier loads.

In other words, Step 2 (Chapter 4.1.2) involves predicting response timebeyond

the sampled arrival rates in Step 1. Extrapolation is a challenging problem, and we

have confirmed that standard regression approaches performpoorly at this task (refer

to Chapter 4.1.2). Therefore, we propose to use queueing models for response time

prediction, which, however, may give less accurate interpolation results. This motivates

us to derive a hybrid approach that combines the more accurate interpolation results

when using standard regression approaches, with the more accurate extrapolation results

when using queueing models.

73



4.1.1 Step 1: Performance Testing

Performance testing has been used in evaluating software performance to ensure the

system performs as expected [51]. The goal of performance testing is to understand the

system’s properties, such as system throughput and response time, given a controlled

workload.

Performance testing may assume an open model, in which clients arrive to the sys-

tem at a pre-specified arrival ratêλE, and leave the system once the request has been

served. It may also assume a closed model, in which the numberof clients is fixed. In

either case, we are interested in observing the response time when we vary the arrival

rate in an open model, or when we vary the number of clients in aclosed model.

In the remainder of this chapter, we assume the use of an open model, and generate

arrivals accordingly to a Poisson process. (We note that, asa client of a third-party WS,

we can control the arrival process.) Specifically, we generateDj requests at ratêλj
E, and

measure the response time to each requestk, T̂ j,k. We can then compute the average

response time as

T̂ j =
1

Dj

∑

k

ˆT j,k (4.1)

We repeat the test at different values ofλ̂j
E, and compute the correspondingT̂ j.

A shortcoming of performance testing is the assumption thatthe system does not

change over the duration of the test. This includes the WS being tested, any other third-

party WSs involved, as well as network conditions. In real-world applications, this

may not be the case. For example, making a large number of requests to a WS may

be perceived as an attack. Thus, administrators may block the testing traffic, and, as a

result, we would not be able to gather performance data. Thisagain motivates the need

to limit performance testing, particularly at higher workloads, and devise approaches for

accurate extrapolation.
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4.1.2 Step 2: Regression Analysis

The goal of regression analysis is to model and estimate the input-output relationship

between random variables based on observed data, and then use the model for predic-

tion. In our context, we apply regression analysis to model the relationship between

the arrival rate and the WS response time, and predict WS response times at arrival rates

that are not sampled during performance testing. The stage of modeling is often referred

as “training”. We often need to assess the effectiveness of atrained model before we

deploy it to real-world environments to make prediction. The stage of assessment is

often referred as “testing” (or “evaluation” to avoid beingconfused with performance

testing). The assessment is accomplished by comparing the model’s prediction on data

with known arrival rates and responses times. However, suchdata should have no over-

lap with the data used in the training stage so that the model is not over-optimistic.

As noted earlier, we differentiate two different types of predictions: interpolation

when the arrival dates arewithin the range of those being collected during performance

testing, and extrapolation when the arrival dates areoutsidethe range.

Statistical models for regression analysis can be broadly classified intoparametric

andnonparametric:

Parametric regression: In parametric regression, we specify a regression function with

unknown parameters to capture the relationship between thearrival rate and the response

time. One can leverage prior knowledge about the relationships among variables to

determine a suitable regression function. An example regression function is anN th-

degree polynomial, i.e.,

T (λE, ~α) =
N

∑

i=0

αi(λE)i (4.2)
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whereλE is the average customer arrival rate to the WS.~α is the unknown parameter

vector, representing the coefficients of the polynomial. Weestimate it using performance

testing data.

More specifically, given a regression function and data fromperformance testing

(pairs of values of̂λj
E andT̂ j), we would like to find~α = (α1, α2, . . . , αK) such that the

mean squared error between the measured response time and the model’s prediction is

minimized. This problem can be formulated as the following optimization problem:

minimize
~α

∑

j

(T̂ j − T (λ̂j
E, ~α))2

(4.3)

whereT (λ̂j
E, ~α) is the predicted response time when the external arrival rate isλ̂j

E. This

problem can be solved using standard optimization techniques [26].

In addition to fitting data with a polynomial, we have also considered fitting the data

with an exponential function. i.e.,

T (λE, ~α) = α1e
α2λE (4.4)

where~α is estimated using regression.

Once we have estimated the unknown parameters, we predict response time, by

plugging in the arrival rate of interest,λE, and parameters estimated from regression,

~α∗.

In this work, we consider another two types of regression functions – splines and

neural networks. Splines are piecewise-smooth polynomials. We used cubic splines in

our experiments (a standard choice in many applications [25]).

Neural networks (NN) are another common approach for regression. Architecturally,

a neural network is a set of connected linear and nonlinear “neurons”. They can model

highly nonlinear functions with sufficiently complicated network architecture. In our
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experiments, we have used 3-layer neural networks. The firstlayer is the input layer,

representing the arrival rate. The output layer corresponds to the response time. The

hidden layer is a layer of nonlinear processing units which transform the input with

tanh functions. The transformed inputs are then linearly combined to form the output

[13].

Nonparametric regression: Nonparametric approaches make predictions directly uti-

lizing the observed data, without specifying explicitly a regression function. An exam-

ple of nonparametric approaches is Gaussian process (GP) [57]. In our work, the GP

encodes similarity among data (i.e., pairs of arrival ratesand response times) with ker-

nel functions and makes predictions by combining (nonlinear) response times from

observed data. Intuitively, a closer training data atλ̂E to λE contributes more to the

final prediction onλE. Our experiments use the so-called “neural networktanh kernel”

as it performs the best when compared to a few other alternatives.

A Shortcoming of Standard Regression Analysis

To illustrate a shortcoming of applying standard regression analysis for WS performance

estimation, we show how well these approaches extrapolate.A more comprehensive

validation is presented in Chapter 4.2.

In this experiment, we use extrapolation error as our metric. We collected perfor-

mance testing data by varying the arrival rates, until the system has been saturated (i.e.,

when the system has started returning errors because of resource saturation). We then

divide the data into two sets: the training set and the validation set. Data in the training

set, consisting of the data points in the bottom 60% of the arrival rates sampled, was

supplied to the regression algorithm. Then, we compute the extrapolation error by com-

paring the predicted response time and data in the validation set, which corresponds to

the data points in the upper 40% of the arrival rates sampled.
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Figure 4.2: Extrapolation using standard regression methods

Here, we show the results using the Java Adventure Builder (AB) application [3].

This simple travel agent WS is provided by Sun to demonstratethe development and

deployment of a WS. It is an atomic WS (i.e., one that does not make requests to other

WSs), that makes requests to a local database server. Our system has 54 customers and

1,022 bookings.

The extrapolation results are depicted in Figure 4.2. Data in the training set and

the validation set are depicted as circles and squares, respectively. We depict results

based on an8th-degree polynomial in Figure 4.2(a) as, in this experiment,the results

of using an8th-degree polynomial were more accurate than those using polynomials

of other degrees. We observe, from Figure 4.2, that standardregression techniques are

unable to predict response time when the arrival rates are outside of the data used as

input to regression analysis. Specifically, all five approaches we studied predict the

response time to remain flat when the arrival rate increases beyond the sampled arrival

rates, instead of increasing rapidly as the system nears saturation. Indeed, the fact that

standard regression approaches may give poor extrapolation results is a well-known

problem in the regression literature.

A Queueing Model-Based Framework

To address the shortcoming that standard regression approaches tend to perform poorly

at extrapolation, we propose a queueing network-based framework to estimate the

response time of black-box WSs. More specifically, we use queueing models to derive
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a function that describes the relationship between arrivalrates and response time; this

function is then used as the regression function in parametric regression for response

time prediction. The challenge is, however, that we do not know the structure of the

WS being tested. For example, we do not know if it is deployed on a server, using a

three-tier architecture as in [74], or if it makes use of other WSs. In the absence of

structural information, we approach this problem by using asuite of queueing models,

and as shown in Chapter 4.2, this provides us with insight about the performance of the

WS. For example, we can determine the stability conditions of the WS using the most

pessimistic model.

In presenting our queueing model-based framework, we first discuss single-queue

models, followed by queueing network models. We also give several instantiations of

the queueing models we have considered in our evaluation in Chapter 4.2.

Single-Queue Models:A single-queue model is characterized by: (1) thearrival pro-

cess, which describes the workload characteristics; (2) theservice time distribution,

which describes the characteristics of the servers; and (3)thenumber of servers, which

describes the degree of concurrency. As a client to a WS, we can control the arrival

process by adjusting the performance testing parameters. Parameters related to the ser-

vice time distribution are estimated using regression, while the number of servers is

determined by the system modelers. Given this information,we can derive the average

response time as a function of arrival rate and other model parameters, and estimate

model parameters by applying standard regression analysisusing data collected from

performance testing.

Since information about the WS being tested is limited, in general, it is challenging

to determine the number of servers and the service time distribution. However, in our

validation in Chapter 4.2, we show that even with simple queueing models (as detailed

below) one can gain valuable insight into the WS being tested. For instance, we can
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determine the stability conditions of the WS, which are useful in, for instance, deter-

mining how much workload one should send to that WS.

M/M/1 Model: As an example, let us consider the M/M/1 model (i.e., with a Poisson

arrival process and exponential service time distribution). The corresponding average

response time is then [69]

T (λE , µ) = 1/(µ − λE) (4.5)

whereλE andµ are the average customer arrival and service rates, respectively. We

apply regression analysis to estimateµ using performance testing data. In applying

regression analysis, we need to specifyconstraintsto ensure that the resulting system is

stable, i.e., in the case of the M/M/1 model, thatµ > λE.

Another important consideration is the choice of astarting pointto the regression

problem. It has been proven that regression algorithms can find the global optima when

the objective function is convex, no matter which starting point we choose [26]. How-

ever, as opposed to using a polynomial as a regression function, using queueing models

may result in a non-convex objective function. An example ofour objective function

is depicted in Figure 4.3, in which we apply the M/M/1 model tothe AB WS. In this

example, the highest arrival rates we used in performance testing, λ̂max
E = maxjλ̂

j
E, is

15, and we variedµ (x-axis) between 15.01 and 15.5. The MSE is plotted on the y-axis,
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Figure 4.4: Extrapolation using queueing models

and it can be shown that this objective function is not convex. It appears that the objec-

tive function is convex whenµ < µ∗, whereµ∗ is the optimal point that gives the lowest

MSE (in this example, whenµ ≃ 15.03). Therefore, we setµ slightly larger than the

highest arrival rates used in the performance,λ̂max
E (we setµ to 1.001λ̂max

E in our evalu-

ation). We have experimented with other starting points, and our results have indicated

that our choice has yielded good results. We are unsure if ourchoice of a starting point

is optimal; such analysis is out of the scope of this chapter.

We apply regression analysis to predict the response time ofthe AB WS using the

M/M/1 model, with results depicted in Figure 4.4(a). Even though the M/M/1 model can

predict the rapid increase in response time (beyond a certain load), it does so pessimisti-

cally in this case, i.e., this increase occurs much sooner than in the actual system. One

reason for this is that the exponential service time distribution assumption is unlikely to

hold in a real system. Thus, the M/M/1 model illustrates the basic idea and motivates

the use of more complex models, as we do next.
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M/G/1 Model: The M/G/1 model allows a general service time distribution that is

characterized by its mean and variance. The corresponding average response time is

[69]:

T (λE, µ, σ) =
1

µ
+

λEσ2

2(1 − λE

µ
)

(4.6)

whereσ2 is the variance of the service time distribution. We apply regression analysis

to estimate bothµ andσ using performance testing data.

The results of predicting response time of the AB WS using M/G/1 model is depicted

in Figure 4.4(a). The M/G/1 model is more accurate than the M/M/1 model, due to the

more general model of the service time distribution.

M/M/m Model: The M/M/m model relaxes the single-server assumption of the

M/M/1 model, i.e., we have a single queue withm servers. The corresponding average

response time is [69]:

T (λE, µ, m) = PQ

ρ

λE(1 − ρ)
+

1

µ
(4.7)

whereρ = λE/(mµ) andPQ, the probability of queueing, is given by [69]:

PQ =
(mρ)m

m!

p0

1 − ρ
(4.8)

p0 = (

m−1
∑

k=0

(mρ)k

k!
+

(mρ)m

m!

1

(1 − ρ)
)−1 (4.9)
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To illustrate the use of multi-server queueing models, we present results using the

TPC-App benchmark [6] we deployed, which we refer to as TPC WSin the remainder of

the chapter. This benchmark emulates a bookstore WS environment, in which customers

can create an account, search for books, place an order, and retrieve the status of an order.

Our deployment of TPC is depicted in Figure 4.5. The WS makes use of several internal

WSs: an Order WS, an Item WS, and a Customer WS. Each of the three internal WSs

runs on a separate physical machine, and queries a local database. Our system has 100

customers, 500 books, and 30,000 order records.

The extrapolation results1 using the TPC WS are depicted in Figure 4.4(b). While

the results based on the M/M/m model are more accurate than those based on the M/M/1

model, they are still pessimistic. One reason is that the TPCWS was deployed on four

machines, and each machine has its own queue. Therefore, a single-queue, multi-server

model, such as the M/M/m model, may not be as accurate as a model with multiple

queues, which motivates consideration of queueing networkmodels.

Queueing Network Models: To simplify our discussion, we assume an open2 QN of

M/M/1 queues. We also assume there is only one class of customers: the arrival and

service processes for all customers are the same. In such a QN, a queue may, e.g.,

represent an internal server (such as a Web server or a database server), or another WS.

With these assumptions, our QN is a product-form network [11].3

The first piece of information needed in addition to single-queue models is thenum-

ber of queues, which is estimated by the system modelers. This corresponds to the

number of physical servers (e.g., database and applicationservers) that serve a client’s

request. One approach is to try different number of queues, and determine which gives

1Herem = 2; different values ofm gave less accurate results.

2A closed model can be used without significant changes to our approach.

3In general, more complex QNs can be used and still remain product-form [11]; We would then update
Eqs. (4.12) – (4.15) to reflect that.
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the most accurate results. We use a two-queue QN to model the TPC WS in Chapter 4.2,

as it generates the most accurate results among QNs with different number of queues.

For each queue, in addition to the parameters specified in single-queue models, we need

to determine itsvisit ratio, using regression (see below).

We now define a QN model more formally. LetK be the number of queues,pi,j be

the probability of going to queuej upon leaving queuei; pE,i be the probability that an

external arrival goes to queuei, andpi,E be the probability that a customer leaves the

system upon leaving queuei, where
∑

j pi,j + pi,E = 1. Note that in a WS, a customer

always arrives at the WS being tested (e.g., a customer cannot send requests directly

to an internal database server). If we assume Queue 1 is the WSbeing tested, then

pE,1 = 1, andpE,i = 0 for all i 6= 1.

The visit ratio of queuei is given by [69]

vi = pE,i +
∑

j

vjpj,i (4.10)

where the total arrival rate at queuei is

λi = λEvi (4.11)

Givenλi for each M/M/1 queuei, the average number of customers in queuei, Ni, is

[69]:

Ni =
λi

µi − λi

=
λEvi

µi − λEvi

(4.12)

Since the QN is product-form, the joint probability of having ni customers in queue

i, 1 ≤ i ≤ K, is

P (n1, n2, . . . , nK) =
∏

i

P (ni) (4.13)
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whereP (ni) is the probability that there areni customers in queuei. Here, the average

number of customers in the system,N , is

N =
∑

i

Ni =
∑

i

λEvi

µi − λEvi

(4.14)

Thus, using Little’s result [69], the average response timeis

T =
N

λE

=
1

λE

∑

i

λEvi

µi − λEvi

=
∑

i

vi

µi − λEvi

(4.15)

We can simplify our process as follows: instead of estimating the entire routing

matrix (i.e., thepi,j ’s) and compute the visit ratios, we choose to estimate the visit ratio

vi’s directly. Furthermore, if we multiply Eq. (4.15) by(1/vi)/(1/vi), we obtain:

T =
∑

i

vi

µi − λEvi

×
1/vi

1/vi

(4.16)

=
∑

i

1

µi/vi − λE

=
∑

i

1

αi − λE

(4.17)

whereαi = µi/vi. Rewriting Eq. (4.15) as Eq. (4.17) allows us to simplify theresponse

time estimation process by using regression analysis to estimateµi/vi directly, instead

of their individual values.

We apply this QN model to the data collected from the TPC WS, with the results

depicted in Figure 4.4(b). We observe that the QN model is more accurate than the

M/M/1 and M/M/m models, because of its more accurate description of the TPC WS’s

structure. This QN model, however, is too optimistic when the arrival rate is high. This

suggests that we should use a suite of queueing models to understand the behavior of a

WS, rather than a single model.
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Table 4.1: Comparisons of TPC WS interpolation results
λ measured QN error NN error

0.7 1.13700 1.03342 0.10358 1.14992 0.01292
1.1 1.35670 1.31543 0.04127 1.33618 0.02052
1.5 1.74110 1.82561 0.08451 1.78227 0.04117
1.9 2.94880 3.09797 0.14917 2.90909 0.03971

A Shortcoming of Queueing Models

While the extrapolation results using queueing models are better than those of standard

approaches, their interpolation results are not as good. This can be explained as follows.

System response time increases rapidly when the system is close to being saturated,

and hence the slope of the response time function is very steep whenλE is high. This

property causes the regression algorithm to try fitting dataat high workload intensity,

because a slight error in the estimated parameters results in very large errors in these

data points. Given that the queueing models usually have fewparameters to fit (e.g.,

the M/M/1 model only has one parameter), the regression algorithm cannot adjust the

parameters to fit data at low workload intensity, and hence the response time estimates at

low workload intensity are not as good using queueing models. On the other hand, stan-

dard approaches are usually more flexible in fitting data at both low and high workload

intensities, and hence are able to produce more accurate interpolation results.

As an illustrative example, consider the TPC WS we used earlier. We provided every

other data point collected during performance testing as training data, and the remaining

data points were used to compute interpolation errors. We show results using the QN

model and NN, because these results are most accurate among queueing models and

standard regression approaches, respectively. Note that we present the results here as a

motivation for the hybrid approach in Chapter 4.1.2; we willpresent a more comprehen-

sive validation with other aforementioned models and WSs inChapter 4.2. The results

are depicted in Table 4.1.

86



performance
data

Step 2a
Fitting data to a 
queueing model

Step 2b
Generating new 

data points

Step 2c
Apply standard 

regression

model
parameters

performance
prediction

new data
pointsqueueing model

Regression
Data

Generation

Regression

Figure 4.6: An overview of the hybrid approach

We can see that the interpolation errors of QN are higher thanthose of NN, e.g.,

when λE = 0.7, the error of NN is 0.01292 (or 1.136%), while the error of QN is

0.10358 (or 9.11%). These results have motivated us to derive a hybrid approach, that

takes advantage of the low interpolation errors of standardregression approaches at low

workload intensity, and more accurate extrapolation results of the queueing models at

high workload intensity.

A Hybrid Approach

How do we take advantage of the better interpolation accuracy of standard regression

approaches at low workload intensity, and the better extrapolation results of the queueing

models at high workload intensity? Figure 4.6 illustrates our proposed hybrid approach.

Recall that̂λmax
E is the highest arrival rate sampled during performance testing.

The main idea is to first fit queueing models with performance testing data at the

sampled arrival rates (λE ≤ λ̂max
E , Step 2a), and then generate new performance data

points at higher arrival rates (λE > λ̂max
E ) using the fitted queueing model (Step 2b). In

the final Step 2c, we augment the real performance testing data with the QN-predicted
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performance testing data. We then apply standard regression approaches to the aug-

mented data to build a new prediction model which fuses knowledge from the queueing

model.

We hypothesize that the resulting model has low interpolation errors at low work-

load intensity, as compared to using queueing models alone,while being able to extrap-

olate response time at high workload intensity, as comparedto using standard regression

approaches alone. The following example supports the hypothesis. More detailed vali-

dation results are given in the next section.

As an illustrative example, consider applying this hybrid approach to the TPC WS.

Since the interpolation results using NN are most accurate among standard approaches,

and the extrapolation results using QN are most accurate among queueing models (Fig-

ure 4.4(b)), we use QN in Steps 2a and 2b, and NN in Step 2c in theresults to be

presented here and in Chapter 4.2. We refer to this approach asQN3.

Step 2a: We fit data collected during performance testing at the sampled arrival rates,

depicted as circles in Figure 4.7, using a QN with 2 queues (introduced in Chapter 4.1.2).

In this example, the parameters of the QN, obtained using regression analysis by sup-

plying Eq. (4.17) as the regression function, areα1 = 2.5908 andα2 = 2.5912.
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Table 4.2: Errors in response time estimates usingQN3

λE measured QN3 QN NN
0.7 1.13700 0.01381 0.07936 0.00310
0.9 1.22280 0.00072 0.04008 0.00536
1.1 1.35670 0.01968 0.01533 0
1.3 1.55030 0.03610 0.00113 0
1.5 1.74110 0.04974 0.09206 0
1.7 2.20000 0.02348 0.04464 0.32503
1.9 2.94880 0.04137 0.05449 1.00066
2.1 5.05620 0.98818 0.98297 3.07344
2.3 21.17940 14.29826 14.30680 19.18136

Step 2b: The next step is to generate new data points using this QN model by plugging

in λE > λ̂max
E , α1 andα2 into Eq. (4.17). In our example, the new data points are

depicted as triangles in Figure 4.7.

Step 2c: Finally, we take the data from Steps 2a and 2b as inputs to a standard regression

approach (in our example NN), with results depicted in Table4.2 and Figure 4.7.

The results in Table 4.2 indicate that the interpolation errors of QN3 are compa-

rable to using NN alone and are lower than using QN alone. At the same time, the

extrapolation errors ofQN3 are very close to using QN, and are lower than using NN

alone (which produces poor extrapolation results). These results illustrate thatQN3 is

more accurate than using either QN or NN alone. A more comprehensive validation is

presented next.

4.2 Validation

We perform an extensive evaluation and comparison of the approaches described

in Chapter 4.1, i.e., standard regression techniques, queueing models (QN, M/M/1,
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M/M/m, and M/G/1), andQN3. Concretely, we analyzed 4 WSs with different con-

figurations. We predict response times using above stated approaches and report their

errors.

The 4 WSs which have analyzed are the AB WS and the TPC WS that wedeployed

in a controlled environment (both described earlier), and the Weather WS [7] and the

Geocoding WS [1] that are “live”. Analysis on other “live” WSs and “fictitious” WSs

yielded similar conclusions and are thus omitted for brevity.

We report RMSE – (squared) root of measure squared errors – a commonly used

evaluation metric in regression analysis. The errors are defined as the differences

between the predicted values and the measurements (ground-truth). For each WS, we

sent 10000 requests at a fixed arrival rate according to a Poisson process, and computed

the average response time. This process was repeated at 9 - 11different arrival rate val-

ues. The data was then split into two sets (with details givenbelow): data in the training

set was supplied as input to each approach, and we computed the approach’s RMSE

using its predictions and data in the validation set.

In what follows, we report first results oninterpolation. In this setting, parameters

of our models are estimated on training data (i.e., different arrival rates) whose value

ranges are the same as validation data. Then, we report results onextrapolation, where

the ranges of training data and validation data are disjoint. Our evaluation results show

that, while other techniques perform well on either interpolation or extrapolation,QN3

performs the best inbothcases.

4.2.1 Interpolation Errors

In this set of experiments, we choose an odd number of data points. An example is the

data in the first two columns in Table 4.2. We sort them according to the corresponding
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Table 4.3: TPC WS interpolation errors
λ measured QN M/M/1 M/M/m M/G/1 Poly

0.7 1.13700 0.10358 0.52988 0.20194 0.45465 0.10844
1.1 1.35670 0.04127 0.55485 0.26512 0.39676 0.10039
1.5 1.74110 0.08451 0.56063 0.30143 0.24797 0.26089
1.9 2.94880 0.14917 0.71227 0.47936 0.01250 0.70997

Exp Splines NN GP QN3

1.13034 0.16458 0.01292 0.08168 0.01292
1.30735 0.16070 0.02052 0.04575 0.02052
1.37532 0.55890 0.04117 0.08720 0.04117
0.23740 1.77780 0.03971 0.65222 0.03971

Table 4.4: Average Interpolation Errors
QN M/M/1 M/M/m M/G/1 Poly

TPC 0.0946 0.5864 0.3120 0.2780 0.2949
AB 1.7508 2.3515 2.3141 1.0578 0.4948

Geocoding 0.1847 0.2154 0.2228 0.2417 0.0876
Weather 0.0430 0.2340 0.0939 0.1308 0.0846

Exp Spline NN GP QN3

TPC 1.1026 0.6655 0.0286 0.2167 0.0286
AB 1.9163 0.5784 0.2451 1.2404 0.2451

Geocoding 0.1168 0.0787 0.0513 0.0659 0.0513
Weather 0.3587 0.1107 0.0878 0.3199 0.0878

arrival rates and then select the data points, alternating between the training and the

validation data sets.

Note that since the first and the last data points are always selected for training data,

we are guaranteed that the arrival rates in the validation data are always within the range

of the rates in the training data.
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Figure 4.8: Interpolation
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In Figure 4.8, we illustrate the fitted regression curves (draw in blue) along with the

training data (using squares) and the validation data (using circles). In Table 4.3, we

report the errors of the TPC WS at different arrival rates, and in Table 4.4, we report

the average interpolation errors across all arrival rates for each of the 4 WSs - best

performing techniques are shown in bold. Detailed results for the other 3 WSs have

similar patterns to those reported in Table 4.3 and are thus omitted.

From Table 4.3, we observe that the M/M/1 and M/M/m models give higher interpo-

lation errors than the QN model in the TPC WS. This illustrates that the QN model is a

better description of the TPC WS than the M/M/1 and M/M/m models, because the TPC

WS was deployed on four physical servers, and hence the QN model, which assumes

a multi-queue system, describes the TPC WS more accurately than the single-queue

systems.

From Table 4.4, we observe that while applying the QN model tothe TPC, Geocod-

ing, and Weather WSs had lower interpolation errors, it had higher interpolation errors

than the M/G/1 model when it was applied to the AB WS. This is because (1) the AB WS

was deployed on a single machine, in which the M/G/1 model hadaccurately described

as a single-queue system; and (2) the QN model uses exponential service times, which

is unlikely the case in our performance testing. The M/G/1 model, on the other hand, is

able to more accurately capture the service time distribution, as it assumes a general ser-

vice time distribution. This illustrates that the M/G/1 model is more accurate if the WS

is a single-server WS. Since we do not know if a WS being testedis a single-server or

multi-server system, these results indicate that we shoulduse a combination of queueing

models, because none of the queueing models outperformed the others.

Now let us study the accuracy of using polynomials. We experiment with polyno-

mials of different degrees to fit the results of the 4 WSs, and present the results with

the lowest interpolation errors in Figure 4.8: an8th-degree polynomial for the TPC WS,
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a 12th-degree polynomial for the AB WS, a4th-degree polynomial for the Geocoding

WS, and a3rd-degree polynomial for the Weather WS. From Table 4.4, the interpolation

errors of using polynomials are similar to the queueing models, and outperform all four

queueing models in the Geocoding WS. We conclude that the useof polynomials gives

similar interpolation results as the queueing models.

While the exponential model gives good predictions when thearrival rate is high,

the predictions are lower than the measured response time when the arrival rate is low,

which results in high errors. This is more visible in the TPC WS (Figure 4.8(a)(vi)),

in which the model has underestimated the response time whenλE < 1.5. This is

because the exponential function increases at a different rate than the measured data. In

fitting the data, the regression algorithm “sacrifices” the accuracy of the response time

at low workload intensity. The reason is that if the regression algorithm fits the data at

low workload intensity, the rate that the response time goesup would be too low in the

exponential model, and hence causing large errors when the arrival rate is high. If the

regression algorithm fits the data at low arrival rates, the large errors at high workload

intensity offset the small errors at low workload intensity. Therefore, the regression

algorithm chooses to sacrifice the accuracy at low workload intensity. For this reason,

we concluded the exponential function is not a good functionto model WS response

time, as it underestimated the response time when the WS was lightly-loaded.

In our experiments, splines exhibited overfitting, which ischaracterized by decreases

in response times even when the arrival rates increase (e.g., in Figure 4.8(b)(vii)). This

undesirable property makes it not a good approach for interpolation.

In general, from Table 4.4, NN and GP had lower interpolationerrors than the queue-

ing models, and NN had lower errors than GP. For example, in the Geocoding WS, the

interpolation errors of NN and GP (0.0513 and 0.0659, respectively) were lower than

the most accurate queueing model (QN, whose error is 0.1847). However, we observed
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that the interpolation errors of GP were noticeably higher than those of the queueing

models in the TPC WS. This is because GP used a straight line toconnect data points

at high workload intensities, causing high interpolation errors whenλE = 2.1 in Fig-

ure 4.8(a)(ix). Despite the possibility of overestimationat high workload intensities, the

results have indicated that NN and GP are better approaches than using queueing mod-

els for interpolation. We consider accuracy in interpolation an advantage of standard

regression approaches over queueing models.

Note that the results ofQN3 were the same as NN in this experiment. This can be

explained as follows: since we supplied data at high workload intensities (i.e.,λE ≃

λ̂max
E ), little or no new data is generated in Step 2b. Hence, the data supplied to NN in

QN3 in Step 2c was the same as the data supplied to NN when it was to be used alone.

4.2.2 Extrapolation Errors

The next experiment studies how well the models predict response times beyond the

range of arrival rates used in performance testing. As in theresults presented in Chap-

ters 4.1.2 and 4.1.2, the training set consists of data points corresponding to arrival rates

in the lower 60%, and the evaluation set consisted of data points corresponding to arrival

rates in the upper 40%.

The results are depicted in Figure 4.9 and Table 4.5. As in theresults in Chap-

ter 4.1.2, the standard regression approaches predicted increases in response time at

much slower rates in many cases. For example, the standard regression approaches

predicted the response time staying flat, except in the Geocoding WS, in which poly-

nomial and spline correctly predicted the response time increasing (Figures 4.9(c)(v)

and 4.9(c)(vii)). This is because the response time had started to increase rapidly

whenλE = 2.3. Polynomial and spline even predicted the response time to go down

in the TPC, AB, and Weather WSs. This provides evidence that standard regression
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Table 4.5: Extrapolation Errors
λ̂ measured QN M/M/m QN3

TPC

1.70000 2.20000 0.04464 0.39427 0.02348
1.90000 2.94880 0.05449 1.67352 0.04137
2.10000 5.05620 0.98297 30.12275 0.98818
2.30000 21.17940 14.30680 - 14.29826

AB

13.50000 1.85298 2.66497 17.90088 3.87008
14.00000 4.46033 - - 58.95611
14.50000 10.85322 - - 676.94406
15.00000 26.64767 - - 2495.16183

Geocoding

2.85710 0.97300 0.14335 0.34484 0.08964
3.07690 1.17120 0.15661 0.48525 0.16062
3.63640 2.74360 0.39774 1.81043 0.41562
4.44440 6.72810 - 4.22958 277.91401

Weather

3.07690 0.60660 0.13125 0.10086 0.06777
3.63640 0.96270 0.03293 0.01556 0.14722
4.44440 1.68640 0.19728 1.23738 0.22925
5.00000 4.09690 1.55715 - 1.35149

approaches are not effective at extrapolating models in terms of handle inputs outside

of the range of their training data. As discussed earlier, this is a major shortcoming,

because it is often infeasible to do performance testing at high workload intensities, as

discussed in Chapter 4.1.1. However, in order for these approaches to accurately predict

response time at high workload intensities, they require data at high workload intensi-

ties, which can overload the system being tested.

The queueing models performed better than the standard regression approaches, as

they predicted the rapid increase in the response time, whenarrival rates were high. We

observed that while the M/M/1 and M/G/1 models correctly predicted the rapid increase

in response time, they were more pessimistic than the QN model. This is because they

assume a single-server, whereas WSs are typically not. Thus, the two single-server

models overestimated the utilization of the system, and hence gave pessimistic results.
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Figure 4.9: Extrapolation
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In addition, the M/G/1 model was unable to predict response time in the TPC WS at

high workload intensity (Figure 4.9(a)(iv)). Upon closer examination of the estimated

parameters, in this particular example, the regression algorithm estimated the service

rate to be very high (µ ≃ 4000), which was much larger than other queueing models

(e.g.,µ = 2.31 in the M/M/1 model). This indicates that the flexibility in the service

time distribution of the M/G/1 model may cause poor extrapolation results, and therefore

the M/G/1 model should be used along with other queueing models in extrapolation.

Qualitatively, the results of the M/M/m model were comparable to those of the QN

model: the results were similar in the AB WS, while the M/M/m model was more

optimistic in the Geocoding WS, and it was more pessimistic in the TPC and Weather

WSs. To compare the two models more closely, we tabulate the extrapolation errors

in Table 4.5. An “–” in the table indicates that the model predicts the system as being

unstable at that arrival rate. As we can see from the table, the QN model had lower

extrapolation errors than the M/M/m model in all WSs, exceptfor the Geocoding WS,

in which the QN model was more pessimistic, and considered the system as unstable

whenλE = 4.44. This indicates that the QN model is a better model than the M/M/1,

M/G/1, and M/M/m models.

The extrapolation results ofQN3 were comparable to the results of QN, as we used

QN for extrapolation. These results indicate thatQN3 has lower extrapolation errors

than NN (which is unable to extrapolate), and that the extrapolation results ofQN3 are

comparable to those of using QN alone.

Summary: Combining our results in Tables 4.4 and 4.5, we observe thatQN3 can per-

form well at both, interpolation and extrapolation tasks and is better than using standard

regression approaches or queueing models alone.
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4.3 Conclusion

It has become more common to integrate third-party softwarecomponents for creation

of new systems; hence it is important to understand performance characteristics of third-

party components. To reduce the cost of performance testing, we estimate the perfor-

mance of third-party components during high workloads using data collected at low

workloads, and apply our approach to performance estimation of WSs. Our hybrid

approach combines the low interpolation errors of standardregression analysis with the

low extrapolation errors of queueing models for response time prediction. Our valida-

tion results indicate that the hybrid technique is accurate, as compared to using standard

regression approaches or queueing models alone. Thus, we believe that our technique

can be used to improve system that involve third-party components. For instance, our

approach can be utilized by service selection techniques [16, 48]. In this context, a

WS can be composed dynamically, where performance characteristics can be part of the

selection criteria. Our approach can support such techniques by providing performance

estimation information for a given WS, i.e., so that such approaches can make more

informed decisions.
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Chapter 5

Parameter Estimation in Quality

Analysis of Software Components

As we discussed in Chapters 1 and 2, a major obstacle in design-time software quality

analysis techniques is that it is difficult to reliably determine a software system’s opera-

tional profile, because the implementation is not available. Existing approaches simply

assume the operational profile, which describes the system’s or component’s usage, is

available, and have not adequately addressed this problem.

In this chapter, we focus on operational profile estimation in component reliabil-

ity prediction. Estimating the operational profile for performance prediction requires

integrating information about the performance of underlying firmware (e.g., operation

systems, middleware, and hardware) into the analysis, which is part of our future work

(see Chapter 6.2.1).

In Chapter 5.1, we describe a component-level reliability prediction framework [19],

and highlight the parameters it requires. In Chapter 5.2, wedescribe sources of infor-

mation that are available during the design stage, and describe how they can be used

in generating operational profiles. Finally, in Chapter 5.3, we compare our results with

results obtained from an implementation, which are used as “ground truth”. While we

focus on operational profile estimation at the component level, we believe what we pro-

pose in this chapter also applies at the system level.
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Figure 5.1: Dynamic Behavior Model of theController Component

5.1 Component Reliability Prediction Framework

Before we describe our operational profile modeling process, we first describe a com-

ponent that we use as a running example throughout this chapter. The example that

we use in this chapter is that of theController component of the SCRover (depicted in

Figure 5.1), a third-party robotic testbed based on NASA JPL’s Mission Data System

framework [15]. This testbed contains requirements and architectural documentation

as well as a simulated robotic platform. SCRover is the implemented prototype of a

robot that is capable of performing different missions suchas wall-following, turning at

a given angle, moving a fixed distance in a given direction, and identifying and avoiding

obstacles. Here, we focus on the behavior of the robot in a wall-following mission: it

should maintain a certain distance from the wall; if it movestoo far from or too close to

the wall, or encounters an obstacle, it has to turn in an appropriate direction to correct

this. As soon as the state of the robot changes, it has to update a database with its new

state.

Here, we describe a component reliability prediction framework in [19] that we

apply our operational profile estimation approach to. For ease of exposition, we present

this framework as a three-phase process depicted in Figure 5.2.
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Figure 5.2: Software Component Reliability Prediction Framework

In Phase 1, we determine an appropriate set of statesS of the component’s reliability

model by leveraging architectural models. In Phase 2, we determine the values of the

transition matrixP of the reliability model by leveraging information available at the

architectural level. Finally, in Phase 3, we compute component reliability by applying

standard techniques [70]. We briefly describe each step in the remainder of this section.

We focus on Phase 2 in this chapter. This involves estimatingan operational profile

of a component, which is represented by transition probabilities in the reliability model.

Details of Phase 2 is given in Chapter 5.2.

Phase 1: Determining States

In Phase 1 of the component reliability prediction framework, we determine the set

S by leveraging architectural models and performing standard architectural analyses

[47]. There are two types of states in the setS that need to be determined: states

corresponding to component’s normal behavior,B, and to faulty behavior,F .

We leverage a component’s dynamic behavior model [61] in order to determine

behavioral states (setB) of our model. A dynamic behavior model of a software compo-

nent is often depicted by a state transition diagram that shows the internal states of the

component, the transitions between them, and the event/action pairs that govern these

transitions (e.g., as in UML’s statechart diagrams). The dynamic behavior model of the

Controller component is illustrated in Figure 5.1 and consists of six states: Idle (B1),
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Estimating Sensor Data(B2), Turning Left(B3), Turning Right(B4), Going Straight

(B5), andUpdating Database(B6). We map the states of the dynamic behavior model

directly to the behavioral states of the Markov chain reliability model (Figure 5.3).

To determine the failure states (setF ) we analyze the architectural models of a com-

ponent. The multi-view approach to modeling a component described in [61] allows for

the detection of architectural inconsistencies. Standardtechniques for architectural anal-

ysis [47] can be adopted to this end. The results of architectural analyses can be lever-

aged to represent defects, which contribute to the unreliability of the component. Once

we have identified the defects, we designate a failure state for each class of defect. For

example, we identified two defects in theControllercomponent in Figure 5.1: Defectd1

affects theEstimating Sensor Datastate, and Defectd2 affects theTurning Leftstate. We

model the two defects as different classes, and designate two failure statesF = {F1, F2}

to correspond to the Defectsd1 andd2 respectively.

Phase 2: Determining Transitions

Values of the transition matrixP are determined in this phase using various sources

of available information. Given the states, determinationof transition probabilities
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between these states remains a challenge. A critical difficulty here is the lack of informa-

tion about the operational profile and failure information of the component. We address

this problem by (a) identifying and classifying the utilityof information sources avail-

able during architectural design and (b) combining the use of such sources with a hidden

Markov model (HMM)-based approach that was proposed in [60]. The description of

information sources typically available at the architecture level and the details of deter-

mining transition probabilities are described in Chapter 5.2.

Phase 3: Computing Reliability

Once the states and the transition probabilities of the Markov chain reliability model are

determined, in Phase 3 of the component reliability prediction framework, the model is

solved to compute a reliability prediction.

Let π(i)(t) be the probability that a component is in statei at time t, wherei ∈

B
⋃

F . As t goes to infinity (i.e., as the component operates for a long time), these

probabilities converge to a stationary distribution [69],

~π = [π(F1), . . . , π(FM), π(B1), . . . , π(BN)] (5.1)

which is uniquely determined by the following equations [69]: 1

∑

i∈S π(i) = 1

~π = ~πP
(5.2)

This system of linear equations can be solved using standardnumerical techniques

[70]. The component’s reliability can then be defined as the probability of not being in

a failure state:

1It is not difficult to show that for our reliability model thislimiting distribution exists and is a station-
ary one [69].
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R = 1 −
M

∑

i=1

π(Fi) (5.3)

As an illustrative example, let the transition matrixP , estimated using the approach

to be described in Chapter 5.2, is as follows:
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



















(5.4)

After solving Equation (5.2), we have

~π = [π(F1), π(F2), π(S1), π(S2), π(S3), π(S4), π(S5), π(S6)]

= [0.0765, 0.0012, 0.0220, 0.3061, 0.0233, 0.0029, 0.2840, 0.2840]

Thus, the reliability of theController component is

R = 1 − (0.0765 + 0.0012) = 0.9223

5.2 Operational Profile Modeling

Estimating the transitions in the reliability model involves estimating an operational

profile of a component. The transitions in our reliability model, corresponding to the

elements of the transition probability matrixP , can be viewed as being of three different

types: (1) behavioral; (2) failure; and (3) recovery. Behavioral transitions are between
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two behavioral states; failure transitions are from a behavioral state to a failure state;

and recovery transitions are from a failure state to a behavioral state. The process of

determining the probabilities of each transition may be different and depends on the

information available to the architect.

We identify the following information sources that may be available at the architec-

tural level.

• Domain Knowledge. Information about a component may be obtained from a

domain expert. The main difficulty is that such an expert may not be available.

Even when an expert is available, this information source isinherently subjec-

tive and the information may be inaccurate, either due to thecomplexity of the

component or to unexpected operational profiles of that component.

For example, consider estimating the outgoing transition of theEstimating Sensor

Datastate in theControllercomponent in Figure 5.3. To determine the transitions

to Turning Left, Turning Right, andGoing Straightstates, we can ask the expert

to estimate the probability that a robot turns. If the expertpredicts the robot to be

going straight most of the time, we can estimate the transition probability from

Estimating Sensor Datato Going Straightto be larger than the transition proba-

bility going to theTurning LeftandTurning Rightstates.

• Requirements Document. The requirements for a given component, or the over-

all system, will frequently contain the typical use cases for that component. Fur-

thermore, the requirements may be explicit in terms of how a component is to

respond to exceptional circumstances such as failures. This information can be

leveraged to estimate at least a subset of the above transition probabilities.
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For example, in SCRover’s requirements document [4], one ofthe requirements

states the acceptable time to reboot SCRover in case of a software crash. This

information can be used in estimating the recovery probabilities.

• Simulation. Simulation of a component’s architectural models [31] hasthe poten-

tial of handling components with complex state spaces because the process can be

automated. However, simulation techniques still require information related to a

component’s operational profile, which would have to come from other sources.

For example, relying on the domain expert on estimating the parameters of a com-

plex components may be error-prone, because of the complexity of the compo-

nent. The domain expert, on the other hand, may be able to suggest possible

operational profiles at a higher-level, in which each higher-level event may cor-

respond to multiple transitions in the component’s simulation model. We explore

this technique in our evaluation in Chapter 5.3.1.

• Functionally Similar Component. If a functionally similar component exists,

we can use its runtime behavior to estimate the operational profile of the compo-

nent under consideration. It is also possible to combine information from multiple

functionally similar components. For example, if we are building a word process-

ing component with drawing capabilities, we can leverage runtime information of

an existing word processor to explore the behavior corresponding to word pro-

cessing functionality, and the runtime information of an existing drawing tool to

explore the behavior corresponding to drawing functionality.

We note that several of the above information sources may be available simultane-

ously. A strength of our approach is that we can use them in a complementary manner

in order to mitigate their individual disadvantages.
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Determining Behavioral Transition Probabilities. Let us defineqij to be the proba-

bility of going from behavioral stateBi to stateBj. The central question here is how

to determine the numerical value ofqij . We address this in the context of information

sources described above and use theController component for illustration. Since in the

Controller component the transitions out of stateB2 are the more interesting ones, we

will use them in our examples.

If domain knowledge is available, we can focus on the subset of possible operational

profiles corresponding to the provided domain knowledge. For instance, the expert may

suggest that in theController example the robot moves straight most of the time. Then,

we can eliminate the operational profiles corresponding to high probabilities of turning

left and right.

When simulation data of a component’s architectural modelsor from a functionally

similar component is available, we can use it to obtain the behavioral transition probabil-

ities. While a standard Markov-based approach would assumethat there is a one-to-one

correspondence between observed events in the simulation (or execution logs) and tran-

sitions in the model, such correspondence may not exist. This is especially true in the

case of a functionally similar component. For example, in the Controller component

from Figure 5.1, when we observe theTurn event, we cannot tell whether a transition

occurred to theTurning Left, Turning Rightor Going Straightstates from theEstimating

Sensor Datastate.

Our work in [60] suggests that in such a case we can use hidden Markov models

(HMMs) [55] to obtain behavioral transition probabilities. An HMM is defined by a

set of statesS = {S1, S2, . . . , SN}, a transition matrixA = {aij} representing the

probabilities of transitions between states, a set of observationsO = {O1, O2, . . . , OM},

and an observation probability matrixE = {eik}, which represents the probability of

observing eventOk in stateSi. The setS of the HMM comes from Phase 1. The
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event/action pairs of the dynamic behavior model become observations of the HMM

(setO).

Once we have determined the set of statesS and observationsO of the HMM, we

can apply the Baum-Welch algorithm [55] to estimate the transition probabilities. The

inputs to the algorithm are (1) a starting point, corresponding to initializing the Matrices

A andE, and (2) training data for parameter estimation. The MatricesA andE can

be initialized with random values [55] or they may be initialized more intelligently, by

utilizing architectural models. Since the Baum-Welch algorithm is a local optimization

technique, the starting point (given by the MatricesA andE) can affect the accuracy of

the output. Therefore, to obtain an accurate operational profile, it is important to start at a

“good” starting point. We observe that, typically, it is unlikely that all event/action pairs

can happen in all states. Thus, it is possible to determine which entries in the MatrixE

are zero (i.e.,eik = 0 when eventk cannot happen in stateSi), and fill in random values

for other possible event/action pairs. The information on possible event/action pairs at

the states is available from the component’s architecturalmodels. For example, in the

Controllercomponent in Figure 5.1, theStartevent is not possible when the component

is in stateTurning Left. Therefore, we can set the corresponding entry in the MatrixE

to 0.

Training data for HMMs is obtained by collecting measurements using an already

built system in an existing operational environment. However, since we are doing this at

the architectural level, we needed to find a novel approach togenerate training data.

To this end, we utilized the available information sources:a combination of expert

advice, system requirements, simulation traces (when simulation of architectural models

is available), or execution traces (when a functionally similar component is available).

Given an initial HMM constructed as described above, the Baum-Welch algorithm con-

verges on a Markov model that has a high probability of generating the given training
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data. The underlying Markov model of the HMM, with transition matrixA∗, obtained

after running the Baum-Welch algorithm represents the behavioral transition probabili-

ties for the component, i.e.,qij = a∗
ij for all i andj.

We note here that the training data does not include any failure or recovery behavior.

This assumption enables us to focus on behavioral transition probabilities. We will

incorporate failure and recovery behavior next, based on the defect classification we

performed in Phase 1.

Determining Failure and Recovery Probabilities. We definefij to be the probability

that a defect of classj occurs while the component is in stateBi. In other words, in the

reliability model,fij is the probability of going from a behavioral stateBi to a failure

stateFj. Furthermore, we definerkl to be the probability that the component enters

stateBl after recovery from a defect of classk. 2 For a given pair of behavioral and

failure states,Bi andFj , we can determine whetherfij is non-zero:fij > 0 if Defect

dj may occur in stateBi. This would be determined as part of the architectural analysis

process, as described in Phase 1. Also, for each defect classDk, we can determine (e.g.,

from a requirements document or domain expert) what is a reasonable set of states in

which the component can re-start after recovery from failure. In other words, for each

behavioral stateBl, we can determine whetherrkl is non-zero:rkl > 0 if the component

restarts in StateBl after recovery from a failure caused by Defectdk. In theController

component from Figure 5.3 defects of classesD1 andD2 can occur in statesB2 andB3,

respectively. Thus, we add transitions (with non-zero probabilities) fromB2 to F1, and

from B3 to F2. In this example, recovery from any failure returns the component back

2We have assumed that a component will recover from a failure due to one defect before experiencing
a failure due to another defect. This assumption may not be reasonable in the case of multi-threaded com-
ponents. We treat such complex components as systems and apply our system-level reliability prediction
technique in Chapter 3 on them.
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to stateB1. The self-transitions atF1, andF2 represent the component being in a failure

state until recovery is complete.

Knowing which failure (fij) and recovery (rkl) transition probabilities are non-zero

is not sufficient. To complete the reliability model, we needto assign specific val-

ues to these probabilities. Estimating such failure-related information is challenging,

because software engineers most often design components for correct behavior, infor-

mation related to failure are limited. One approach is to explore the design space, i.e.,

to vary the failure and recovery probabilities and observe the resulting effects on the

component’s reliability prediction. We demonstrate this approach in Chapter 5.3. This

allows us to explore how sensitive the component’s reliability is to each of the defect

classes and to the recovery process from each defect class.

We could take advantage of the available information sources to reduce the design

search space once again. For instance, a domain expert couldhelp the reliability modeler

determine how difficult it is to recover from a failure due to defect classDk. In turn, this

would indicate the values ranges forrkl the reliability modeler should consider.

5.3 Evaluation of Operational Profile Estimation

In this section, we validate and support several claims we have made throughout this

chapter. This includes (a) showing the effectiveness of ourapproach when differ-

ent sources of information are available, and (b) showing the predictive power and

resiliency to changes in parameters identified in Chapter 5.2. Since our approach is

intended to be used at design-time, a direct comparison of reliability numbers predicted
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by the approach and those measured at runtime would not be meaningful.3 Design-

time approaches are intended for relative comparisons between possible fault mitiga-

tion choices rather than (literally) accurate reliabilitypredictions. Hence, a more useful

measure here is one that in some manner reflects a confidence inthe prediction and

sensitivity to changes in the component and reliability model-related parameters.

In our evaluation, we first compare the sensitivity of our results to the different infor-

mation sources (recall Chapter 5.2). Next, we show how the estimates of operational

profiles affect the predicted component reliability values. Finally, we study sensitivity

of the results obtained using component models of differentgranularities.

We have evaluated our approach in the context of a large number of components

whose architectural models we were able to obtain or developfrom scratch. Examples

include components from

• a cruise control system [60];

• the SCRover robotic testbed [15], developed by a separate research group at USC

in collaboration with NASA’s JPL;

• MIDAS [45], a large, embedded system developed as part of a separate collabo-

ration between USC and Bosch;

• DeSi [44], an architectural design and analysis tool developed as part of a separate

research project at USC; and

• a large library of systems developed in USC’s undergraduatesoftware engineering

project course over the past decade [9].

3For example, at implementation time, it may be appropriate to evaluate a system’s reliability using
the five 9’s standard. However, this is not typically meaningful at design time.
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In order to observe the trends in our approach’s reliabilitypredictions on sufficiently

large numbers of components with controlled variations, aspart of our evaluation we

have also synthesized many state-based models for “dummy” components, and per-

formed evaluations on those models.

Our approach has consistently yielded qualitatively similar results for all of the

above cases. To illustrate these results and highlight the approach’s key properties, par-

ticularly its sensitivity, we will use SCRover’sController component in Chapter 5.3.1,

as well as a component from the DeSi environment [44] in Chapter 5.3.2. Results from

a number of other components we have evaluated are qualitatively similar, and they are

available in [2].

5.3.1 Evaluation of SCRover’s Controller

In this section, we present sensitivity analysis of theControllercomponent we used as an

example throughout this chapter. We study the sensitivity of our results to (a) different

information sources identified in Chapter 5.2, (b) changes to operational profile, and

(c) models of different granularities. To validate our results, we constructed a detailed

behavioral (control-flow) model of theController from a prototype implementation of

the component that had existed previously. This implementation-level model is based

on a directed graph that represents the component control structure. We then built a

Markov model by leveraging this graph, where a node in the graph translates to a state

in the Markov model. This is analogously to what existing approaches have done at the

system level (e.g., [20, 35]). Based on the available component maintenance records, we

injected defects into the code to simulate failure behavior. We should note that we were

not interested in implementation-level faults in this model (e.g., an implementation-

level defect that may cause a division by zero error), but only in architectural defects.

To ensure a fair comparison with our architectural-level model, we assume there is no
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implementation-level defects, as these defects are not modeled at the architectural level.

We then introduced failure states and transitions in the control structure to represent

erroneous behavior corresponding to the injected defects.The results obtained from this

model were used as “ground truth” in a large number of experiments.

As described in Chapter 5.2, our approach allows for multiple failure classes. How-

ever, for clarity of exposition of results, in what follows,experiments are performed

using one active class of defect at a time. In the presented experiments, this is done

by setting probabilities of failures associated with the remaining defect classes to zero.

That is, these experiments use only single failure state models, where the failure state

corresponds to the class of defect being studied. We have also performed similar experi-

ments where failure probabilities associated with defect classes other than the one under

consideration are held constant at non-zero values — these correspond to multiple fail-

ure state models. The results of those experiments showed qualitatively similar trends

to the results presented below and are available in [2].

Sensitivity to Information Sources

We study the sensitivity of our approach to different information sources. The following

sources of component usage information were considered in this evaluation. Here, we

present the parameter values we used in generating Figure 5.4. We have performed

similar analyses with different inputs, and we obtained qualitatively similar results.

• Case (1) - Domain Expert - We were given the architectural models, and focus on

operational profiles that the expert suggests.

• Case (2) - Simulation - We were provided with SCRover’s requirements, based

on which we specified a sequence of high-level events to simulate the dynamic

behavior model ofController shown in Figure 5.1. We obtained training data by
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Figure 5.4: Analysis of sensitivity to information sourcesof SCRover’sController

leveraging the simulation trace and applied our HMM-based approach to obtain

behavioral transition probabilities (recall Chapter 5.2).

• Case (3) - Functionally similar component - As a functionally similar component

we selected a robot that walks from one point to another, and avoids obstacles

along the way. We then used an operational profile of this component in our reli-

ability prediction of theController component using our HMM-based approach

described in Chapter 5.2.

In one set of experiments, we were interested in the sensitivity of the component reli-

ability when the probabilities of recovering from defects change. To this end, we fixed

the failure probability, and varied recovery probabilities from 0.2 to 1.0 in 0.2 incre-

ments. We repeated the experiments for different failure probabilities. In Figure 5.4(a)

we introduced Defectd1, affecting the reliability of theEstimating Sensor Datastate,
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and in Figure 5.4(b) we introduced a Defectd2, affecting the reliability of theTurning

Left state.

Not surprisingly, we observe that the trends conform to our expectations in all three

cases: as recovery probability increases, the reliabilityof the component increases since

the time taken to recover from a failure becomes shorter. Moreover, as failure probability

increases, component reliability decreases.

We note that in Figure 5.4(b) (Defectd2), the slope of the curves in Case (1), where

we have domain knowledge, is different from other cases. Thereason is that our expert

incorrectly predicted the robot to be walking mostly straight: in the prototype the robot

walked at an angle most of the time, such that occasionally itwas too far from, or too

close to, the wall, and had to turn. As a result, the robot spends less time in theTurning

Left state of the model generated based on our expert’ predictions for Case (1) than it

does in theTurning Leftstate of the actual system. Hence, Defectd2 had less impact on

the component’s reliability.

Sensitivity to Operational Profile

To evaluate our reliability approach’s sensitivity to changes in a component’s opera-

tional profile, one approach we have taken is to fix the transition probabilities among

all states of the component’s reliability model (recall Figure 5.3), except for a specific

set. By varying those remaining transition probabilities,we can observe the model’s

response. In this experiment, we consider the ranges ofController’s reliability values

when the probability of going from stateEstimating Sensor Datato stateTurning Left

(recall Figure 5.1) varies between 0 and 0.85, and adjust theprobability of going to the

Going Straightstate accordingly. We fix the probability of going from stateEstimating

Sensor Datato stateTurning Rightand to stateIdle at 0.1 and 0.05, respectively. All

116



0.7 0.8 0.9 1

(ii)

(i)

(a) fp = 0.05,rp = 0.20

0.7 0.8 0.9 1

(ii)

(i)

(b) fp = 0.05,rp = 0.40

0.7 0.8 0.9 1

(ii)

(i)

(c) fp = 0.05,rp = 0.60

0.7 0.8 0.9 1

(ii)

(i)

(d) fp = 0.05,rp = 0.80

0.7 0.8 0.9 1

(ii)

(i)

(e) fp = 0.05,rp = 1.00

0.7 0.8 0.9 1

(ii)

(i)

(f) fp = 0.10,rp = 0.20

0.7 0.8 0.9 1

(ii)

(i)

(g) fp = 0.10,rp = 0.40

0.7 0.8 0.9 1

(ii)

(i)

(h) fp = 0.10,rp = 0.60

0.7 0.8 0.9 1

(ii)

(i)

(i) fp = 0.10,rp = 0.80

0.7 0.8 0.9 1

(ii)

(i)

(j) fp = 0.10,rp = 1.00

0.7 0.8 0.9 1

(ii)

(i)

(k) fp = 0.15,rp = 0.20

0.7 0.8 0.9 1

(ii)

(i)

(l) fp = 0.15,rp = 0.40

0.7 0.8 0.9 1

(ii)

(i)

(m) fp = 0.15,rp = 0.60

0.7 0.8 0.9 1

(ii)

(i)

(n) fp = 0.15,rp = 0.80

0.7 0.8 0.9 1

(ii)

(i)

(o) fp = 0.15,rp = 1.00

0.7 0.8 0.9 1

(ii)

(i)

(p) fp = 0.20,rp = 0.20

0.7 0.8 0.9 1

(ii)

(i)

(q) fp = 0.20,rp = 0.40

0.7 0.8 0.9 1

(ii)

(i)

(r) fp = 0.20,rp = 0.60

0.7 0.8 0.9 1

(ii)

(i)

(s) fp = 0.20,rp = 0.80

0.7 0.8 0.9 1

(ii)

(i)

(t) fp = 0.20,rp = 1.00

Figure 5.5: Analysis of sensitivity to operational profilesof SCRover’sController

other parameters in the operational profile are fixed. This corresponds to estimating the

probability that a robot turns left.

We reiterate that the same analysis was performed by varyingtransition probabilities

between other states, and yielded qualitatively similar results. We varied the failure and

recovery probabilities (as in Chapter 5.3.2), and obtaineda reliability range for each

failure-recovery probability pair. We did this for the two defects we introduced earlier.

Figure 5.5 depicts our results. Each graph in this figure represents a case with a given

failure (fp) and recovery (rp) probability. In each graph, the horizontal bars represent

the range of reliability values obtained by varying the probability of going from state

Estimating Sensor Datato stateTurning Leftbetween 0 to 0.85. The bars labeled (i),

and (ii) represent the Defectsd1 andd2, respectively. We observe that the reliability

ranges are larger when failure probabilities increase and/or recovery probabilities are

lower. This corresponds to the graphs concentrated toward the left and bottom portions
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of Figure 5.5. This means that, when failures occur more frequently and/or are harder

to recover from, the component’s reliability is more sensitive to the specifics of the

operational profile.

Another observation is thatController’s reliability was more sensitive to Defectd2.

This is becaused2 directly affect the two states on which we focused in this particular

scenario. More generally, by varying operational profiles,we can identify which defects

most prominently affect the resulting reliability values across these operational profiles.

If a defect is shown to increase the model’s sensitivity to multiple operational profiles,

software designers may want to focus their attention particularly on eliminating that

defect in order to achieve the greatest improvement in the component’s reliability.

Sensitivity to Model Granularity

Software architectural models may vary widely in terms of the amount of detail they

contain. Different models are produced at different pointsduring the system’s devel-

opment, and may be intended for different stakeholders. On the average, it is possible

to produce high-level models earlier than detailed ones during a system’s development;

it is also easier to discover and mitigate any design flaws in them. On the other hand,

a high-level model may not be representative of a system’s orcomponent’s complexity

and, as we elaborate below, it may obscure defects that can easily creep in during design

refinement and implementation.

In our case, the objective is to assess the impact that the amount of detail in a compo-

nent’s architecture-level model has on the component’s reliability calculated using our

approach. To this end, we have performed sensitivity analyses on component models of

varying granularity levels.

Figure 5.7 shows the results of such analysis using Defectd1 for Case (1) discussed

in Chapter 5.3.1. We obtained qualitatively similar results when we introduce Defectd2,
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Figure 5.6: Dynamic behavior models of theController component at two different
levels of granularity.

or use different information sources. The six-state model is the example we have used

throughout this paper (depicted in Figure 5.1). The three-state and twelve-state models

are depicted in Figures 5.6(a) and 5.6(b), respectively. Note that the transition labels are

omitted from Figure 5.6(b) for clarity.

We observe that in both cases, when recovery probability is fixed and failure prob-

ability increases from 0.05 to 0.2, reliability values are most sensitive in the three-state

model. The other observation is that the three-state model is more sensitive than the

six-state model to recovery probability, while the twelve-state model is least sensitive.

This trend can be explained as follows. Failures corresponding to Defectd1 only

occur in theTurning Leftstate in the twelve-state model. On the other hand, the time
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Figure 5.7: Analysis of sensitivity to models of different granularities of SCRover’s
Controller

spent in theTurning Leftstate in the six-state model also includes the time spent in the

Select Turn Parametersstate in the twelve-state model. As a result, the robot spends

more time in theTurning Leftstate in the six-state model than in the twelve-state model,

hence the sensitivity is higher in the six-state model. Analogously, since the time spent

in theTurningstate in the three-state models includes the time spent inEstimating Sen-

sor Data and Updating Databasestates in the six-state model, the sensitivity of the

three-state model is higher than that of the six-state model.

Note that in our experiments a model with fewer states gives more pessimistic

results. We argue that, in general, it is (a) desirable for a approach such as ours to

provide more conservative reliability predictions given less information and (b) neces-

sary to do so consistently. This will both sensitize engineers to the potential problems

the system may eventually exhibit and provide confidence in the approach’s predictive

power.

5.3.2 Evaluation of DeSi

The SCRover’sControllercomponent may be too small as a representative of real-world

software components. Therefore, in order to study our approach more comprehensively,
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Figure 5.8: Architectural models of theDeSiControllercomponent at different levels of
detail

we also perform sensitivity analysis on DeSi. DeSi is an environment that supports

specification, manipulation, and visualization of deployment architectures for large dis-

tributed systems. It consists of three major subsystems: a reactiveDeSiModelsubsystem

that stores information about the current deployment; aDeSiViewsubsystem that visu-

alizes information in theDeSiModelsubsystem; and aDeSiControllersubsystem that

generates deployment plans based on constraints set by the user, allows users to fine-

tune parameters of a generated deployment, and invokes redeployment algorithms [44]

that update theDeSiModel. To demonstrate our approach’s ability to handle components

of large scale and complexity, we treat each subsystem as a single component.
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Table 5.1: Defects injected inDeSiController

Defect Description Affected State
d1 Mismatched signatures Waiting for command
d2 Missing model validation rules in design doc-

ument
Validating model

d3 Mismatch between the dynamic behavior
model and interaction protocol

Finished mapping

d4 Static behavior pre-/post-condition mismatch
with event guards in dynamic behavior model

Starting blank model

DeSi served as a particularly useful evaluation platform because it was designed and

implemented from an architecture-centric perspective: itcontained clearly identifiable

components, which composed hierarchically into higher-order components (i.e., DeSi

subsystems), and was accompanied by existing architectural models. For consistency,

we show the evaluation results of applying our approach to the DeSiControllercompo-

nent only. A slightly abridged dynamic behavior model ofDeSiControlleris depicted

in Figure 5.8(a). To evaluate our approach in a controlled manner, we injected architec-

tural defects into DeSi. Table 5.1 summarizes the subset of defects used in the results

presented in the remainder of this chapter.

As in the evaluation of SCRover’sController, to validate our results, we built sepa-

rately a reliability model from the existing implementation of theDeSiControllercom-

ponent, analogous to what we have done in Chapter 5.3.1. Again, we used the results

obtained from this implementation-based model as the “ground truth” in our evaluations.

Sensitivity to Information Sources

As in the evaluation using SCRover’sController component in Chapter 5.3.1, we per-

formed sensitivity analysis on models built using different information sources. We

fixed the failure probabilities, and varied recovery probabilities from 0.1 to 1.0, at 0.1
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intervals. We repeated this for different failure probabilities (from 0.05 to 0.2, at 0.05

intervals). The following information sources were considered in these experiments.

• Case (1) - Domain Expert - We relied on the information provided by DeSi’s

primary developer, and explored only the operational profiles suggested by him.

• Case (2) - Simulation - We were provided with DeSi’s requirements [44], based

on which we specified a sequence of high-level events to simulate the dynamic

behavior model ofDeSiControllershown in Figure 5.8(a). We obtained training

data by leveraging the simulation trace and applied our HMM-based approach to

obtain behavioral transition probabilities (recall Chapter 5.2).

• Case (3) - Functionally similar component - We obtained training data from an

older version of DeSi that was missing certain functionality. We again applied our

HMM-based approach to obtain behavioral transition probabilities.

Our results are presented in Figure 5.9, where we plot component reliability as a

function of recovery probability corresponding to the defect class under consideration.

Each curve in the figure corresponds to a different failure probability, p, again, corre-

sponding to the defect class under consideration. Specifically, we activate defectd1

from Table 5.1 in Figure 5.9(a), defectd2 in Figure 5.9(b), defectd3 in Figure 5.9(c),

and defectd4 in Figure 5.9(d). As in the case of SCRover’sController, we observe that

the trends conform to our expectations in all four cases for all defects.

Although the general trends across the experiments are similar, Figure 5.9 yields

some interesting observations. First, the sensitivity of the Case (1) results, and their

accuracy as compared to the implementation-level model results, varies depending on

the defect being studied. We have observed this situation ina number of other examples.

As in the results in Chapter 5.3.1, this indicates that information provided by an expert
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Figure 5.9: Analysis of sensitivity to information sourcesof DeSiController
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may be inaccurate, or that in practice the component may not behave as expected. Rely-

ing on expert opinion alone in estimating architecture-level reliability, as most existing

approaches appear to do, can therefore be error-prone.

Another observation is that in Figure 5.9(b), reliabilities in Case (3) are very high.

This is because the older, functionally similar version of DeSi does not have the func-

tionality that generates a deployment automatically basedon user constraints. As a

result, defectd2 could never happen in this older version ofDeSiController. Similarly,

in Figure 5.9(d), Case (3) exhibits different sensitivity than results obtained using other

information sources. This is because users rely more on creating deployments manually

in DeSi’s older version, hence defectd4 occurs more often in the older version, ulti-

mately resulting in lower reliability values. This illustrates the fact that a functionally

similar component is only useful in predicting reliabilityfor the functionality that is

available and used in a comparable fashion in both components. Information from other

sources will be required to predict the effect of newly addedfunctionality on certain

defect classes.

We also note that in the experiments of Figure 5.9, the implementation-level model

exhibits higher reliability than the other cases. This occurs because the implementation-

level model is finer-grained than the architectural models.As we have shown in Chapter

5.3.1, coarser-grained models give more conservative results in our approach.

In summary, the results shown above corroborate our assertion that in order to pro-

vide a meaningful evaluation of a component’s reliability,having information from mul-

tiple sources is desirable: information from certain sources may be unavailable (e.g.,

functionally similar component) or inaccurate (e.g., expert opinion).
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Figure 5.10: Analysis of sensitivity to operational profiles ofDeSiController

Sensitivity to Operational Profile

We study the effect of changes in operational profiles to component reliability, similar

to what we did in evaluating our approach using SCRover’sController. We consider the

ranges ofDeSiController’s reliability values when the probability of going from state

Finished mappingto stateWaiting for command(recall Figure 5.8(a)) varies between 0

and 1, while all other parameters in the operational profile are fixed. This corresponds to

estimating the average number of iterations ofDeSiController’s deployment calculation

algorithm.

Figure 5.10 depicts our results. In each graph, the horizontal bars represent the

range of reliability values obtained by varying the probability of going from stateFin-

ished mappingto stateWaiting for commandbetween 0 to 1. The bars labeled (i), (ii),

(iii), and (iv) represent the defectsd1, d2, d3, andd4, respectively. We observe that the
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Figure 5.11: Analysis of sensitivity to models of differentgranularities ofDeSiCon-
troller

reliability ranges are larger when failure probabilities increase and/or recovery probabil-

ities are lower. This observation agrees with what we observed in SCRover’sController.

Another observation is thatDeSiController’s reliability was most sensitive to defectsd1

andd3. This is becaused1 andd3 directly affect the two states on which we focused in

this particular scenario.

Sensitivity to Model Granularity

Figure 5.11 shows the results of calculating the reliability of theDeSiControllercompo-

nent based on its models at the three levels of granularity from Figure 5.8, with injected

defectd3 from Table 5.1 and its operational profile estimated by the DeSi expert. Again,

we plot reliability as a function of recovery probability fromd3-related failures, and the

different curves correspond to failure probabilities due to d3. Performing this analysis

using other information sources (functionally similar component and simulation) and

other defects consistently yielded qualitatively similarresults.

The detailed model ofDeSiControllerfrom Figure 5.8(a) is the one we have used in

all of our measurements discussed in the preceding sections. Two higher-level models
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of the same component, developed with the help of DeSi’s designers, are depicted in

Figures 5.8(b) and 5.8(c).

We observe that, when recovery probability is fixed while failure probability

increases from 0.05 to 0.2, reliability values are most sensitive in the highest-level

model (corresponding to Figure 5.8(c)). Another observation is that the model from Fig-

ure 5.8(c) is more sensitive to recovery probability than the model from Figure 5.8(b),

while the most detailed model (Figure 5.8(a)) is least sensitive. This agrees with the

results obtained from SCRover’sController.

In this more complex component, we observe that it is easier to narrow down the

exact sources of defects using a detailed model. For example, defects associated with the

middleware adaptor inDeSiController(theProcessing middleware commandstate in the

11-state model of Figure 5.8(b)) may have been overlooked inthe 5-state model. This

is because the processing of all user-level commands in the 5-state model is described

in a single state —Processing command.

5.4 Conclusions

Meaningful architecture-level reliability prediction iscritical to the cost-effective devel-

opment of complex software systems. However, early effortsin this area have assumed

some degree of knowledge of operational profiles. We have argued that these assump-

tions are not reasonable, and have presented a way to estimate operational profiles from

different information sources.

We approached the challenges associated with the lack of information about a sys-

tem and its components early in development by exploring thesources of information

available at design time. Our evaluation and validation experiments indicate that, use
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of our approach in determining operational profiles, results in accurate sensitivity in

reliability estimates, where implementations are used as ground truth.
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Chapter 6

Conclusions and Future Work

As our reliance on software systems grows, it has become moreimportant to perform

quality analysis early. This is because if problems are discovered after the system

has been implemented, it is prohibitively expensive to mitigate the problems. In this

dissertation, we have focused on addressing the following shortcomings of existing

approaches in early software quality analysis: (1) the highcost of existing design-level

reliability estimation approaches, especially when applied to modeling concurrent sys-

tems; (2) the high cost of testing-based approaches for performance analysis of third-

party components, especially when testing at high workload; and (3) the unreasonable

assumption on the availability of the system’s and its components’ operational profiles,

which are typically gathered during runtime.

In this chapter, we summarize our contributions in Chapter 6.1, and highlight a few

future work directions in Chapter 6.2.

6.1 Summary and Contributions

In Chapter 3 we proposed SHARP, an architecture-level, hierarchical framework that is

capable of modelingconcurrentsystems in ascalablemanner, without sacrificing the

level of details we can model about the system. In SHARP, to generate a system model,

first we generate models of the basic scenarios by leveragingsystem use-case scenario

models. Then, we combine the models of the basic scenarios toform a higher-level

model, according to the relationships between the lower-level models. Thus, system
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reliability is the reliability of the highest-level scenario. This hierarchical approach is

motivated by the fact that submodels are small, and that solving a number of smaller

submodels is more computationally efficient than solving one huge model (as in “brute-

force” approaches). Through extensive experimentation wevalidated the complexity

and accuracy of this approach, which illustrates that the practical space and computa-

tional complexity benefits are achieved at the cost of small losses in accuracy as com-

pared to existing techniques.

In Chapter 4, we presented a queueing model-based frameworkthat accurately pre-

dicts response time of third-party WSs. Recall that performance testing is quite an

expensive process, as it requires sending a large amount of requests to the system being

tested, which may saturate its resource when testing at highworkload. The main idea

behind our approach is that we avoid testing at high workload, and instead use queueing

models to guide extrapolation, so as to overcome the poor extrapolation results using

standard regression analysis. We have shown that our approach is more accurate in

extrapolation, while maintaining the accuracy of interpolation, as compared to applying

standard regression analysis. Such information can be useful in WS selection (e.g., use

the WS that provides the best performance), capacity planning (e.g., estimate how much

traffic the system can handle), and traffic engineering (e.g., determine how much traffic

should be sent to WSs that provide the same service).

In Chapter 5, we have overcome the lack of operational profileinformation by uti-

lizing a variety of other available information sources. Wehave identified four major

sources of information during design (Chapter 5.2): (1) expert’s knowledge, (2) require-

ments document and system specifications, (3) functionallysimilar system/component,
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and (4) simulation of architectural models, and apply the HMM-based technique pro-

posed in [19] to estimate operational profiles from execution logs of a functionally sim-

ilar system/component, or simulation logs. While our discussion has focused on com-

ponent reliability analysis, we believe our approach is applicable to system-level reli-

ability analysis as well. We have applied our operational profile estimation technique

to the component reliability prediction process describedin [19] to validate its effec-

tiveness. We compared reliability estimates when the operational profile is estimated

from different sources of information, and the results are validated by comparisons to

an implementation-level technique, which is used as the “ground truth”. For instance,

our results indicate that expert knowledge alone, on which existing approaches often

appear to rely, may lead to inaccurate predictions. A rigorous evaluation process on a

large number of software components shows that our framework has a high degree of

predictive power and resiliency to changes in the identifiedparameters.

6.2 Future Work

This section highlights a few directions to further improvesoftware quality analysis.

6.2.1 Integrating Firmware Properties

In Chapter 5, while we have addressed the problem of estimating a component’s opera-

tional profile in reliability analysis, the problem of not knowing the failure information

remain unresolved. Estimating the failure information of asoftware component requires

understanding of the underlying platform, such as the operating system, middleware,

and hardware resources, which we collectively refer to as firmware. Existing software

reliability analysis techniques, including [19] that we used in Chapter 5, assume the

underlying firmware is reliable. Being able to determine thefailure information with
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more certainties allows us to focus on a smaller parameter space in studying a com-

ponent’s reliability (recall Chapter 5.2). At the same time, as discussed in Chapter 1,

estimating a component’s performance also requires knowledge about the firmware, as

the component’s performance is highly dependent on the performance of the firmware.

Thus, in order to accurately predict a component’s performance, it is important to model

the firmware.

However, integrating firmware properties into software quality analysis is a chal-

lenging problem. This is because of the complex interactions between software and the

underlying firmware. For example, how does one map an application-level operation

(e.g., storing sensor data in a database) to a sequence of hardware-level operations (e.g.,

executing a sequence of CPU, memory and disk operations)? Such a mapping is typi-

cally needed in modeling the firmware, but this is a complex process as it involves going

through multiple software and hardware layers.

Another challenging issue in integrating firmware properties is that firmware prop-

erties should be integrated in acomposablemanner, so that software designers need

not to generate the model from scratch when they evaluate thesame software on dif-

ferent firmware platforms. However, different firmware platforms may map the same

application-level operation differently, and are therefore not composable. Thus, it is

very expensive to study how the software system performs on different firmware plat-

forms.

6.2.2 Performability Analysis

We treated performance and reliability separately in this dissertation; yet, the dependen-

cies between software performance and reliability should not be ignored. This unified

analysis is referred to as performability analysis in [50].For example, a software system

may have performance requirements (e.g., a request has to becompleted inX seconds);
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failure to meet such a requirement may be considered as a failure. Estimating how often

this failure occurs involves estimating the system’s performance. Another example is

modeling systems that may run in a degraded mode: the system can provide its intended

functionalities even when part of the system has failed, butthe performance is degraded.

For example, when a disk drive in a disk array has crashed, thesoftware may still be

able to read data from the disk array, but the response time may be higher.

One challenge is that existing performance estimation techniques focus on mean

value-type analysis, while performability analysis typically requires knowing the dis-

tribution of performance metrics. For example, if a system is considered unreliable

when it takes more thanX to process a request, we need to know the distribution of the

response time while integrating this requirement into a performability model. However,

it is analytically difficult to obtain this information using existing performance analysis

techniques (such as mean value analysis in QNs [69]). One canuse simulation to gather

this information, but simulation is more expensive.

Another challenge is that a system’s performance is highly dependent on the

firmware it runs on, and thus we face a similar challenge as discussed above. Without

accurate performance estimates, performability analysiswould not be very meaningful.

6.2.3 Reliability Testing

As discussed in Chapter 1, there are few alternatives to reliability testing to evaluate

software reliability where the source code is unavailable.As in performance analysis,

analyzing the reliability of third-party components is important, because they contribute

to the reliability of the overall system. Hence, it is vital to understand the reliability of

third-party components before it has been integrated into the system.

The challenge is that reliability testing is prohibitivelyexpensive, because, on the

average, it requires sending a large amount of requests (in the order of 100,000 requests)
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to observe one error. The Seekda WS search engine [5] estimates the reliability of a

WS by monitoring the responsiveness of the WS server (e.g., if it responds toping).

While this can be used as a coarse estimate, the WS itself has never been evaluated.

For example, Seekda would report a WS as reliable even if the WS returns incorrect

results. The work in [80] proposes a way to estimate reliability of third-party WSs using

failure data of “similar” service users (e.g., users from the same ISP or making requests

to WSs in the same administrative region). We argue that thisapproach may be inac-

curate because different users may have different operational profiles and/or reliability

definitions (recall Chapters 3 and 5).
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