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Abstract
This paper presents novel QoS extensions to distributed control plane architectures for multimedia
delivery over large-scale, multi-operator Software Defined Networks (SDNs). We foresee that largescale SDNs shall be managed by a distributed control plane consisting of multiple controllers, where
each controller performs optimal QoS routing within its domain and shares summarized (aggregated)
QoS routing information with other domain controllers to enable inter-domain QoS routing with reduced problem dimensionality. To this effect, this paper proposes (i) topology aggregation and link
summarization methods to efficiently acquire network topology and state information, (ii) a general
optimization framework for flow-based end-to-end QoS provision over multi-domain networks, and (iii)
two distributed control plane designs by addressing the messaging between controllers for scalable and
secure inter-domain QoS routing. We apply these extensions to streaming of layered videos and compare
the performance of different control planes in terms of received video quality, communication cost
and memory overhead. Our experimental results show that the proposed distributed solution closely
approaches the global optimum (with full network state information) and nicely scales to large networks.
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I. I NTRODUCTION
The current Internet architecture, which is designed for best-effort data transmission, cannot make any
promises about end-to-end delay of a packet or the delay variation (jitter) between consecutive packets
which are crucial for media streaming [1]. In order to allow the network to support some level of Quality
of Service (QoS) for multimedia traffic, the Internet Engineering Task Force (IETF) proposed several
QoS architectures such as IntServ [2] and Diffserv [3], yet none has been truly successful and globally
implemented. This is because, they are built on top of the current Internet’s distributed hop-by-hop
routing architecture lacking the end-to-end information of available network resources. Multi-protocol
Label Switching (MPLS) [4] provides a partial solution via its ultra-fast switching capability, but it
cannot ensure real-time reconfigurability and adaptivity. Moreover, the Internet is divided into domains
called autonomous systems (AS) where each AS is owned by a single entity (e.g., ISP, commercial
enterprise, university), and to enable end-to-end QoS, both intra-AS and inter-AS routing protocols have
to be QoS-aware. For intra-domain QoS routing, there are routing protocols such as QoS extension of
OSPF [5], but the Internet’s de facto inter-domain routing protocol Border Gateway Protocol, Version 4,
[6] (BGP4) does not have any attributes to support QoS. The BGP4 is a policy based routing protocol
whose main concern is the network reachability. Although some QoS extensions of BGP4 have been
proposed [7], [8], due to the hop-by-hop nature of the BGP4, it is still hard to predict the end-to-end
behavior of the QoS-related parameters.
OpenFlow is a successful Software Defined Networking (SDN) paradigm that decouples the control
and forwarding layers in routing [9] [10]. This is achieved by shifting routing control functions from
network devices to a centralized unit, called controller, while data forwarding function remains within
the routers, called forwarders. The forwarders are configured via the OpenFlow protocol, which defines
the communication between the controller and forwarders. Fig.1 illustrates the OpenFlow’s flow-based
routing architecture where the controller makes per-flow decisions based on network state information
acquired from forwarders, and then the controller’s decisions are pushed to forwarders as flow table
updates. This novel architecture offers several advantages to develop innovative networking solutions
including new QoS mechanisms:
•

Network resource monitoring and end-to-end QoS support: OpenFlow enables complete network
resource visibility for effective network management. Therefore, any QoS mechanism/architecture
deployed on top of OpenFlow can have end-to-end QoS support.

•

Application-layer aware QoS: By centralizing network control and making the network state infor-
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OpenFlow’s routing architecture

mation available up to the application layer, an OpenFlow-based QoS architecture can better adapt
dynamic user needs.
•

Virtualization: OpenFlow enables to virtually slice a network for creating special purpose networks,
e.g., file transfer network, delay-sensitive multimedia network.

•

Differential services: More granular network control with wide ranging policies at session, user,
device, application levels will allow service providers to apply differential pricing strategies.

Many network device vendors have already started to produce OpenFlow-enabled switches/routers which
are backward compatible. Thus, SDN/OpenFlow will incrementally spread throughout the world in the
near future as new OpenFlow-enabled routers are deployed. OpenFlow has also attracted the attention
of many companies offering cloud services, and it will further allow network service providers to
offer innovative multimedia services with dynamically reconfigurable QoS. This is the main motivation
behind employing OpenFlow architecture in this work. Yet, current OpenFlow specification [11] does not
provision communication between different controllers managing separate network domains. It is essential
to implement a distributed control plane to manage multi-domain, multi-operator SDNs, because:
•

Different operators would like to manage their own domain with their own controllers and would
not want to share proprietary network information.

•

The latency introduced due to the physically distant forwarders to a single controller may not be
tolerable.

•

There may be need for multiple controllers even within a single domain to distribute network’s
control load across controllers and to cope with multi-controller failures.

In our prior works [12]–[14], we have proposed a dynamic QoS routing framework for scalable video
streaming [15] over OpenFlow networks, and we have showed that dynamic QoS routing is sufficient to
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meet QoS requirements of video streaming in most of the cases [14]. However, we have assumed that
a single controller has full access to all network state information (not feasible for large networks) to
determine the globally optimal routes. In this paper, we extend our past work to enable end-to-end QoS
over multi-domain SDNs/OpenFlow networks by
1) proposing distributed control plane architectures allowing dynamic end-to-end QoS,
2) introducing network topology aggregation and advertisement mechanisms for scalable and secure
inter-domain QoS routing,
3) formulating distributed optimization problems for each proposed architecture to support different
grades of QoS
where each controller is responsible for its dedicated intra-domain QoS routing and exchange aggregated
QoS messages with other controllers to help inter-domain QoS routing decisions [16]. We also apply the
proposed architectures to streaming of scalable (layered) videos by exploiting our prior results in [12],
[14].
The remainder of the paper is organized as follows. We discuss the related works in Section II. Section
III proposes distributed OpenFlow-based QoS architectures. Section IV formulates distributed dynamic
QoS routing problems and introduces our proposed solutions. Section V applies the proposed architectures
to layered video streaming, and presents simulation results comparing the proposed distributed approaches
and the non-scalable global optimum solution. Section VI draws conclusions.
II. R ELATED W ORKS
Several non-standard distributed control plane architectures have been proposed in the literature. Onix
[17] is a distributed platform that defines a general set of APIs to implement a control plane. HyperFlow
[18] is an event-based distributed control plane design allowing efficient distribution of the network events
among controllers. Feamster et al. propose a software defined Internet exchange (SDX) architecture [19]
whose extensions will allow multi-site deployments of SDN. In addition, Kotronis et al. [20] propose a
control plane model focusing on evolving inter-domain routing so that the legacy BGP remains compatible.
Also, Raghavan et al. introduce a Software Defined Internet Architecture (SDIA) [21] considering both
intra and inter-domain forwarding tasks. Other than control plane designs, Heller et al. [22] address
the controller placement problem, and they show that even single controller is highly scalable over
large networks. However, when fault tolerance requirements are stringent, as in providing QoS, there is
need for multiple controllers. In [23], Levin et al. discuss the network state distribution trade-offs in SDN
control applications. Recently, ElastiCon [24], an elastic distributed controller architecture, is proposed to
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adaptively change number of controller based on traffic conditions and the load to improve responsiveness
of the control plane. Yet, none of current proposals provide a solution for the overall network-wide QoS
control. To best of our knowledge, the only OpenFlow-based QoS control framework is proposed by
Wonho et al. [25] other than our works [12], [14], [16], but their method is completely different than
ours where they follow a DiffServ-based approach. Moreover in [13], we present our centralized controller
software implementation (OpenQoS) which enables to test our ideas over a real OpenFlow network. We
refer to [14] for related works about QoS routing.
III. O PEN F LOW-BASED D ISTRIBUTED E ND - TO -E ND Q O S A RCHITECTURES
In the current Internet, it is not easy to dynamically change network routing on a per-flow basis.
Typically, when a packet arrives at a router, it checks the packet’s source and destination address pair
with the entries of the routing table, and forwards it according to usually fixed, predefined rules (e.g.,
routing protocol) configured by the network operator. OpenFlow offers a new paradigm to mainly remedy
this deficiency by allowing network operators to flexibly define different types of flows (i.e., traffic classes)
and associate them to some set of forwarding rules (e.g., routing, priority queuing). The controller is
the key network element where per-flow forwarding decisions can be made dynamically, and forwarding
tables, called flow tables, are updated accordingly. Fig. 1 illustrates the OpenFlow’s architecture where
the controller makes per-flow decisions based on network feedback coming from the forwarders and
instantly modifies the forwarders’ flow tables.
In order to ensure optimal end-to-end QoS for multimedia delivery, collecting up-to-date global network
state information, such as delay, bandwidth, and packet loss rate is essential. Yet, over a large-scale multidomain network, this is a difficult task because of dimensionality. The problem becomes even more
difficult due to the distributed architecture of the current Internet. The current Internet’s inter-domain
routing protocols such as BGP4 are hop-by-hop, and therefore not suitable for optimizing end-to-end
QoS. OpenFlow eases this problem by employing a centralized controller. As illustrated in Fig.1, instead
of sharing the state information with all other routers, OpenFlow-enabled forwarders directly send their
local state information to the controller using the OpenFlow protocol. The controller processes each
forwarder’s state information and determines the best forwarding rules using up-to-date global network
state information. However, the current OpenFlow specification is not suitable to large-scale multi-operator
telecommunication networks. Therefore, there is need for a distributed control plane consisting of multiple
controllers each of which is responsible for a part (domain) of the network. There is also need to implement
a controller–controller interface that allows to share necessary inter-domain routing information. For these
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The proposed OpenFlow controller and interfaces

purposes, Section III-A proposes the QoS-enabled controller design. In Section III-B, the controller–
controller interface and messaging between controllers are discussed. Then, we present two control plane
architectures with multiple controllers in Section III-C.

A. QoS-Enabled Controller Design
The proposed QoS-enabled controller, depicted in Fig.2, offers various interfaces and functions to be
implemented over a standard controller. The main interfaces of the QoS-enabled controller are:
•

Controller–Forwarder Interface: This interface is defined by the OpenFlow standard and is implemented by a typical OpenFlow controller [11].

•

Controller–Controller Interface: This proposed interface allows multiple controllers to share the
necessary information to cooperatively manage the whole network. It is discussed in Section III-B.

•

Controller–Service Interface: The controller provides a secure interface for service providers to set
flow definitions for new data partitions and even to define new forwarding (e.g routing, queuing)
rules associated with these partitions. The standardization of this interface (i.e., Northbound-APIs)
has recently initiated by Open Networking Foundation (ONF) [26]. Further details of this interface
are out of the scope of this paper.

In this work, we propose contributions to the following controller functions to enable provisioning endto-end QoS:
•

Topology Management: In addition to discovering network connectivity and maintaining the visualization of the topology, this function is also responsible for generating aggregated network topology
information to be advertised through controller–controller interface.
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Resource Management: This function is responsible for determining availability and forwarding
performance of forwarders to aid route calculation and/or queue management. This requires collecting
up-to-date network state information from forwarders on a synchronous/asynchronous basis and
mapping the collected information based on a specified metric.

•

Route Calculation: This function is responsible for calculating and determining routes (e.g., shortest
path and QoS routes) for different types of flows. This function interoperates with topology management and resource management functions to acquire up-to-date network topology and network
state information.

In addition, a QoS-enabled controller should support the following functions:
•

Flow Management: This function is responsible for collecting QoS-flow definitions received from the
service provider through the controller-service interface, and it may allow efficient flow management
by aggregating the flow definitions. For example, flow definitions can be made based on different
grades of services.

•

Queue Management: This function provides QoS support based on prioritization of queues. One or
more queues can be attached to a forwarder’s physical port, and flows are mapped to pre-configured
queues.

•

Call Admission: This function denies/blocks a request when the requested QoS parameters cannot be
satisfied (e.g., there may be no feasible QoS routes), and the controller takes necessary actions. For
instance, in case of a deny/block event, the controller informs the service provider using controller–
service interface.

•

Traffic Policing: This function is responsible for determining whether data flows agree with their
requested QoS parameters and applying the policy rules when they do not (e.g., selective packet
dropping).

OpenFlow allows to define various types of flows based on identifiers such as source/destination
address, protocol (e.g., RTP) and type of service (e.g., video streaming with or without QoS). For QoS
flows (i.e., packets with QoS support), the routes that have larger capacity (even with longer path lengths)
may be more preferable to shorter routes causing packet loss. But, when a QoS traffic is forwarded to a
route, more packet losses may be observed on other types of traffic on the shared route. Therefore, any
performance optimization process which cares about QoS flows must also consider the impact on other
types of traffic. In order to minimize the adverse effects of QoS provisioning on other types of flows,
we propose to employ only dynamic QoS routing. However, service providers may also want to have an
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Fig. 3. The controller and forwarder interaction to support n QoS-levels: For each ingress and egress pair in a network, n + 1
flow tables are generated to route best-effort and n QoS flows represented by different colors.

option to set priorities to different flows based on resource reservation [2] and/or priority queuing [3],
[25] mechanisms. In this case, priority queuing and dynamic QoS routing can be employed together, so
that the dynamic QoS routing would be triggered when the QoS requirements cannot be met by priority
queuing along the shortest path. Assuming the flow-queue mapping is static, we define flow types based
on their QoS routing precedences as follows:
•

QoS level-1 is dynamically rerouted first. Therefore, it has the highest priority.

•

QoS level-k (2 ≤ k ≤ n) is dynamically rerouted after the routes of QoS level-1, ..., (k − 1) flows
are fixed.

•

Best-effort follows the shortest path with no dynamic rerouting.

where n is the number of QoS levels which can be chosen based on application requirements (e.g., n =
number of different types of services). As shown in Fig.3, the controller generates n + 1 different flow
tables, and tables corresponding to QoS flows are dynamically updated using our proposed optimization
framework presented in Section IV.

B. Aggregated Network Model and Controller–Controller Interface
The execution time, memory requirement and messaging overhead of any routing protocol increase
with the size of the network. In order to solve the scalability problem over large-scale SDNs, aggregation/abstraction of routing and forwarding information is essential. So, it should include (i) to hide
parts of the actual physical network information abstracting the network topology, (ii) to combine set
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(a)
Fig. 4.

(b)

A multi-domain network: (a) view of the complete network topology, (b) aggregated version of the network

of network state information (e.g., available network resources) into a smaller set of information which
reduces the storage and communication overhead.
In our proposed distributed QoS architectures, the network is partitioned into domains so that each
domain can be effectively managed by a (logically) single controller which has full access to the domain’s
topology/network state information, but has aggregated (summarized) or no knowledge about other
domains. Fig.4(a) illustrates a network with multiple domains where filled and unfilled dots stand for
forwarders (nodes) and border forwarders (border nodes), respectively. Moreover, there are two types
of links, namely inter-domain and intra-domain links. In our aggregated network model, the original
network is abstracted by replacing intra-domain links by a set of completely meshed virtual links between
border forwarders as shown in Fig.4(b). Obviously, network aggregation introduces some imprecision on
the global network state information, but this is tolerable and necessary to obtain a scalable routing
mechanism with fast routing algorithms.
The controller–controller interface allows controllers to share aggregated routing information and
QoS parameters among themselves to help making inter-domain routing decisions with end-to-end QoS
requirements. The proposed controller–controller interface is based on following premises:
•

Each network domain’s size and each controller address are determined by the network administrator,
so they are known beforehand.

•

Each domain is effectively managed by a (logically) single controller which is responsible for intradomain routing and advertising its domain’s state information (e.g., topology and QoS parameters)
to other controllers.

•

For resilient network management, more than one controller can form a logically single controller
(e.g., master-slave mechanism in [11]) to own a domain.

•

Inter-domain routing is determined over an aggregated version of the real network by a logically
centralized control plane.

•

Before finding an inter-domain route, necessary QoS parameters of each virtual link has to be
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calculated. This will be discussed in Section IV-B.
•

After an inter-domain route is found, each controller optimizes its intra-domain routing by replacing
the virtual links with actual links. Note that both intra-domain and inter-domain QoS routes are
found by solving the optimization problems formulated in Section IV.

The controller–controller interface has following features:
•

It opens a semi-permanent TCP connection between controllers to share inter-domain routing information (e.g., link up/down status, QoS parameters).

•

In case of drastic events such as network failure or congestion, the interface informs other controllers
actively.

•

It periodically collects network topology/state information, distributes and keep them in sync.

C. Distributed Control Plane Designs
In the following, we present two design options for control planes where controllers communicate with
each other through the controller–controller interface.
1) Fully Distributed Control Plane: Fig.5 illustrates the fully distributed control plane where each
controller
•

is responsible for both intra-domain and inter-domain routing,

•

has a designated domain whose complete network topology view is only accessible to that specific
controller,

•

advertises aggregated routing information of its designated domain to the other controllers,

•

acquires aggregated routing information from all other domains, and based on this knowledge an
inter-domain route is calculated.

2) Hierarchically Distributed Control Plane: Fig.6 illustrates the hierarchically distributed control
plane where each controller
•

is only responsible for intra-domain routing,

•

has a designated domain whose complete network topology view is only accessible to that specific
controller,

•

advertises aggregated routing information of its designated domain to the super controller,

•

gets inter-domain route(s) determined by the super controller,

and the super controller
•

is only responsible for inter-domain routing,
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Fig. 5.

Fully distributed control plane architecture

Fig. 6.

Hierarchically distributed control plane architecture

•

gets aggregated routing information from all controllers, and based on this knowledge an inter-domain
route is determined,

•

pushes inter-domain routing decisions to all controllers.

The two control plane architectures are defined (i) as specific as to be combined with our QoS optimization
framework, and (ii) as general as possible to cover emerging control plane designs. Our proposed
architectures are not intended as a replacement for existing distributed controller design proposals, but
as extensions for time-sensitive multimedia streaming. We compare these two designs in Section V.
IV. D ISTRIBUTED O PTIMIZATION OF DYNAMIC Q O S ROUTING
This section introduces our distributed optimization framework for dynamic QoS routing over the
architectures presented in Section III. In what follows, we first pose a centralized optimization problem
to support n QoS flows and give a Lagrangian relaxation-based solution. Then, we formulate distributed
QoS routing problems and discuss our proposed solutions.
A. Dynamic Optimization of n-level QoS Routes
We pose the dynamic QoS routing as a Constrained Shortest Path (CSP) problem. For the CSP problem,
it is crucial to select a cost metric and constraints where they both characterize the network conditions and
support QoS requirements. In multimedia applications, the typical QoS indicators are packet loss, delay
and delay variation (jitter); therefore we need to determine the cost metric and the constraint accordingly.
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Obviously, all applications require that the packet loss is minimized for better QoS. However, some QoS
indicators may differ depending on the type of the application:
•

Interactive multimedia applications have strict end-to-end delay requirements (e.g., 150-200 ms for
video conferencing). So, the CSP problem constraint should be based on total delay.

•

Video & audio streaming applications require steady network conditions for continuous video
playout; however, the initial start-up delay may vary from user to user. This implies that the delay
variation is required to be bounded, so the CSP problem constraint should be based on delay variation.

Since in this paper our focus is on video streaming, we will use delay variation as the constraint in
our problem formulation. Note that our formulation is general, and it can be modified for interactive
multimedia applications by using total delay as the constraint instead of using delay variation.
In our formulation, a network is represented as a directed simple graph G(N, A), where N is the set
of nodes and A is the set of all arcs (also called links), so that arc (i, j) is an ordered pair, which is
outgoing from node i and incoming to node j . Let R(s, t) be the set of all routes (subsets of A) from
source node s to destination node t. For any route r ∈ R(s, t) we define cost fC (r) and (worst case)
delay variation fD (r) measures as,
fC (r) =

X

cij

(i,j)∈r

fD (r) =

X

dij

(1)

(i,j)∈r

where cij and dij are cost and delay variation coefficients for the arc (i, j), respectively. The CSP problem
can then be formally stated as
r∗ = arg min{fC (r) | r ∈ R(s, t), fD (r) ≤ Dmax }

(2)

r

that is finding a route r which minimizes the cost function fC (r) subject to the delay variation fD (r) to
be less than or equal to a specified value Dmax . We select the cost metric as the weighted sum of packet
loss measure and delay variation as follows,
cij = (1 − β)dij + βpij for 0 ≤ β ≤ 1, ∀(i, j) ∈ A

(3)

where pij denotes the packet loss measure for the traffic on link (i, j), and β is the scale factor. The
formula for pij is as follows,
 t
Q +Tij −Bij

 ijQt +T
, Bij < Qtij + Tij
ij
ij
pij =


t

0,

(4)

Bij ≥ Qij + Tij

where Bij is the bandwidth of the link (i, j), Tij is the amount of best-effort traffic observed on the
link (i, j) and Qtij is the total amount of QoS traffic (i.e., sum of individual QoS level traffics: Qtij =
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Q1ij + Q2ij + ... + Qnij ) on the link (i, j). It is crucial that forwarders return accurate (up-to-date) estimates

of pij and dij to determine precise routes. In the proposed QoS-enabled controller (see Section III-A), the
resource management function collects data from forwarders (i.e., proper estimates of pij and dij ) and
passes them to the route calculation function. At forwarding layer, necessary parameters are estimated
as follows:
•

Packet loss measure (pij ) is calculated using Eqn.4 where Bij , Q1ij , ..., Qnij and Tij are required
parameters for the calculation. OpenFlow protocol enables us to monitor the per-flow traffic amounts
(i.e., Q1ij ,...,Qnij and Tij ) on each link. This is done by per-flow counters maintained in the forwarders.
The controller can collect the per-flow statistics whenever it requests [11]. The link bandwidth, Bij ,
is assumed to be known by experimenting or setting manually during the network setup. Note that
the packet loss measure does not represent the actual number of packet losses, it is a measure of
congestion which reflects packet loss information.

•

Delay is obtained by averaging the observed delay using time stamping (e.g., RTP)

•

Delay variation (dij ) is measured as the first derivative (rate of change) of the delay.

The weight β determines the relative importance of the delay variation and the packet losses depending on
network and traffic characteristics. For large β , route selection would be more sensitive to packet losses
on the QoS route. Vice versa, for small β route selection would be more sensitive to delay variation.
The solution of the CSP problem stated in (2) will give the minimum cost route satisfying a prespecified maximum delay variation from source to destination. However, the CSP problem is known to
be NP-complete [27], and there are heuristic and approximation algorithms proposed in the literature
[28]. Here, we propose to use the Lagrangian relaxation based aggregated cost (LARAC) algorithm since
it efficiently finds a good route without deviating from the optimal solution [29] in O([E + V logV ]2 )
time [30], where V and E are the number of nodes and links, respectively. In [28], Kuipers et al. show
that the LARAC algorithm performs reasonably well with respect to complexity vs. optimality trade-off.
Moreover, LARAC gives a lower bound for the theoretical optimal solution, which leads us to evaluate
the quality of the result. By further relaxing the optimality of routes, it provides some flexibility to control
the tradeoff between optimality and runtime of the algorithm. Therefore, the LARAC algorithm is well
suited for use in real-time dynamic QoS routing.
In order to find QoS routes of n pre-defined flows, defined in Section III-A, we solve the proposed
CSP problem successively n times; we first find the QoS level-1 route (with highest priority) and then
find the QoS level-2 route by fixing the QoS level-1 route and modifying the cost parameters accordingly.
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After first two QoS level flows are set, necessary cost parameters are modified to calculate QoS level-3
flow’s route. This procedure continues up to route calculation of QoS level-n. In calculation of the QoS
level-1 route, r1 , we directly use estimated packet loss measure (pij ) and delay variation (dij ) parameters
to calculate cost coefficients (cij in Eqn.3). Then, the CSP problem is solved to obtain the optimal route,
r1∗ , to which QoS level-1 traffic (Q1ij ) is rerouted. In order to find QoS level-2 route, r2 , we first update
(1)

the packet loss measure, denoted as pij , by removing the Q1ij traffic from its previous route, r1pre , and
rerouting to r1∗ , which is formulated as follows,

(1)

pij =

 1
Qavg +Qtij +Tij −Bij

t
∗
1


Q1avg +Qtij +Tij , Bij <Qavg +Qij +Tij ,(i,j)∈r1







0,
Bij ≥Q1avg +Qtij +Tij ,(i,j)∈r1∗





















Qtij −Q1ij +Tij −Bij
Qtij −Q1ij +Tij ,

Bij <Qtij −Q1ij +Tij ,(i,j)∈r1pre

0,

Bij ≥Qtij −Q1ij +Tij ,(i,j)∈r1pre

pij ,

(5)

otherwise

where Q1avg is the average QoS level-1 traffic on the route r1pre . We then recalculate cost coefficients (cij in
(1)

Eqn.3) using updated packet loss measure (pij ) as pij and estimated delay variation (dij ). Based on these
new cost coefficients, the CSP problem is solved to find the path r2∗ to which QoS level-2 (Q2ij ) traffic
is rerouted. The remaining (n − 2) QoS level routes are calculated by following the same procedure, yet
the only difference is in the formulation of packet loss measure’s update which is generalized as follows.
Assuming QoS level-k route is calculated,
(k)

pij =
 k
Qavg +Qtij (k−1)+Tij −Bij

k
t
∗


Qkavg +Qtij (k−1)+Tij , Bij <Qavg +Qij (k−1)+Tij ,(i,j)∈rk







0,
Bij ≥Qkavg +Qtij (k−1)+Tij ,(i,j)∈rk∗





















Qtij (k−1)−Qkij +Tij −Bij
,
Qtij (k−1)−Qkij +Tij

Bij <Qtij (k−1)−Qkij +Tij ,(i,j)∈rkpre

0,

Bij ≥Qtij (k−1)−Qkij +Tij ,(i,j)∈rkpre

(k−1)

pij

,

(6)

otherwise
(k−1)

where rk∗ is the optimal QoS route for level-k flow, pij

is the updated packet loss measure from the

previous step, Qkij is the amount of QoS level-k traffic, Qkavg is the average QoS level-k traffic on its
previous route, rkpre , and Qtij (k − 1) is the total amount of QoS traffic after calculating and rerouting
(k)

(k − 1) QoS routes. The updated packet loss measure, pij , is used as pij in Eqn.3, then QoS level-(k + 1)
∗ ) is calculated by solving the CSP problem according to new cost parameters.
route (rk+1
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B. Distributed Optimization of Dynamic QoS Routing
To support n QoS flows over the QoS architectures presented in Section III, we propose a distributed
optimization framework where (i) we define methods to map QoS parameters (i.e., inter-domain routing
information) on aggregated networks, and then (ii) we formulate two separate distributed optimization
problems for hierarchically and fully distributed architectures (see in Section III-C). Note that the
optimization problem stated in (2) is centralized and has full (global) network view; therefore, it is
not scalable. The proposed optimization framework provides a distributed (and scalable) extension of (2).
The notations used in our framework are as follows: The graph Gg (Ng , Ag ) represents the global
network (see Fig.7(a)) composed of set of nodes Ng and set of arcs Ag . Each network domain l ∈
1, 2, ..., L is represented as the graph Gl (Nl , Al ) where L is the number of network domains, Nl are the

set of nodes and Al are the set of arcs in domain l. Note here that, the arcs connecting different domains
(i.e., inter-domain links) do not belong to the graphs G1 , G2 , ..., GL . So, we denote inter-domain arcs
(i.e., thick lines in Fig.7 ) as A0 (A0 = Ag − (A1 ∪ A2 ∪ ... ∪ AL )) and the corresponding (disconnected)
graph as G0 (A0 , N0 ) where N0 is the set of all border nodes. In addition, the aggregated version of the
global network and the aggregated version of each domain l ∈ 1, 2, ..., L is denoted as Gag (Nga , Aag ) and
Gal (Nla , Aal ), respectively (see Fig.7(b)). Note that, all of the nodes in Nga and Nla correspond to border

nodes; Aal for l ∈ 1, 2, ..., L corresponds to virtual links in Fig.7. The set of all virtual links are denoted
as Av where Av = Aag − A0 . Lastly, we use Ḡal (N̄la , Āal ) to represent the aggregated network where all
of the domains are aggregated except the domain l (e.g., l = 4 in Fig.7(c)). Also, note that cost and
delay parameters of all links, except virtual links, are cij and dij for all (i, j) 6∈ Av .
In this framework, we use two problem instances allowing us to divide the global QoS routing problem
(2) into smaller set of problems which are solved locally (i.e., distributively). To be used in determining
QoS parameters on an aggregated (virtual) network, we define the shortest path problem instance as,
SP (G(N, A), (i, j)) =

(7)
arg min{fC (r) | r ∈ R(i, j) ⊆ A}
r

where G(N, A) and (i, j) are the arguments of the problem instance, SP . Secondly, we define the
constrained shortest path (CSP) problem instance, P , which we use in our distributed problem formulation,
P (G(N, A), (i, j), Dm ) =

(8)
arg min{fC (r) | r ∈ R(i, j) ⊆ A, fD (r) ≤ Dm }
r

where G(N, A), (i, j) and Dm are the arguments of the problem instance P . In both (7) and (8), G(N, A)
represents the network and (i, j) is the ordered pair where i and j stand for source and destination nodes.
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(a)

(b)

(c)
Fig. 7. A network with 6 domains (L = 6) where (a) global network topology, Gg (Ng , Ag ); (b) the aggregated version of the
global network, Gag (Nga , Aag ); (c) aggregated version of the global network except domain 4, Ḡa4 (N̄4a , Āa4 )

A is the set of all arcs in G(N, A), R(i, j) is the set of all paths from node i to j , and Dm is the maximum

tolerable delay parameter. For example, P (Gg (Ng , Ag ), (s, t), Dmax ) is equal to the problem in (2).
1) Mapping QoS Parameters on the Aggregated Network: For the aggregated network model, it is
essential to determine reasonable QoS parameters associated to virtual links aggregating actual paths
between border nodes, because the performance of QoS routing directly depends on the accuracy of
those parameters. Although the aggregation of the network introduces some imprecision on QoS routing
information, it is necessary for scalability. Here, we propose three methods to select required QoS
parameters for each virtual link (i, j) ∈ Av .
For each domain l ∈ 1, 2, ..., L and for every virtual link (i, j) ∈ Aal (in domain l),
•

∗ , by solving the problem instance SP (G , (i, j)).
Method-1 calculates the minimum cost route, rij
l
∗ are respectively assigned to cost and delay
Then, the cost and the delay variation of route rij
∗ ) and d = f (r ∗ ).
parameters of virtual link (i, j), that is, cij = fC (rij
ij
D ij

•

∗

∗

1 , r2 , . . . , rk
Method-2 calculates k -disjoint minimum cost routes rij
ij
ij

∗

by solving the problem

∗

t (t = 1, 2, ..., k ) previously calculated
instance SP (Gl , (i, j)) successively k times so that to find rij

t − 1 number of routes are removed from the network (i.e., Gl ) at each step. Then, the average cost
∗

∗

∗

1 , r 2 , . . . , r k are respectively assigned to cost and
and the average delay variation of routes rij
ij
ij
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p∗
p∗
1 Pk
p=1 fC (rij ) and dij = k
p=1 fD (rij ).
1 ∗ , r 2 ∗ , . . . , r k ∗ (as in Method-2). Then,
• Method-3 first calculates k -disjoint minimum cost routes rij
ij
ij
∗ 2∗
1
k ∗ are respectively asthe maximum cost and the maximum delay variation of routes rij , rij , . . . , rij
1 ∗ ), f (r 2 ∗ ), . . . , f (r k ∗ )}
signed to cost and delay parameters of virtual link (i, j), that is, cij = max{fC (rij
C ij
C ij
∗
∗
∗
1 ), f (r 2 ), . . . , f (r k )}.
and dij = max{fD (rij
D ij
D ij

delay parameters of virtual link (i, j), that is, cij =

1
k

Pk

After setting cost and delay variation parameters of virtual links using one of the methods described
above, it is now possible to calculate QoS routes over aggregated networks.
2) Distributed Problem Formulations: We formulate our first distributed QoS routing problem in two
steps as follows,
ri∗ = P (Gag , (s, t), Dmax )

Step I:
Step II: r∗ =

S
{a|a∈ri∗ }

(9)

P (GI(a) , (s(a), t(a)), Dm (I(a)))

(10)

where the first step formulates the inter-domain QoS routing between a source (s) and destination (t) pair
over the aggregated network, Gag . The route ri∗ denotes the best feasible inter-domain route. The second
step uses the result from the first step and formulates the end-to-end QoS routing as concatenation of
routes calculated between source and target nodes of each arc a ∈ ri∗ , which are respectively s(a) and
t(a). The route r∗ denotes the end-to-end QoS route, I(a) is the indicator function (see Eqn. 11) that

returns the domain index of arc a, and Dm (I(a)) (see Eqn.12) is the maximum delay variation that can
be tolerated in domain I(a). Also note that, for a ∈ A0 (i.e., for inter-domain links) the solution of
P (GI(a) , (s(a), t(a)), Dm (I(a))) is trivial which is equal to a itself (a = P (G0 , (s(a), t(a)), Dmax )).
I(a) =



 l,

a ∈ Al for l = 1, 2, ..., L

(11)


 0, otherwise


Dm (l) = Dmax − 


X

fD (a)

(12)

∗
i

{a|a∈r ,a6∈Al }

The two-step problem stated in (9) and (10) formulates inter-domain and intra-domain QoS routing
separately, so this formulation can be directly used in the hierarchically distributed control plane illustrated
in Fig.6 where the super controller solves Step I to determine the optimal inter-domain route (ri∗ ), and
controllers managing the domains along ri∗ solve problem instances in Step II. Then, concatenation of
routes found in Step II gives the resulting optimal route r∗ . For the fully distributed control plane, on the
other hand (see Fig.5), each controller has to determine both inter-domain and intra-domain QoS routes.
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Thus, we formulate our second distributed optimization problem solved by the controller at domain l as
follows,
r̄l = P (Ḡal , (sl , t), Dmax )

(13)

where r̄l represents the optimal route calculated over the network Ḡal (see Fig.7(c)), sl is the source node
in domain l, t is the destination node, and Dmax is the maximum tolerable delay parameter. Note that
source node sl changes for each domain (given in Eqn.14). This is because, sl is determined according to
inter-domain routing decision of the previous network domain where the next-hop border node is selected
as the source node in the subsequent network domain.
The Eqn.13 only formulates the problem solved by each controller, but does not provide an expression
for end-to-end QoS routes. In order to formulate the end-to-end QoS routing, suppose that Lt number of
domains are traversed from source to destination with the following order l(1) , l(2) , ..., l(Lt ) . We define
sl(k+1) = {j | (i, j) ∈ r̄l(k) , i ∈ Nl(k) , j ∈ Nl(k+1) }

(14)

āl(k) = {(i, j) | (i, j) ∈ r̄l(k) , i ∈ Nl(k) , j ∈ Nl(k+1) }

(15)

r̄(k) = (r̄l(k) ∩ Gl(k) ) ∪ āl(k)

(16)

where sl(k+1) is the source node in domain l(k+1) determined based on the routing decision made at
domain l(k) , that is r̄l(k) = P (Ḡal(k) , (sl(k) , t), Dmax ). In Eqn.15, āl(k) denotes the inter-domain link (in
r̄l(k) ) between domains l(k) and l(k+1) . In Eqn.16, r̄(k) concatenates the optimal intra-domain route in

domain l(k) and the link āl(k) . Thus, using r̄(k) we formulate the end-to-end QoS route as
r̄∗ =

Lt
[

r̄(k)

(17)

k=1

where the initial source node satisfies, sl(1) = s, obviously.
C. Proposed Solution
We provide three algorithms where the first two of them (Figs. 8, 9) are proposed for the hierarchically
distributed control plane, and the other algorithm (Fig. 10) is designed for the fully distributed control
plane. These algorithms not only give solutions to the distributed optimization problems, but also present
required messaging mechanisms to advertise inter-domain QoS routing information between controllers.
As we have discussed in Section IV-A, the LARAC algorithm is employed to solve the problem instance
P stated in (8).
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In Figs.8, 9 and 10, each algorithm is composed of three procedures where the M AIN procedure calls
ROUTE and U PDATE procedures in parallel using parfor (see lines 1–7). The ROUTE procedure optimizes
routes and performs routing information exchanges; the U PDATE procedure handles the events. In the
following, we describe these algorithms in detail and present their complexity. In our analysis, V and
E stand for number of nodes and number of links in a domain. L and n denote number of domains

and number of flow types, respectively. The number of border nodes is approximated as log(V ). In the
algorithms, we use the same notation as in our formulations presented previously.
1) Algorithm 1 (Fig.8): This algorithm is run by the super controller in the hierarchical control plane
in O(nL(logV )4 ) time. Assuming that Dmax and all flow types are pre-defined, each network domain
(controller) employs its own aggregation method so that aggregated network Gag and its QoS parameters
(pij , dij ) are generated and sent through the interface. In this algorithm, the ROUTE procedure gets these
information from the interface (see line 9) and decides inter-domain routes for different flow types based
on their priorities as discussed in Section IV (see lines 11–14). Then, inter-domain routing decisions are
sent to each domain’s controller through the interface (see lines 15–19). In parallel, the U PDATE procedure
checks that if there is a route failure or a periodic update coming from controllers (i.e., Algorithm 2). If
there is such an event, the ROUTE procedure is restarted (see lines 23–28).
2) Algorithm 2 (Fig.9): This algorithm is run by each controller in the hierarchical control plane in
O(n(E + V logV )2 ) time. After inter-domain routing decisions are made by the super controller (i.e.,

Algorithm 1), those decisions are pushed to the interface so that each controller can pull necessary interdomain routing information (see line 9). Then for each flow type, the ROUTE procedure determines an
intra-domain route and pushes necessary routing information to forwarders (see lines 10–13 and 17). If
there are no feasible routes, then a route failure event is triggered and sent to the interface to inform the
super controller (see line 15). In parallel, the U PDATE procedure keeps the network state information upto-date by periodically collecting topology and resource data from forwarders. It also provides aggregated
network information to the super controller. If a link failure or a congestion event is detected, the ROUTE
procedure is restarted to re-optimize intra-domain routing (see lines 21–32).
3) Algorithm 3 (Fig.10): This algorithm is run by each controller in the fully distributed control plane
where both inter and intra-domain routing decisions are made in time complexity O(n[L(logV )4 + (E +
V logV )2 ]). In particular, the ROUTE function collects intra-domain and inter-domain routing information

from forwarders (see line 9) and from other controllers (see line 10), respectively. Then, each domain
creates its partially aggregated network view Ḡal (see line 11). Note that finding QoS routes over Ḡal
corresponds to determining both intra-domain and inter-domain routing. After calculating a QoS route
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1: procedure M AIN(Dmax , f low types)
2:

task[1] ← ROUTE(Dmax , f low types)

3:

task[2] ← U PDATE(task[1])

4:

parfor j ← 1, 2 do

5:

run task[j]

6:

end parfor

7: end procedure
8: procedure ROUTE(Dmax , f low types)
9:
10:

(Ga
g , pij , dij ) ← getAggregatedNetworkFromInterface()
for f low ← each f low types do

11:

pij ← updatePacketLossMeasure(pij )

12:

cij ← calculateCost(pij , dij )

13:

(s, t) ← getSourceAndDestination(f low)

14:

ri∗ ← LARAC(P (Ga
g , (s, t), Dmax ))

15:

for a ← each arc in ri∗ do

16:

l ← I(a)

17:

if l 6= 0 then sendRouteToInterface (l, f low, (s(a), t(a)), Dm (l))
end if

18:
19:
20:

end for
end for

21: end procedure
22: procedure U PDATE(task)
23:

while true do

24:

event ← listen()

25:

if event = intra route failure|event = periodic update then
restart task

26:
27:

end if

28:

end while

29: end procedure

Fig. 8.

Algorithm 1 is run by the super controller managing inter-domain routing in the hierarchical control plane

for each flow type (see lines 13–16), the ROUTE function pushes the routing information to forwarders
(see line 17) and to the interface (see line 18). Concurrently, the U PDATE procedure keeps the network
state information up-to-date and advertises aggregated version of its network to the other controllers. In
the case of congestion or link failure, the U PDATE procedure restarts the ROUTE procedure to recalculate
QoS routes (see lines 22–33).
V. R ESULTS : A PPLICATION TO THE S CALABLE V IDEO S TREAMING
In this section, we apply our distributed QoS-enabling framework to streaming of layered (scalable)
videos. Naturally, there will be an extra cost for requesting QoS from the service provider. If the video
is encoded at a single layer, such as using H264/MPEG-4 AVC [31], the entire video needs to be served
with either QoS or best-effort. While serving the entire video with QoS clearly provides the highest
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1: procedure M AIN( )
2:

task[1] ← ROUTE()

3:

task[2] ← U PDATE(task[1])

4:

parfor j ← 1, 2 do

5:

run task[j]

6:

end parfor

7: end procedure
8: procedure ROUTE( )
9:

(l, f low, (s(a), t(a)), Dm (l)) ← getRouteFromInterface()

10:

(Gl , pij , dij ) ← getNetworkFromForwarders()

11:

pij ← updatePacketLossMeasure(pij )

12:

cij ← calculateCost(pij , dij )

13:

r∗ ← LARAC(P (Gl , (s(a), t(a)), Dm (l)))

14:

if r∗ = empty then

15:
16:
17:
18:

sendToInterface(intra route failure);
else
sendRouteToForwarders (f low, r∗ )
end if

19: end procedure
20: procedure U PDATE(task)
21:

while true do

22:

event ← listen()

23:

if event = link failure|event = congestion event then
restart task

24:
25:

end if

26:

if event = timeout then

27:

(Gl , pij , dij ) ← getNetworkFromForwarders()

28:

(Ga
l , pij , dij ) ← aggregateNetwork(Gl , pij , dij )

29:

sendToInterface(periodic update);

30:

sendAggregatedNetworkToInterface((Ga
l , pij , dij ))

31:

end if

32:

end while

33: end procedure

Fig. 9.

Algorithm 2 is run by each controller managing intra-domain routing in the hierarchical control plane

quality, it comes at a premium cost. On the opposite end, streaming entire video with best-effort cannot
provide any quality guarantee. Alternatively, scalable video coding, such as MPEG-4 SVC [15], encodes
video in a base layer and one or more enhancement layers and thereby provides ability to offer different
grades of service at a trade-off point between reasonable guaranteed quality and reasonable cost. In order
to guarantee a reasonable quality, it is sufficient to stream the base layer video with little packet loss or
delay variation, while enhancement layers can be served with best-effort – or when capacity is available as
a QoS stream. Note that all enhancement layers are decoded with reference to the base layer; hence, it is
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1: procedure M AIN(l, Dmax , f low types )
2:

task[1] ← ROUTE(l, Dmax , f low types)

3:

task[2] ← U PDATE(l, task[1])

4:

parfor j ← 1, 2 do

5:

run task[j]

6:

end parfor

7: end procedure
8: procedure ROUTE( l, Dmax , f low types )
9:

(Gl , pij , dij ) ← getNetworkFromForwarders()

10:

(Ĝ, pij , dij ) ← getAggregatedNetworkFromInterface()

11:

(Ḡa
l , pij , dij ) ← (Gl , pij , dij ) ∪ (Ĝ, pij , dij )

12:

for f low ← each f low types do

13:

pij ← updatePacketLossMeasure(pij )

14:

cij ← calculateCost(pij , dij )

15:

(sl , t) ← getSourceAndDestination(f low,l)

16:

r̄∗ ← LARAC(P (Ḡa
l , (sl , t), Dmax ))

17:

sendRouteToForwarders (l, f low, r̄∗ )

18:

sendRouteToInterface (l, f low, r̄∗ )

19:

end for

20: end procedure
21: procedure U PDATE(l, task)
22:

while true do

23:

event ← listen()

24:

if event = link failure|event = congestion event then
restart task

25:
26:

end if

27:

if event = timeout then

28:

(Gl , pij , dij ) ← getNetworkFromForwarders()

29:

(Ga
l , pij , dij ) ← aggregateNetwork(Gl , pij , dij )

30:

sendToInterface(periodic update);

31:

sendAggregatedNetworkToInterface((Ga
l , pij , dij ))

32:

end if

33:

end while

34: end procedure

Fig. 10.

Algorithm 3 is run by each controller managing both inter-domain and intra-domain routing in the fully distributed

control plane

crucial that the base layer is streamed without any packet loss or delay variation to guarantee continuous
video playback at the receiving peer. The enhancement layers may be regarded as discardable, since
loss of an enhancement layer packet typically causes only small variation in the received video quality.
In our previous work [14], we show that providing QoS for the base layer video only is sufficient to
attain significant quality improvement over shortest-path routing under the most of network conditions
and video coding configurations. We use this result in our simulations so that the videos’ base layer and
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TABLE I
R ATE -D ISTORTION VALUES OF THE ENCODED SEQUENCES

Video

Total Rate

Full PSNR

Base Rate

Base PSNR

Train

1.3Mbps

36.89dB

0.7Mbps

33.60dB

BBB

1.2Mbps

37.67dB

0.4Mbps

33.92dB

enhancement layers are mapped to QoS level-1 and Best-effort flows defined in Section III-A, respectively.
Besides, this framework can be also generalized to various media streaming options such as multi-bitrate
media streaming, streaming of media encoded in multiple descriptions (MDC) [32] and scalable video
streaming with more than two layers.
In order to simulate the proposed control planes, we implemented a simulator by using the network
optimization library LEMON [33] which has efficient optimization algorithms for combinatorial optimization problems with graphs and networks. The network topology we used in our simulations has 6
domains connected as shown in Fig.7. Each domain has 30 nodes, which is randomly designed using
GT-ITM tool [34]. Hence, the overall network size is 180 nodes. The border nodes are also selected
randomly. We set all intra-domain link capacities as 150 Mbps and inter-domain link capacities as 1
Gbps. The cross traffic (congestion) on each link is modeled as an independent Poisson random process
which is a good model for bursty nature of the Internet traffic [35]. Also, during the simulation runtime
the statistics of each link may change depending on the state of the domain where it belongs. The state
of each domain is modeled as a two state Markov chain which decides whether the domain is in good or
bad state. For simplicity, we modeled the latency in receiving the network state information (i.e., control
packets) between the control domains as a Gaussian distribution based on the measurements provided
in [36]. The link delays used in optimization are modeled as Γ-distributed random variables [37] with
means 10 ms, 15 ms and 20 ms where these random variables are assigned to each link according to
that link’s congestion level. The maximum tolerable delay variation, Dmax , is set to 250 ms. Throughout
the simulations, we used MPEG test sequence Train and the animation video Big Buck Bunny (BBB)
with resolutions 704×576 and 1280×720, respectively. We loop both videos to obtain 900 frames lasting
about 30 seconds. We encode them using SVC reference software JSVM 9.19 to obtain a base and
an enhancement layer (see Table I). We start streaming these two SVC videos at the same time from
randomly selected source and destination points in the network.
The simulator implements both fully distributed and hierarchically distributed the control planes and
corresponding algorithms introduced in Section IV-C. It generates QoS routes only for the SVC base
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layer packets while enhancement layer packets remain on their traditional shortest path as we suggested in
[14]. The simulator calculates the QoS routes by following exactly the same procedure that we discussed
before, that is, it first updates the virtual link parameters in the aggregated network by using one of
the three link summarization methods, then solves the CSP instances stated in (9) and (10) for the
hierarchically distributed control plane using Algorithm 1 (Fig.8) and Algorithm 2 (Fig.9). Similarly, the
CSP instance (13) is solved using Algorithm 3 (Fig.10) for the fully distributed control plane.
In order to demonstrate the QoS support of proposed network layer solutions only, our simulator uses
completely unreliable, UDP-like, transport. It also provides us a trace driven simulation environment so
that we can track which specific video packets are lost. By matching those lost packets with the Network
Access Layer (NAL) units of the SVC video stream, we detect and erase the NAL units that are lost. Then,
the manipulated stream is decoded and the PSNR (Peak Signal-to-Noise Ratio) values are measured. We
repeat our simulations 50 times and the average PSNR values are calculated over all frames. In addition,
the storage requirements and communication cost of distributing aggregated QoS routing information (i.e.,
topology and QoS parameters) are evaluated for fully distributed and hierarchically distributed control
planes. The communication cost is calculated as Tr (i, j) × dc (i, j) where Tr (i, j) is the amount routing
information of domain i transmitted to domain j and dc (i, j) is the mean latency between domains i and
j.

The simulation results are shown in Figs.11, 12 and 13. In Fig.11, we compare our distributed
approaches using different aggregation methods to the centralized approach using the global network view.
For both video sequences, we observe that the proposed distributed approaches using aggregation Method2 (Distr(M2)) closely approach to the globally optimum QoS routing (Global). In comparison of network
aggregation methods, Method-2 outperforms both Method-1 (Distr(M1)) and Method-3 (Distr(M3)) on
the average. Method-1 performs the worst among other methods. This is because, Method-2 and Method3 provides intra-domain summarization based on multiple candidates of QoS routes while Method-1 is
based on single but min-cost QoS route which may not exist after its calculation. Note also that in Fig.
11, we experimentally show that the optimal k is k = 3 for both cases, where k (x-axis) is the number
of disjoint min-cost paths, only used in Method-2 and Method-3.
In Fig.12, we compare the performance of two architectures and BGP-like shortest path routing (BGPSP) in supporting QoS. In BGP-SP, the inter-domain routes are determined based on shortest domain path
(corresponding to AS path in BGP) and intra-domain routes are shortest paths in terms of hop-count.
In order to evaluate the effect of latency over proposed control planes, we vary the distance between
control domains by fixing the geographical location of the 4th domain to the middle (see Fig.7) and
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changing the locations of other domains. The average distance (x-axis in Fig.12) is given as the average
number of kilometers that a packet needs to travel from 4th domain to all other domains. Note also that,
we assume the super controller is placed in 4th domain since it is approximately in the middle of all
domains in the hierarchical control plane. Both control plane designs use Method-2 as the aggregation
method since it performs the best among other methods (see Fig. 11). As shown in Fig. 12, for both
videos, proposed fully distributed (FD) and hierarchically distributed (HD) solutions are significantly
better than the traditional BGP-SP approach. In comparison between two architectures, FD outperforms
HD, and the performance gap increases as the distance between domains expand. However, for the average
distances up to 5000 kilometers, hierarchical design show reasonable performance in supporting QoS.
Moreover, based on the complexity of algorithms presented in Section IV-C, the overall computational
complexity of the HD plane is O(n[L(logV )4 + L(E + V logV )2 ]) which is less than the complexity of
the FD plane, O(n[L2 (logV )4 + L(E + V logV )2 ]). Fig.13 also demonstrates that the HD plane has less
storage requirements and communication costs compared to the FD plane. Although BGP-SP has the
least communication cost, it shows poor performance in terms of QoS support. Figs.12 and 13 illustrate
the trade-off between video quality (i.e., QoS support) and total communication cost of distributing QoS
routing information. Based on all these results, we draw some important conclusions about the proposed
architectures in the following section.
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Fig. 11. Comparison of distributed approaches using different aggregation methods to the global approach in terms of average
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VI. C ONCLUSION
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Comparison of two architectures (i.e., fully distributed (FD) and hierarchically distributed (HD)) and the traditional

BGP-like shortest path routing (BGP-SP): (a) in terms of total routing information stored (kbits) vs. number of domains (L)
where each domain has 30 nodes and 50 links, (b) in terms of total communication cost (bits×msec) vs. average distance
between L = 6 domains where each domain has 30 nodes and 50 links.

tion formulation of end-to-end QoS provision over multi-domain (multi-operator) SDNs. We also present
an application of the proposed architectures to streaming of layered videos, and our simulation results
lead us to following conclusions:
1) An SDN/OpenFlow network with a fully distributed control plane fulfills QoS requirements better
than a network with hierarchically control plane especially when the geographical distance between
control domains is large (> 5000 km). This is because, (i) fully distributed controllers do not suffer
from the delay introduced by gathering inter-domain routing solutions from a super-controller and (ii)
the local interactions between domains reduce the latency of exchanging network state information
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among them. For networks with less inter-domain distances (< 2000 km) hierarchically distributed
control plane performs reasonably well, and as the distance reduces the performance gap with the
fully distributed control plane decreases. So, hierarchically distributed design may be preferred since
it removes the overhead (i.e., complexity) of calculating inter-domain routing in each controller, and
reduces the communication cost of routing information advertisement. This reduction is more significant
when the number domains (L) is large. Based on these observations, in practice, a fully distributed
control plane is more suitable for service providers that serve multimedia across continents using SDNs
with QoS. Considering the QoS support vs. communication cost trade-off, hierarchically control plane
can be a better option for in-nation service providers, especially when the number of domains is large.
Furthermore, service providers may also choose combination of these two designs to build hybrid control
plane architectures depending on their deployments and needs.
2) Main advantages of the proposed topology aggregation and link summarization include:
•

Scalable QoS support: The size of the optimization problem depends only on the number of border
nodes (of other domains) and not on the total number of nodes in the overall network. This
significantly reduces the problem dimensionality to the number of border nodes.

•

Security/confidentiality: Since the topology aggregation does not reveal complete network information of one domain to another, it provides security/confidentiality especially when different domains
are operated by different service providers.

In comparison of proposed aggregation methods, we observe that Method-2 outperforms both Method1 (by ∼ 3dB) and Method-3 (by ∼ 1dB) in terms of received video quality (PSNR). Moreover, the
proposed distributed optimization of QoS routing using aggregation Method-2 closely approaches the
non-scalable globally optimum solution and the discrepancy between them in terms of end-user video
quality of experience is less than 0.5dB on the average.
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