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ABSTRACT

Keywords

Several competing human behavior models have been proposed
to model and protect against boundedly rational adversaries in repeated Stackelberg security games (RSSGs). One such recent model,
SHARP, addressed the limitations of earlier models and demonstrated its superiority in RSSGs against human subjects recruited
from the Amazon Mechanical Turk platform in the first “longitudinal” study – at least in the context of SSGs. SHARP has three key
novelties: (i) SHARP reasons based on success or failure of the
adversary’s past actions on exposed portions of the attack surface
to model adversary adaptiveness; (ii) SHARP reasons about similarity between exposed and unexposed areas of the attack surface,
and also incorporates a discounting parameter to mitigate adversary’s lack of exposure to enough of the attack surface; and (iii)
SHARP integrates a non-linear probability weighting function to
capture the adversary’s true weighting of probability. However,
despite its success, the effectiveness of SHARP’s modeling considerations and also the robustness of the experimental results has
never been tested. Therefore, in this paper, we provide the following new contributions. First, we test our model SHARP in human
subjects experiments at the Bukit Barisan Seletan National Park
in Indonesia against wildlife security experts and provide results
and analysis of the data. Second, we conduct new human subjects
experiments on Amazon Mechanical Turk (AMT) to show the extent to which past successes and failures affect the adversary’s future decisions in RSSGS. Third, we conduct new analysis on our
human subjects data and illustrate the effectiveness of SHARP’s
modeling considerations and also the robustness of earlier experimental results by: (i) showing how SHARP based strategies adapt
due to past successes and failures of the adversary, while existing
competing models converge to one particular strategy; (ii) comparing a popular probability weighting function in the literature (Prelec’s model) against the one used in SHARP and showing how the
probability weighting function used in SHARP is superior in terms
of prediction performances, even though the shape of the learned
curves are the same; and (iii) comparing an alternative subjective
utility function based on prospect theory where the values of outcomes are weighted by the transformed probabilities, against the
weighted-sum-of-features approach used in SHARP.
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1.

INTRODUCTION

Security is a critical concern around the world that gives rise
to important problems such as protecting our ports, airports, public transportation systems, and other critical national infrastructure
from terrorists, and protecting our wildlife and forests from poachers and smugglers. Whereas previous real-world deployments of
SSGs to protect airports, ports or flights have been one-shot game
models, recent work has focused on domains involving repeated
interactions between defenders and adversaries. These domains include security of wildlife (repeated interactions between rangers
and poachers) [19], security of fisheries (repeated interactions between coast guard and illegal fishermen) [7], forest protection or
drug interdiction, and are modeled via repeated SSGs (RSSGs).
In an RSSG model, the defender periodically deploys new patrol
strategies (in “rounds” of the game) and the adversary observes
these strategies and acts accordingly. It has been shown in the literature that modeling the adversary as boundedly rational significantly improves the performance of the defender strategies against
the learned models [15, 7, 19].
Kar et al. [10] recently proposed a novel model of adaptive adversary behavior called SHARP (Stochastic Human behavior model
with AttRactiveness and Probability weighting), that mitigates the
limitations of earlier models in the following way: (i) Modeling
the adversary’s adaptive decision making process, SHARP reasons
based on success or failure of the adversary’s past actions on exposed portions of the attack surface. (ii) Addressing limited exposure to significant portions of the attack surface in initial rounds,
SHARP reasons about similarity between exposed and unexposed
areas of the attack surface, and also incorporates a discounting
parameter to mitigate adversary’s lack of exposure to enough of
the attack surface. (iii) Addressing shortcomings of probability
weighting functions, we incorporate a two parameter probability
weighting function in existing human behavior models. They also
provided evidence of the success of SHARP by conducting the
first “longitudinal study” of competing models in repeated SSGs
with participants recruited from Amazon Mechanical Turk (AMT).
Three significant observations in their paper are: (i) the shape of
the probability weighting function in their games is S-shaped in
nature, unlike the inverse S-shaped curves typically observed in
prospect theory[18]; (ii) People reason in future rounds not only
based on their past actions but also based on the consequences
of those actions— specifically, in the future rounds they return to
attack targets similar to the ones they were successful at in past
rounds, more often than those where they failed at in the earlier

rounds; (iii) SHARP performs significantly better as compared to
other models against human subjects on AMT, not only in the important initial rounds of the game but also in later rounds. However,
their work suffers from several shortcomings in terms of the evaluation of their model and hence requires further justifications and
experimentations to test the robustness of the modeling considerations, and hence, the performance results provided by SHARP.
First, Kar et al. [10] did not provide any explanations for the particular choice of the probability weighting function in their model.
There are several other probability weighting functions in the literature, one of the most popular among those being Prelec’s oneparameter probability weighting function [17]. It remains to be
seen, (i) whether the results about the shape of the probability weighting curve still holds even when we consider a different weighting function, and (ii) how the performance of the existing weighting function compare against a different weighting function when
used in their prediction model. Second, they consider a particular weighted-sum-of-features form of the utility function based on
[15]. The results about the shape of the probability weighting function may not hold if the utility function is of a different form. Third,
their observation about people attacking certain targets because of
the consequences of their past actions may not be true because it
may have been the case that participants were simply attacking
certain targets due to some inherent bias and not because of the
consequences of their past actions. Fourth, one of the primary assumptions of SHARP is that the defender would be able to observe
all the actions and consequences of the adversary. However, this
may not be true in reality and the model should be tested when partial information about the adversary’s actions and consequences are
available. Finally, the performance of SHARP has only been tested
against human subjects on AMT.
In this paper, we provide the following contributions to address
the shortcomings mentioned above. First, we incorporate a different probability weighting function, namely Prelec’s one parameter
probability weighting function [17] and show that we still learn
S-shaped probability weighting curves and the performance of the
prediction model with Prelec’s weighting function is worse than
Gonzalez and Wu’s function [6] when used in the original prediction model— this justifies the use of Gonzalez and Wu’s probability weighting function in SHARP . Second, we consider a different form of the subjective utility function based on prospect
theory where the values of outcomes are weighted by the transformed probabilities and show that the results regarding the shape
of the learned curves are consistent even when we have a different
functional form of subjective utility. Also, the weighted-sum-offeatures model used in SHARP yields better prediction accuracy
than the prospect theoretic subjective utility function. Third, we
test SHARP in human subjects experiments at the Bukit Barisan
Seletan National Park in Indonesia against wildlife security experts
and provide results and analysis of the data. Fourth, we conduct
new human subjects experiments on AMT to show the extent to
which past successes and failures affect the adversary’s future decisions in RSSGs. Finally, we provide results with limited data to
show the robustness of SHARP when all the data is not observable.

2.
2.1

BACKGROUND AND RELATED WORK
Background on SSGs

In an SSG, the defender plays the role of a leader who protects
a set of targets from the adversary, who acts as the follower [4,
16, 11]. The defender’s pure strategy is an assignment of a limited
number of security resources M to the set of targets T . An assignment of a resource to a target is also referred to as covering a target.

A defender’s mixed-strategy x (0 ≤ xi ≤ 1; ∀xi , i ∈ T ) is then
defined as a probability distribution over the set of all possible pure
strategies. A pure strategy of an adversary is defined as attacking
a single target. The adversary receives a reward Ria for selecting i
if it is not covered and a penalty Pia for selecting i if it is covered.
Similarly, the defender receives a reward Rid for covering i if it is
selected by the adversary and penalty Pid for not covering i if it is
selected. Then, utility for the defender for protecting target i while
playing mixed strategy x is:
Uid (x) = xi Rid + (1 − xi )Pid

(1)

Similarly, the utility for the adversary for attacking target i is:
Uia (x) = (1 − xi )Ria + xi Pia

(2)

Recent work has focused on modeling boundedly rational adversaries in SSGs, developing models discussed below.

2.2
2.2.1

Adversary Behavior Models
Subjective Utility Quantal Response (SUQR)

SUQR [15] builds upon prior work on quantal response [14] according to which rather than strictly maximizing utility, an adversary stochastically chooses to attack targets, i.e., the adversary attacks a target with higher expected utility with a higher probability. SUQR proposes a new utility function called Subjective Utility,
which is a linear combination of key features that are considered
to be the most important in each adversary decision-making step.
Nguyen et al. [15] experimented with three features: defender’s
coverage probability, adversary’s reward and penalty at each target.
According to this model, the probability that the adversary will attack target i is given by:
a

eSUi (x)
qi (ω|x) = P SU a (x)
e j

(3)

j∈T

where SUia (x) is the Subjective Utility of an adversary for attacking target i when defender employs strategy x and is given by:
SUia (x) = ω1 xi + ω2 Ria + ω3 Pia

(4)

The vector ω = (ω1 , ω2 , ω3 ) encodes information about the adversary’s behavior and each component of ω indicates the relative importance the adversary gives to each attribute in the decision making process. The weights are computed by performing Maximum
Likelihood Estimation (MLE) on available attack data.

2.3

Probability Weighting Functions

Probability weighting functions model human perceptions of probability. Perhaps the most notable is the weighting function in Tversky and Kahneman’s nobel-prize winning work on Prospect Theory [9, 18], which suggests that people weigh probability nonuniformly, The empirical form of the probability weighting function π(pi ), where pi is the actual probability, from [9] is shown in
Fig. 1(a). It indicates that people tend to overweight low probabilities and underweight high probabilities. The diagonal straight line
in the figure indicates the linear weighting of probability. However,
other works in this domain propose and experiment with parametric models which capture both inverse S-shaped as well as S-shaped
probability curves [2, 6] (Fig. 1(b)). SHARP build on this research,
incorporating probability weighting functions that allow for both Sshaped and inverse S-shaped curves. Further discussions about this
function are in Section4.

(a) Prospect Theory

(b) Gonzalez & Wu, 99

Figure 2: Game Interface for our simulated online repeated SSG (Reward, penalty and coverage probability for a selected cell are shown)

(c) Prelec, 98
Figure 1: Probability Weighting Functions
There are other popular probability weighting functions in the
literature, such as Prelec’s one-parameter model [17], where the
weighted probability is:
w(p) = exp(−(− ln p)α ); 0 < α < 1

(5)

Although this model has been shown to perform well in the literature, the functional form does not allow for an S-shaped curve
to be learned given the allowed range of parameter values– it is
only capable of learning an inverse S-shaped curve as shown in
Fig. 1(c) when 0 < α < 1. This parameter range of α is due to the
necessity that the function satisfies certain properties such as subproportionality and compound invariance, which will get violated
if α > 1. However, it can account for S-shaped curves if we allow
α > 1. Later in Section 6.1.1, we allow α to be greater than 1 so as
to allow learning both an S-shaped as well as an inverse S-shaped
curve with this function– our results show that an S-shaped curve
is learned on our data. In other words, no matter whether we use
Prelec’s function or Gonzalez and Wu’s function, if we allow for
learning both S-shaped as well as inverse S-shaped curves, our data
fits an S-shaped probability weighting curve. We conduct further
analysis to show in Section 6.1.1 that, even though both generate
S-shaped curves on our data, using the probability weighting function by Gonzalez and Wu [6] in our model gives us better prediction
accuracy as compared to the case when we use Prelec’s function,
thus justifying SHARP’s choice of the weighting function in [10].

3.

WILDLIFE POACHING GAME

Kar et al. [10] conducted longitudinal experiments[13] with human subjects to test the effectiveness of existing behavioral models
and algorithms against SHARP on repeated SSGs. We first discuss
the game and relevant information needed to discuss our findings
about the robustness of SHARP.

3.1

Game Overview

In the game described in [10], human subjects play the role of
poachers looking to place a snare to hunt a hippopotamus in a protected park. The game interface is shown in Fig. 2. In the game, the
portion of the park shown in the map is divided into a 5*5 grid, i.e.

25 distinct cells. Overlaid on the Google Maps view of the park is a
heat-map, which represents the rangers’ mixed strategy x — a cell
i with higher coverage probability xi is shown more in red, while
a cell with lower coverage probability is shown more in green. As
the subjects play the game, they are given the following detailed information: Ria , Pia and xi for each target i. However, they do not
know the pure strategy that will be played by the rangers, which is
drawn randomly from mixed strategy x shown on the game interface. Thus, we model the real-world situation that poachers have
knowledge of past pattern of ranger deployment but not the exact
location of ranger patrols when they set out to lay snares. In the
game, there were M = 9 rangers protecting this park, with each
ranger protecting one grid cell. Therefore, at any point in time, only
9 out of the 25 distinct regions in the park are protected. A player
succeeds if he places a snare in a region which is not protected by
a ranger, else he is unsuccessful.

3.2

Experimental Procedures

Kar et al. [10] tested a set of behavioral models introduced in
Section 2.1 by deploying the mixed strategy generated based on
each of these models repeatedly over a set of five rounds. For each
model, we recruited a new set of participants to eliminate any learning bias. Due to unavailability of data, the strategy shown for each
first round was Maximin. They then learned the model parameters
based on previous rounds’ data, recomputed and redeployed strategies, and asked the same players to play again in the subsequent
rounds. For each model, all five rounds were deployed over a span
of weeks. The experiments were conducted on four different payoff structures (ADS1 – ADS4 , see [10] for details) which varied
in terms of the animal densities and hence the adversary rewards.

4.

SHARP: PROBABILITY WEIGHTING —
OBSERVATIONS AND HYPOTHESES

SHARP has three key novelties, of which we discuss probability weighting first. To address this issue of non-linearity in people’s
weighting of probabilities, Kar et al. [10] augmented the Subjective
Utility function with a two-parameter probability weighting function (Eqn. 6) proposed by Gonzalez and Wu [6], that can be either
inverse S-shaped (concave near probability zero and convex near
probability one) or S-shaped.
f (p) =

δpγ
δpγ + (1 − p)γ

(6)

The SU of an adversary denoted by ‘a’ can then be computed as:
SUia (x) = ω1 f (xi ) + ω2 Ria + ω3 Pia

(7)

where f (xi ) for coverage probability xi is computed as per Eqn.
6. The two parameters δ and γ control the elevation and curvature
of the function respectively. γ < 1 results in an inverse S-shaped
curve while γ > 1 results in an S-shaped curve. We will henceforth refer to this as the PSU (Probability weighted Subjective Utility) function and the subjective utility based models in the literature
(SUQR, Bayesian SUQR and Robust SUQR) augmented with PSU
will be referred to as P-SUQR, P-BSUQR and P-RSUQR respectively. SHARP uses PSU. Kar et al. [10] used these PSU-based
models in their experiments.
One of their key findings, based on experiments with the PSU
function is that the curve representing human weights for probability is S-shaped in nature, and not inverse S-shaped as prospect theory suggests. The S-shaped curve indicates that people would overweight high probabilities and underweight low to medium probabilities. Some learned curves are shown in Sec. 6.1. Recent studies
[3, 8, 5] have also found S-shaped probability curves which contradict the inverse S-shaped observation of prospect theory. Given
S-shaped probability weighting functions, the learned ω1 was negative as it accurately captured the trend that a significantly higher
number of people were attacking targets with low to medium coverage probabilities and not attacking high coverage targets.
Section 6.1 provides an S-shaped probability weighting curve as
one explanation of the human players’ behavior data. Given the surprising nature of this result, it is important to discuss other possible
hypotheses that may explain why those human behaviors may have
been observed. This section shows however that evidence does not
support these alternatives to S-shaped probability weighting curve
discussed earlier.
One potential hypothesis is that the participants may have misinterpreted aspects of the game interface design shown in Figure 2.
However, we took several steps to guard against such misinterpretations: (i) we asked the participants to play two trial games and
one validation game in the first round and one trial game in each
subsequent round; and (ii) we explained key facets of the game in
the instructions and the participants could switch to the instructions
after playing each of the trial and validation games to verify their
understanding before they played the actual game. In addition to
ensuring that the participants were given clear instructions and provided enough practice through trial games, we also checked the results of the validation game and it showed that 860 out of 1000 participants passed the validation game — indicating an understanding
of the game. Note that we then discarded data from 140 out of 1000
participants (an average of 7 participants per group) who played the
validation game incorrectly.
Another hypothesis could be that the validation game had introduced some misinterpretations. Specifically, in our validation game
the participants had to choose between an option which is good on
two scales (highest animal density of 10 and zero coverage) and
other options which are bad on both scales (lowest animal density
of 1 and non-zero but equal coverage of 0.375). Therefore, this
could potentially have caused the participants to incorrectly interpret the scales in the actual games they played and hence they may
have misinterpreted the coverage probabilities in the actual games.
However, there is little support for this hypothesis as well. Note
that the validation game is one of three games being played by each
participant before the actual game in the first round. Also, the validation game is only played once in the first round and never played
again in future rounds. However, the participants played two trial
games in the first round and one trial game in the future rounds be-

fore playing the actual game in each round, and these trial games
do not have the same “two scales" property as the validation game
as discussed earlier.
Another possible hypothesis for such an S-shaped curve for the
probability weighting function could potentially be that we use the
weighted probabilities as a separate additive feature in our model
— P-SUQR implies that we take a weighted sum of the different
model features. This is contrary to how the probability weighting
function is used in the prospect theory literature [9, 18]. In that
literature, the weighted probabilities are used to weight the values
of outcomes; could that perhaps explain the S-shaped curve in our
results? Unfortunately, evidence does not support this hypothesis
as well. First, note that there have been existing works in the literature that show learning of S-shaped probability weighting curves
even when conforming to the traditional prospect theoretic model,
i.e., when the prospect theoretic values of outcomes are weighted
by transformed probabilities [1, 12]. Thus, there already exists evidence of S-shaped probability curves in other domains even for the
traditional prospect theoretic function. Furthermore, to verify the
shape of the probability weighting curve in our game setting when
we consider values of outcomes to be weighted by the transformed
probabilities, we explored an alternate form of our P-SUQR model,
called PWV-SUQR (Probability Weighted Values SUQR). In PWVSUQR, the rewards and penalties are weighted by the transformed
coverage probabilities, as shown in Eqn. 8. In Section 6.1.2, we
show that even while learning adversary behavior using Eqn. 8,
we get S-shaped probability curves. This result indicates that the
learned S-shape of the probability curves is not merely the outcome
of the additive nature of our P-SUQR model.
SUia (x) = ω1 (1 − f (xi ))Ria + ω2 f (xi )Pia

5.

(8)

SHARP: ADAPTIVE UTILITY MODEL —
EXPERIMENTS AND OBSERVATIONS

A second major innovation in SHARP is the adaptive nature of
the adversary and addressing the issue of attack surface exposure.
The concepts regarding adaptiveness of the adversary as described
in [10] are based on an important observation about adversary behavior which is described below.

5.1

Observations and Evidence

O BSERVATION 1. Consider two sets of adversaries: (i) those
who have succeeded in attacking a target associated with a particular target profile in one round; and (ii) those who have failed in
attacking a target associated with a particular target profile in the
same round. In the subsequent round, the first set of adversaries
are significantly more likely than the second set of adversaries to
attack a target with a target profile which is ‘similar’ to the one
they attacked in the earlier round.
In order to provide evidence in support of Observation 1, we show
results from our data highlighting these trends on ADS2 in Figs.
3(a) - 3(b). In each plot, the y-axis denotes the percentage of (i)
attacks on similar targets out of the total successful attacks in the
previous round (ζss ) and (ii) attacks on similar targets out of the
total failed attacks in the previous round (ζf s ). The x-axis denotes
pairs of rounds for which we are computing the percentages, for
example, in R12, 1 corresponds to round (r − 1) and 2 means
round r in our claim. Thus, ζss corresponding to R23 in ADS2
is 80%, meaning that out of all the people who succeeded in round
2, 80% attacked similar target profiles in round 3. Similarly, ζf s
corresponding to R23 in ADS2 is 33.43%, meaning that out of all

(a) Maximin ADS2

(b) P-RSUQR ADS2

Figure 3: Evidence for adaptivity of attackers
people who failed in round 2, 33.43% attacked similar target profiles in round 3. All statistical significance results reported below
are on two-tailed t-tests at confidence=0.05. The average (over all
four models on two payoffs and for all round pairs) of ζss is 75.2%
and the average of ζf s which is 52.45%. This difference is statistically significant, thus supporting Observation 1.
One might however argue that successful poachers return to attack the same or similar targets in future rounds due to some inherent bias towards specific targets and not because they succeeded
on such targets in the previous rounds. Therefore, we conducted
additional human subjects experiments to test the extent to which
successes and failures alone affect their decision making process.
We recruited two groups of human subjects and conducted two
rounds of repeated experiments with each group. We showed the
Maximin strategy to both groups in both rounds of the experiment.
We ensured that all the participants of Group 1 succeeded in round
1, i.e., even though there were coverage probabilities shown, no
rangers were actually “deployed”. In round 2, Maximin strategy
was again deployed and the same set of players were asked to play.
We observed that 96% of the human subjects attacked the same
or similar (k=5) target profiles. We observed that out of the 96%,
70.83% attacked the exact same target profile as they had attacked
in round 1. Group 2 was shown Maximin strategy in round 1 and all
the participants were made to fail in round 1, i.e., despite the coverage probabilities, there was a “ranger” deployed in every cell. In
round 2, Maximin strategy was again deployed and the same set of
players were asked to play. We observed that only 36% of the participants attacked the same or similar (k=5) targets in round 2. This
shows that successes and failures are important factors that players take into account while deciding on their strategy in subsequent
rounds. Similarly, when k=6, we observe that 38% of the participants from Group 2 who failed in round 1, had actually attacked the
same or similar target profiles. In Fig. 4, we show for various values of k, the percentage of successful participants in round 1 who
returned to attack the same or similar targets in round 2 and the
percentage of failed participants in round 1 who returned to attack
same or similar targets in round 2.
Notice that failure does not lead all attackers to abandon their
target profile (and vice versa with successful attacker). This shows
that attackers have some inherent weights for defender coverage,
animal density, penalty and distance, as is captured by the PSUweight
vectors, but they do adapt their strategies based on their past successes and failures. Therefore, we will observe later in Section 6
that even though P-SUQR is outperformed by our model SHARP
in the initial rounds, P-SUQR is still a valuable model.

6.

EXPERIMENTAL RESULTS

6.1

Learned Probability Curves

Figs. 5(a) - 5(d) show human perceptions of probability in rounds

Figure 4: For various values of k (the number of nearest neighbors), percentage of people who attacked similar targets in
round 2 after succeeding or failing in the previous round

(a) ADS1

(b) ADS2

(c) ADS3

(d) ADS4

Figure 5: (a) - (d) Learned probability curves for P-SUQR on
ADS1 , ADS2 , ADS3 and ADS4 respectively.
1 to 4 when the participants were exposed to P-SUQR based strategies on ADS1 . Learned curves from P-SUQR on all payoffs have
this S-shaped nature, showing that even though there is a little
change in the curvature between rounds, it retains the same Sshape throughout all rounds. The curves indicate that people weigh
high probabilities to be higher and low to medium probabilities to
be lower than the actual values. Even though this is contrary to
what Prospect theory [18] suggests, this is an intuitive result for
our Stackelberg Security Games domain because we would expect
the adversary to be deterred from targets with very high coverage
probabilities and that they would prefer to attack targets with low
to medium coverage probabilities.

6.1.1

Comparison with Prelec’s probability weighting function

As mentioned earlier in Section 2.3, we also conduct experiments with Prelec’s one-parameter model while allowing α to be
any value greater than zero. In this case too, we learn S-shaped
curves on all of our payoff structures as shown in Figs. 6(a)-6(d).
This indicates that the shape of the learned curve is not dependent
on the probability weighting function used, as long as the function allows for learning both an S-shaped and an inverse S-shaped
curve. In addition, the prediction performance (average of the sum
of squared errors for all rounds and animal density structures) of
P-SUQR with Gonzalez and Wu’s probability weighting function
(Eqn. 6) and P-SUQR with Prelec’s probability weighting function
(Eqn. 5) are 0.072 and 0.09 respectively and this is statistically
significant at p=0.02. The sum of squared errors in prediction for
each of the four rounds (round 2 to 5) and each animal density

(a) ADS1

(b) ADS2

(a) ADS1

(b) ADS2

(c) ADS3

(d) ADS4

(c) ADS3

(d) ADS4

Figure 6: (a) - (d) Learned probability curves with Prelec’s
probability weighting function for P-SUQR on ADS1 , ADS2 ,
ADS3 and ADS4 respectively.

(a) Gonzalez and Wu vs Prelec

(b) P-SUQR vs PWV-SUQR
Figure 7: (a) Comparison of sum of squared errors for PSUQR with Gonzalez and Wu, and P-SUQR with Prelec’s probability weighting function respectively; (b) Comparison of sum
of squared errors for P-SUQR and PWV-SUQR respectively
structure are shown in Figure 7(a), where the x-axis shows each
possible combination of animal density structures and rounds, and
the y-axis shows the sum of squared errors.

6.1.2

Comparison with PWV-SUQR

As mentioned earlier in Section 4, the adversary behavior model
PWV-SUQR is one plausible alternative that could be considered
for comparison with our models. Therefore, in this section, we first
show the probability weighting curves learned (Figs. 8(a) - 8(d))
when we consider Eqn. 8 (see Section 4) as the subjective utility
function in our adversary model. We observe that the curves are Sshaped in nature and this indicates that the shape of the probability
weighting curves in our domain is not dependent on our use of the
P-SUQR model 1 .
Nonetheless, PWV-SUQR does raise an intriguing possibility as
1
Note that, instead of Eqn. 8, even if we use prospects where the
transformed probabilities weight the transformed values [9, 18], we
still get S-shaped curves in our game setting.

Figure 8: (a) - (d) Learned probability curves for PWV-SUQR
on ADS1 , ADS2 , ADS3 and ADS4 respectively.

a plausible alternative for P-SUQR and thus the performance of
PWV-SUQR should be compared with P-SUQR. Therefore, we
compare the performance of P-SUQR (with the PSU function in
Eqn. 7) and PWV-SUQR in terms of predicting future round attacks. We show that P-SUQR (with the PSU function in Eqn. 7)
performs better (with statistical significance) as compared to PWVSUQR. The sum of squared errors in prediction for each of the four
rounds (round 2 to 5) and each animal density structure are shown
in Figure 7(b), where the x-axis shows each possible combination
of animal density structures and rounds, and the y-axis shows the
sum of squared errors. The prediction performance (average of the
sum of squared errors for all rounds and animal density structures)
of P-SUQR (with the PSU function in Eqn. 7) and PWV-SUQR
are 0.128 and 0.155 respectively and this is statistically significant
at p=0.01. This justifies the use of P-SUQR and its variants while
modeling the adversary.

6.2

Adaptiveness of SHARP

Recall that P-SUQR assumes the presence of a homogeneous
adversary type and attempts to learn that adversary type from past
attack data. So we should expect that as we learn the model parameters over various rounds, the learned parameters and hence
the generated defender strategy should converge. On the contrary,
SHARP models the adaptive nature of a homogeneous adversary
type based on his past successes and failures. Hence the convergence of the defender strategy generated based on SHARP in each
round is not guaranteed. Figs. 9(a)-9(d) show the 1-norm distance
between defender strategies generated by SHARP (and P-SUQR)
over rounds with respect to the strategy generated by P-SUQR in
round 5. While P-SUQR converges to a particular strategy in round
5 for all four animal density structures, SHARP does not converge
to any strategy. To further illustrate that the SHARP based strategy
does indeed change over rounds, we show SHARP based strategies
on ADS2 from rounds 2 to 5 in Figs. 10(a) - 10(d). For ADS2 , the
1-norm distances between the defender strategies in rounds 2 and
3, rounds 3 and 4, and rounds 4 and 5 are 2.324, 2.19 and 1.432
respectively, showing that the strategies are changing from round
to round. All these results demonstrate the adaptivity of SHARP
over rounds based on the successes and failures of the adversaries
in the past.

(a) ADS1

(b) ADS2
Figure 11: Defender utility for SHARP against security experts
in Indonesia

(c) ADS3

(d) ADS4

Figure 9: Adaptivity of SHARP and Convergence of P-SUQR
on payoff structures ADS1 , ADS2 , ADS3 and ADS4 respectively.
Figure 12: Evidence for adaptivity of attackers (security experts in Indonesia)

(a) Round 2

(b) Round 3

(c) Round 4

(d) Round 5

Figure 10: SHARP based strategy for the defender on payoff
structure ADS2 .

7.

VALIDATION AND TESTING ROBUSTNESS OF AMT FINDINGS

While in general findings from AMT have been validated with
human subject experiments in the lab, the first question we ask is
whether domain experts would perform similarly to what was observed of human subjects in AMT studies, i.e., we wish to further
validate the findings from AMT. To that end, we deploy SHARPbased strategies against security experts at a national park in Indonesia and analyze the results (Section 7.1) by comparing them
with our observations on human subjects data from AMT. A second question that may be raised is with regard to our assumption
that all attack data is perfectly observed in AMT studies. Therefore, we analyze SHARP-based strategies with only a fraction of
the entire data (Section 7.2).

7.1

Results with Security Experts in Indonesia

In order to validate our AMT findings, we also conducted human
subjects experiments for SHARP in the real world: with wildlife
security experts from the provinces of Lampung and Riau, Sumatra,
Indonesia. The 33 participants were from the local government,
and from the following NGOs YABI, WWF and WCS. Each of the

33 participants played SHARP based strategies over 4 rounds. As
in our AMT experiments, the first round strategy was Maximin.
In Fig. 11 we show actual defender utilities obtained over 4
rounds for SHARP on ADS3 . Interestingly, the defender utility
obtained in round 2 was not only significantly higher than other
rounds, but is also significantly higher than the utility obtained in
round 2 for the same animal density structure for AMT participants
. This is because 96% of the experts who were successful in round 1
had attacked the same or similar targets in round 2. This is comparatively higher than the number of successful participants on AMT
on ADS3 in round 1 who returned to attack the same or similar
targets in round 2: it was 78%. Hence, our model SHARP which
captures the adversary’s adaptiveness based on their past successes
and failures, completely outperforms the experts. The defender’s
utility drops in round 3 as compared to that in round 2, because the
experts, now aware of SHARP’s adaptiveness, adjust their strategy.
However, SHARP is robust enough to stilll generate high utility for
the defender.
Similarity between AMT and Indonesia experts data: We
earlier conducted a set of analyses and made certain observations
based on our human subjects experiments data from AMT. We conducted the same analysis on the attack data obtained from realworld experts to validate our AMT results.
First, in our human subjects experiments on AMT we made Observation 1. We conducted analysis on the security experts data
to see if we observe the same phenomenon in this data. Fig. 12
shows how the adversaries (security experts in this case) adapted to
SHARP based strategy depending on past successes and failures.
The x-axis denotes pairs of rounds for which we are computing the
percentages; for example, in R23, 2 corresponds to round (r − 1)
and 3 means round r in our claim. The results obtained are consistent with the ones obtained from our AMT data, i.e., successful
adversaries tend to return to attack the same or similar targets in the
subsequent round while failed adversaries will not tend to return to
attack the same or similar targets in the subsequent round.
Second, we conducted analysis to see how the attack surface is
exposed to the adversary over various rounds. The amount of attack
surface exposed to the adversary over the four rounds in the wildlife
experts data is shown in Fig. 13. This is consistent with simi-

(a) ADS1

(b) ADS2

(c) ADS3

(d) ADS4

Figure 13: Total number of unique exposed target profiles till
the end of each round for each coverage probability interval for
Indonesia experts data.

Figure 14: Learned probability curves for SHARP on ADS3
on the security experts dataset.
lar plots obtained from our AMT data which show that as rounds
progress, more number of coverage probability values from various
intervals are exposed to the adversary.
Third, we show in Fig. 7.1, the human perceptions of probability
in rounds 1 to 4 when the security experts were exposed to SHARP
based strategies on ADS3 . The learned curves have an S-shaped
nature for each of the rounds, which is consistent with our AMT
findings (Section 6.1).

7.2

Results with fraction of attack data

In our human subjects experiments, we assume that the defender
can observe all the attacks that occurred in each target region of the
park at the end of every round. However, this may not be true in
reality, i.e., defenders may miss some large fraction of the attacks.
Therefore, we conduct analysis to understand the effects of considering a fraction of the original dataset on our defender strategy.
We generated round 2 defender strategies for all four payoffs
with 50% of the data sampled randomly to test the robustness of
our model. Here, by robustness we mean that the deviation of the
strategy generated will be very similar to the original one, i.e., the
1-norm distance of the strategy generated with a fraction of the
data will be very small when compared with the strategy generated
with the full dataset. We randomly sampled several such fractional
datasets but show results for four different sampled datasets (0%,
5%, 10% and 15% deviations from original attack data) for each
payoff for the fraction size of 50%. By random sampling, we mean
that, if there were |χ| attacks in the original dataset, we randomly
picked a target cell and removed one attack data point and repeated
this until 50% of the attack data (i.e. round(|χ|/2) attack data
points) remained. Therefore, by 0% deviation, we mean that we removed 50% attacks from each target cell to make the new dataset.
Similarly, by 5% deviation, we mean that the 1-norm distance between the new dataset obtained by removing 50% of the attack data
and the original dataset is 0.05, and so on.
For each payoff structure we show (Figs. 15(a) and 15(d)) the
average 1-norm distances between the round 2 defender strategies
generated when datasets with various deviations (0%, 5%, 10% and
15%) from the original dataset were used to learn the model parameters, as opposed to learning from the complete dataset. We can

Figure 15: (a, b, c, d): Average 1-norm distances between
defender strategies generated by SHARP when the model is
learned based on randomly sampled 50% data (0%, 5%, 10%
and 15% deviation from actual data) and when the model is
learned from the complete data set. Results are shown for
ADS1 , ADS2 , ADS3 and ADS4 respectively.
observe from Figs. 15(a)-15(d) that the average 1-norm distance
between the coverage probability xi ; 0 ≤ xi ≤ 1 for any target
i between the original and 5% deviation datasets is no more than
0.044 for any of the payoffs. However, when the deviation from
the original dataset increases to 15%, the average 1-norm distance
also increases. Note that if the proportion of attacks over the targets
were same as that of the original dataset, then the defender strategy
generated would also be exactly the same modulo rounding errors.

8.

CONCLUSION

This paper builds on earlier work on adaptive adversary modeling in Stackelberg Security Games by conducting experiments
to validate the robustness of a successful adaptive adversary model
called SHARP . First, we incorporate a different probability weighting function, namely Prelec’s one parameter probability weighting function [17] and show that we still learn S-shaped probability
weighting curves and the performance of the prediction model with
Prelec’s weighting function is worse than Gonzalez and Wu’s function [6] when used in the original prediction model— this justifies
the use of Gonzalez and Wu’s probability weighting function in
SHARP ; (ii) we consider a different form of the subjective utility
function based on prospect theory where the values of outcomes
are weighted by the transformed probabilities and show that the results regarding the shape of the learned curves are consistent even
when we have a different functional form of subjective utility. Also,
the weighted-sum-of-features model used in SHARP yields better
prediction accuracy than the prospect theoretic subjective utility
function; (iii) we test our model SHARP in human subjects experiments at the Bukit Barisan Seletan National Park in Indonesia
against wildlife security experts and provide results and analysis
of the data; (iv) we conduct new human subjects experiments on
Amazon Mechanical Turk (AMT) to show the extent to which past
successes and failures affect the adversary’s future decisions in repeated SSGs; and (v) we provide results with limited data to show
the robustness of SHARP when all the data is not observable.
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