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ABSTRACT
Many real-world security problems can be modeled using Stackelberg security games (SSG), which model the interactions between
defender and attacker. Green security games focus on environmental crime, such as preventing poaching, illegal logging, or detecting
pollution. A common problem in green security games is to optimize patrolling strategies for a large physical area such as a national
park or other protected area. Patrolling strategies can be modeled
as paths in a graph that represents the physical terrain. However,
having a detailed graph to represent possible movements in a very
large area typically results in an intractable computational problem
due to the extremely large number of potential paths. While a variety of algorithmic approaches have been explored in the literature
to solve security games based on large graphs, the size of games
that can be solved is still quite limited. Here, we introduce abstraction methods for solving large graph-based security games. We
demonstrate empirically that these abstraction methods can result
in dramatic improvements in solution time with modest impact on
solution quality.
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1.

INTRODUCTION

As a society, we face a wide variety of security challenges in
protecting people, infrastructure, computer systems, and natural resources from criminal activity. A common challenge across all of
these different security domains is making the best use of limited
resources to improve security, even in the face of intelligent, highly
motivated attackers. Green security domains focus particularly on
the problem of protecting our wildlife and natural resources against
illegal exploitation, such as poaching and illegal logging. Resource
limitations are particularly acute in fighting many types of environmental crime, due to a combination of limited budgets and massive
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physical areas that need to be protected. For example, it is common
for small numbers of rangers, local police, and volunteers to patrol
protected national parks that may cover thousands of square miles.
Recent work on green security games [8, 11] has proposed formulating the problem of finding optimal patrols to prevent environmental crime as a Stackelberg security game [23]. In these games,
the defender (e.g., park ranger service) must decide on a randomized strategy for patrolling the protected area, limited by the geographic constraints and the number of available resources. The
attacker (e.g., poacher) selects an area of the park to attack based
on the intended target and the patrolling strategy. For example, a
poacher will try to target areas of high animal density where patrols are the least likely to occur. The goal in solving the green
security game is to find the patrolling strategy for the defender that
maximizes the environmental protection.
Green security games typically model the movement constraints
for the defender patrols using a graph to capture the physical terrain. Unfortunately, this leads to a major computational challenge
because the number of possible paths grows exponentially with
the size of the graph, and enumerating all possible combinations
of paths that could be followed by the available resources makes
the problem even more intractable [27] [33]. Several algorithms
have been proposed in the literature to solve these games more efficiently [22, 26]. Most of these rely on incremental strategy generation (known as double oracle algorithms, or column/constraint
generation) to solve an integer programming formulation of the
problem without enumerating the full strategy space. The most recent application called PAWS [10] approaches the scalability issue
by incorporating cutting plane and column generation techniques.
While these methods have improved scalability dramatically, it is
still not possible to solve real-world problems covering large areas
with a fine-grained resolution on the terrain.
In this paper we introduce a new direction for solving large security games based on graphs by using abstraction to reduce the size
of the problem before applying an equilibrium solver. This direction is motivated by the success of automated abstraction methods
in solving other very large games, most notably computer poker [16,
17, 19, 20, 38]. In addition, there has been work on using abstraction methods for graphs in the literature on pathfinding algorithms
(e.g., [14, 15, 32, 4]). We introduce a new solution technique for
green security games that first applies a graph abstraction method
to simplify the graph used to define the strategy space, and then ap-

ply an equilibrium solver to the reduced game. Once the simplified
game has been solved, we map the solution back into the original
game. We note that this overall approach can be used in combination with previous work on incremental strategy generation to
further improve scalability, since the faster incremental algorithms
can be used as equilibrium solvers in our method.
We empirically evaluate our abstraction techniques on graphbased security games motivated by the problems encountered in
green security domains. Our experiments demonstrate that abstraction has great potential to scale up algorithms for green security
games to much larger problem sizes. In particular, we show that applying our graph abstraction methods dramatically improves computation times, while introducing relatively modest reductions in
the solution quality. Future work to improve the abstraction methods should yield even greater advantages.

2.

RELATED WORK

The first approach to compute strategic resource allocations for
security was to find a randomized strategy after enumerating all
possible resource allocations [27], which is used by the Los Angeles Airport Police as an application called ARMOR [28]. After that
a more compact form security game representation was used [23]
to achieve a faster algorithm(IRIS [33]), which is used by Federal
Marshal Service (FAMS). Another algorithm, ASPEN [22], was introduced to prevent the exponential explosion of the variables since
all the possible resource allocation were used to get the strategy for
the defender. ASPEN uses branch-and-price approach to alleviate
problems of previous algorithms. In this algorithm, joint scheduling was used to get a probability distribution over the pure strategy
space. Most recently, to tackle more massive games an approach
based on cutting planes was introduced [36] to make the solution
space more manageable. Game theoretic algorithms are also used
to secure ports [30] and trains [37].
Recently, successful deployment of game theoretic applications
motivated researchers to use game theory in green security domains [8] [21] [35]. The transition to green security domain provided new challenges and research questions. For example rather
than using the SSG game model a new game model called GSG [11]
has been introduced. Assumptions about attacker being able to
fully observe the defenders strategy was also not suitable with the
real world scenario, where the poacher doesn’t have the capability to observe the complete patrolling strategy. So, partial observability and bounded rationality have been introduced to make the
attacker model more realistic. The defenders also have the issue
of limited observability which results in payoff uncertainty. To address this issues an algorithm called ARROW [26] was introduced.
Many abstraction techniques have also been developed for extensive form games with uncertainty including both lossy [29] and
lossless [18] abstraction. There also has been some work which
gives bounds on the error introduced by abstraction [24]. There is
also imperfect recall abstraction which considers hierarchical abstraction [9] and earth mover’s distance [13].
Contraction technique [14] has been used to achieve fast routing
in road networks, where contraction acts as a pre-processing step.
One issue with the contraction algorithm was finding the shortest
path. To alleviate the issue a bidirectional Dijkstra [31, 15] algorithm is used which is fast. A time dependent contraction algorithm
also has been introduced for time dependent road network [4].
Another area where game abstraction is used extensively is in
making computer poker agents. A simple version of full scale
Texas hold’em poker, 2 player limit Texas hold’em poker, has O(1018 )
nodes [5]. Without any kind of abstraction solving poker is extremely hard. Even though recently heads-up limit hold’em poker

is solved [6] without any abstraction, it required giganic amount of
data processing.

3.

DOMAIN MOTIVATION

Wildlife plays a major role in our ecosystem by thriving and balancing every aspect of the environment. Illegal activities such as
poaching pose a major threat to biodiversity in wildlife and marine areas, and many endangered species such as rhinos and tigers
are under extreme threat of extinction due to human activity. A
report [1] from the Wildlife Conservation Society (WCS) on May
2015 stated that the elephant population in Mozambique has shrunk
from 20, 000 to 10, 300 in last five years. Recently, elephants have
been added to the IUCN Red List [2].
Marine species are also facing danger because of overfishing and
illegal fishing. This is not only hampering the biodiversity of our
ecosystem but also causing harm to the people of coastal areas
where people depend on fishing for both sustenance and livelihood.
According to World Wide Fund for Nature (WWF), the global estimated financial loss due to illegal fishing is $23.5 billion [3].
Different organizations like WCS are providing strategies which
involve patrolling of forest areas to prevent poaching and protect
wildlife habitats.
PAWS [10] is a new application based on solving green security
games which helps to design patrolling strategies to protect wildlife
in threatened areas. It is based on a kind of virtual street map to
define the area the needs to be patrolled. In the application, the
area of interest is divided into grid cells that capture information
about the terrain, as well as other important information such as the
animal density. For example, Figure 1 shows the mean number of
elephants in each area of the grid representing the Queen Elizabeth
National Park in Uganda [12].

Figure 1: Mean numbers of elephants/0.16km2 in Queen Elizabeth National Park, Uganda

Each cell is 400m by 400m. The first thing we notice is there
are many cells which have no animal count at all, and if there is
minimal activity it is very inefficient to consider these areas as targets to patrol. Even if we give less priority to the cells with low
animal activity, it is still very difficult for the patroller to patrol
even a single target without any path strategy inside those cells, because each cell is 0.16km2 . PAWS solve this problem by having
a finer grained structure. For example each grid cell in Figure 1
can be divided into 50m by 50m cells. However, this results in
large number of targets, so the existing algorithms are not able to
compute a strategy directly on the full problem with the large number of small cells. Our goal in considering abstraction methods is
to make it computationally feasible to directly analyze games with
this fine-grained structure.

4.

GAME MODEL

A typical green security game (GSG) model is specified by dividing a protected wildlife area into grid based cells, as shown in
the example in Figure 1. Each cell is considered a potential target
ti where an attacker could attempt a poaching action. We transform
this grid-based representation into a graph representation as shown
in Figure 2. Each node represents a target ti . There are utilities
on both the nodes and edges in our graphs. Udc (i, j) represents the
utility on the edge between target i and j.

Figure 2: A graph representation of a grid based GSG

To patrol a cell ti the patroller needs to cover a certain distance
sti . We use d(i, j) to represent the distance from target i to j,
as shown in Figure 2, where st1 = 100m and d(2, 3) = 1km.
A patrolling path is a sequence of consecutive targets covered by
the defender. Inside a target (i.e., grid region) the defender covers
some distance then he moves to the next target. The defender has
a constraint on the maximum length of a patrol, so each path must
be shorter than a given maximum value dmax . Typically the patrol
starts in a base station and ends in the same base station. For example, a patrolling path is shown in Figure 3 where the patrol starts at
t0 and traverses through targets t1 → t6 → t9 → t4 and ends back
in target t0 .

Figure 3: A patrolling path
In a GSG the defender’s pure strategies are the set of join patrolling paths Jm ∈ J. The defender has a limited number of resources R, each of which can be assigned to at most one patrolling
path. Each joint patrolling path Jm assigns each resource to a specific path. Each path pk ∈ Jm in a joint patrolling path covers a set
of targets t ∈ T . Every path pk is unique and is generated using
breadth first search where we have a base target tb . The length of
each patrolling path must be less than the distance constraint dmax .
We use a matrix P = PJm t = (0, 1)n to represent the mapping between joint patrolling paths and the targets covered by these
paths, where PJm t represents whether target t is covered by the
joint patrolling path Jm . We define the defender’s mixed strategy x
as a probability distribution over the joint patrolling paths J where
xm is the probability of patrolling a joint patrolling
path Jm . The
P
coverage probability for each target ct = Jm PJm t xm . Table 1
shows an example of matrix P . This matrix P grows exponentially
with the number of targets and resources, which makes performing
computations on this representation intractable as the size of the
game gets very large.
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Table 1: Matrix P for joint patrolling paths
If target t is protected then the defender receives reward Udc (t)
when attacker attacks target t, otherwise a penalty Udu (t) is given.
In the domain, these values are based on the density of the animals in the area attacked, as a proxy for the expected losses due to
poaching activities. We assume that the number of losses decreases
when the defender is patrolling the area. The attacker receives
reward Uau (t) if the attack is on an uncovered area, or penalty
Uac (t) if the attack is executed in a patrolled area. We also assume
Udc (t) > Udu (t) and Uau (t) > Uac (t). The expected payoffs for

defender and attacker are given by:
Ud (c, t) =

X

at (ct Udc (t) + (1 − ct )(Udu (t)))

(1)

at (ct Uac (t) + (1 − ct )(Uau (t)))

(2)

chooses the target with the maximum expected payoff for the defender. Then we can easily calculate the defender expected payoff
using equation 1.

t∈T

Ua (c, t) =

X
t∈T

We use the Stackelberg model for the GSG, as in previous work
on GSG. In this model the patroller, who acts as defender, moves
first and the adversary observes the defender’s mixed strategy and
chooses a strategy afterwards. The defender tries to protect targets
T = t1 , t2 , ..., tn from the attackers by allocating R resources.
The attacker attacks one of the T targets. ai is the binary attack
vector for attacking target ti . The solution concept used to find
equilibrium in this game model is called Strong Stackelberg Equilibrium(SSE) [25, 7, 34]. In this equilibrium the defender selects a
mixed strategy (in this case a probability distribution x over joint
patrolling paths Jm ), assuming that the adversary will be able to
observe his strategy and will choose a best response and break ties
in favor of the defender.

5.

SOLUTION APPROACH

We first present a basic method for solving our games using a
mixed-integer programming formulation identical to baselines presented in previous work [22]. Solving this mixed integer linear program (MILP) will determine the optimal patrolling strategy for the
given game as a probability distribution over the joint patrolling
paths. This formulation is somewhat naïve, and it does not scale
well to large games due to the exponential number of possible joint
paths as the graph grows larger (result in a very large P matrix).
We could improve this formulation with any of the more advanced
methods based on incremental strategy generation to solve larger
problem instances. However, our focus here is on investigating the
benefits of abstraction, rather than improving the base algorithm for
equilibrium computation, so this basic formulation is sufficient for
our purposes. The MIP is represented by the following equations:
max d
d − DP x − Udu ≤ (1 − a)M

(3)
(4)

k − AP x − Uau ≤ (1 − a)M
AP x + Uau ≤ k
X
=1

(5)
(6)
(7)

xi

X

=1

(8)

x, a ≥ 0

(9)

ai

Equation 3 represents the objective function, which maximizes
the expected payoff for the defender. Equation 4- 6 enforce the
players to choose mutual best responses. Equation 7 makes sure
that the probability distribution over the joint patrolling paths sums
to one. Equation 8 enforces the attacker to attack only one target.
This MIP solves for the probability distribution x over the joint
patrolling paths J. This is the strategy defender commits to. In an
SSG, attacker observes the defender strategy then attacks a target.
We find this attacked target by taking the target with the maximum
expected payoff for the attacker using equation 2. The attacker
breaks tie in favor of defender, as specified in the Strong Stackelberg Equilibrium solution concept. That means if there are multiple targets with same expected payoff for the attacker, the attacker

6.

ABSTRACTION FOR GRAPH-BASED SECURITY GAMES

Abstraction techniques play a vital role in solving large game
models in game theory. Typically, abstraction techniques exploit
action space similarity to shrink the game model before applying a
solver (such as an equilibrium finding algorithm) to the simpler
game. We have already seen successful computer poker agents
which uses abstraction techniques where an original game tree can
have approximately 1071 nodes.
Our approach here applies this idea of game abstraction to green
security games. The main idea we exploit in our abstraction is that
there are often relatively few important targets in a GSG. The key
regions of high animal density are relatively few, and may areas
have low density, as shown in Figure 1. Based on this observation, we believe that many targets in the game can be effectively
removed from the analysis to reduce the complexity of large GSG
while retaining the important features of the game.
The main idea of our abstraction methods is based on the idea
of graph contraction, a version of which has been developed for
pathfinding in road networks [14, 15]. The idea in contraction is
to systematically remove unnecessary nodes from a graph by introducing edges and maintaining the shortest path structure from the
complete graph. However, we must also consider the utilities of the
nodes when performing contraction in a GSG, since we are interested not only in the shortest path but also the value of the targets
on the path. We contract nodes depending on their utility to the
defender, relying on the observation that there may be many targets
with very low utilities.
The first step in our contraction process is selecting the targets
we want to contract. The selection process works according to
Pareto optimality. This Pareto optimality will give us a notion about
which targets give the defender less utility even after traveling a
long distance compared with other targets. Each target in the graph
has reward Udc (t), t ∈ T if the total distance st of the target is covered. A target ti is not Pareto optimal if ∃j ∈ N, i 6= j, Udc (ti ) <
Udc (tj ) and si ≥ sj . Since we are contracting the graph to get a
patrolling strategy for the defender, we only use the utility for the
defender to find targets which are not Pareto optimal.
Contraction of a node t is done by replacing the node t with edge
(v, t, v 0 ) with a shortcut (v, v 0 ), where v 6= v 0 . v, v 0 are neighbors
of t. Next we evaluate the edges to determine whether to keep them
or not. We do not need direct edge (v, v 0 ), if d(v, t) + d(t, v 0 ) ≥
d(p), where p is another shortcut. To find the shortest path we
use a brute force approach. We check if there exists another path
(v, t0 , v 0 ) where d(v, t0 ) + d(t0 , v 0 ) ≤ d(v, t) + d(t, v 0 ). We keep
expanding node t0 if d(v, t0 ) < d(v, t) + d(t, v 0 ). If t0 = v 0 and
d(v, t0 ) < d(v, t)+d(t, v 0 ) then we do not need edge (v, v 0 ). If the
shortcut (v, v 0 ) is necessary then we assign the node’s utility on that
new edge. Since shortest path computation can become expensive
we can limit our search for shortest path where can consider only
the neighbors of the contracted node. This search space limit does
not affect the correctness of the graph since we are introducing the
shortcut (v, v 0 ) if we do not find another shortcut path.
Figure 4 shows how the contraction procedure works on the example graph shown in Figure 2. The number on the edge represents
the distance of the two nodes which are connected by that edge.
Figure 4a shows the new edges introduced as red dotted curve after removing target 3. After that we compute the shortest path for

(a) Contracting node 3

(b) Removing unnecessary edges after contracting node 3

(d) Removing unnecessary edges after contracting node 4

(c) Contracting node 4

(e) Final graph after contraction of node
3, 4, 5, 6, 7, 8, 9, 10

Figure 4: Contraction procedure for different nodes

each of the new edge. Figure 4b shows that there were already existing shortest paths. So all of the new edges were pruned because
they are unnecessary. Similarly, Figure 4c shows the new edges
introduced as red dotted lines after contracting target 4. Then Figure 4d shows what happened to the graph as we compute shortest
path calculation. As we notice that some new edges remained (e.g.
t0 → t8 ) because those nodes are in the shortest path. Figure 4e
shows the final graph after contracting nodes (3, 4, 5, 6, 7, 8, 9, 10).
Algorithm 1 Contraction Procedure
1: procedure C ONTRACT G RAPH
.
2:
G ← Graph()
. Initiate the graph to contract
3:
nd ← ContractedN odes() . Get the nodes to contract
4:
for t ← nd .pop() do
. for every node t in nd
5:
for v ← nc .neighbors() do
6:
for v 0 ← nc .neighbors() do
0
7:
if v 6= v j then
8:
dmid ← Dist(v, t, v 0 )
9:
ds ← ShortestDist(v, v 0 )
10:
if dmid ≤ ds then
. t in shortest path
11:
AdjustN eighbors(v, t, v 0 )
12:
end if
13:
end if
14:
end for
15:
end for
16:
end for
17: end procedure
Algorithm 1 shows how the contraction procedure works. Lines
2 − 3 initialize the variables. Lines 4 − 16 check whether a contracted node t falls into the shortest path between node v and v 0 .

Algorithm 2 Adjust Neighbor Procedure
0

1: procedure A DJUST N EIGHBORS(v, t, v )
2:
ptv ← P ath(v, t)
3:
ptv0 ← P ath(v 0 , t)
4:
p ← M erge(ptv , t, ptv0 )
5:
v.AddN eighbor(v 0 , p)
6:
v 0 .AddN eighbor(v, p)
7:
v.RemoveN eighbor(t)
8:
v 0 .RemoveN eighbor(t)
9: end procedure

.

In line 8 Dist(v, t, v 0 ) returns the distance of edge v → t → v 0 .
In line 9 ShortestDist(v, v 0 ) finds the shortest path between v
and v 0 . If t is in the shortest path (line 10), we add a direct edge
between v and v 0 using method AdjustN eighbors() shown in Algorithm 2. Algorithm 2 also makes sure that there is a path between
v and v 0 which consists of node t. Lines 2−4 in Algorithm 2 builds
an edge that consists of node t. P ath(v, t) returns the intermediate
nodes to reach t from v including v. We do this because there might
be previously contracted nodes in the edge from v or v 0 to t. Suppose P ath(v, t5 ) returned ptv5 = (v → t1 → t2 ). P ath(v 0 , t5 )
returned ptv50 = v 0 → t6 → t7 . After that M erge(ptv5 , t5 , ptv50 ) will
merge these two paths and return v → t1 → t2 → t5 → t7 →
t6 → v 0 . Next in line 5 − 6 v and v 0 adds each other as neighbor
inside method AddN eighbor(v, p).
Once we have the contracted graph we can follow the same procedure described in Section 5 to solve the game based on the smaller.
The only difference is that we have fewer nodes and the edges can
represent paths the cover multiple underlying nodes. Solving for
the optimal solution of this contracted game will not necessarily

result in finding the optimal solution to the original game, but we
will show in our experimental results that it is a good approximation.

6.1

Reverse Mapping

The MIP returns a probability distribution over the joint patrolling
paths J. But the P 0 matrix used by the MIP was constructed from
the contracted graph, where patrolling paths do not reflect the original graph: each edge in the contracted graph can represent multiple
nodes and edges in the original graph. We need find the P matrix
which will consider those contracted nodes. Given the defender’s
strategy, found from the MIP, using a P matrix which considers
all the targets including the contracted node, we can find the target with the maximum expected payoff for the attacker. What we
present now is a reverse mapping function which transform the P 0
matrix into P . For each of the joint patrolling paths this function
ReverseM ap(P 0 ) → P checks if two consecutive nodes have
edges with contracted nodes. If so, the node is marked as covered
in the P matrix.
Algorithm 3 Reverse Mapping Procedure
1: procedure R EVERSE M AP
2:
J ← JointP aths()
3:
index ← 0
4:
for Jm ← J.pop() do
5:
for pk ← Jm .pop do
6:
for i ← pk .len − 1 do
7:
t ← pk (i)
8:
tnext ← pk (i + 1)
9:
P [t][index] ← 1
10:
P [tnext ][index] ← 1
11:
enodes ← EdgeN odes(t, tnext )
12:
for te ← enodes .pop() do
13:
P [te ][index] ← 1
14:
end for
15:
end for
16:
end for
17:
index ← index + 1
18:
end for
19: end procedure
The reverse mapping function ReverseM ap(P 0 ) → P gives
us joint patrolling paths for the original graph. Algorithm 3 shows
how the ReverseM ap method works. For every joint patrolling
path Jm (line 4) and for every path pm in Jm (line 5) we mark two
consecutive nodes as covered (line 9-10). Then we check if two
consecutive nodes have any edge consists of contracted nodes. If
so, we mark those targets covered(line 11-14). Once we have the
joint patrolling paths P for the original graph, we can compute the
attack vector and also defender’s expected payoff.

7.

EXPERIMENTS

We begin by showing what the solution of the example game
shown in Figure 4e looks like. We computed this solution based on
Figure 2 after contracting targets (3, 4, 5, 6, 7, 8, 9, 10). We show
the reduced P 0 matrix for the contracted graph is formed, and then
we show how we find the P matrix after reverse mapping. For
simplicity we use only two joint patrolling paths which have a positive probability distribution. We used the maximum distance 6
to generate 9 patrolling paths without any duplicates for the contracted graph. The joint patrolling paths are J0 = (p6 , p8 ) and
J1 = (p6 , p7 ) where p6 = (t0 → t15 → t0 ), p7 = (t0 → t2 →

t0
t1
t2
t11
t12
t13
t14
t15

x0 = 0.0769
J0
1
1
0
1
0
0
0
1

x1 = 0.2507
J1
1
1
1
0
0
0
0
1

...
...
...
...
...
...
...
...
..
...

Table 2: A part of the P 0 matrix for example game in Figure 4e,

t0
t1
t2
t3
t4
t5
t6
t7
t8
t9
t10
t11
t12
t13
t14
t15

x0 = 0.0769
J0
1
1
0
0
0
1
1
0
0
0
1
1
0
0
0
1

x1 = 0.2507
J1
1
1
1
0
0
1
0
0
0
0
1
0
0
0
0
1

...
...
...
...
...
...
...
...
...
...
...
...
...
...
...
...
..
...

Table 3: A part of P matrix for example game in Figure 2
t1 → t0 ), p7 = (t0 → t11 → t1 → t0 ). The MIP returns a probability distribution x where x0 = 0.076 and x1 = 0.250. There are
other joint patrolling paths for which xi has a positive probability,
but we are only showing part of the solution. A part of P 0 matrix is
given in Table 2 for the contracted graph shown in Figure 4e.
Next we use the reverse mapping function ReverseM ap(P 0 ) →
P to obtain the P matrix (Table 3) for the graph shown in Figure 2.
The ReverseM ap(P 0 ) → P checks whether a target ti is in an
edge between two consecutive target in a patrolling path which belongs to a joint patrolling path. If so, ti is marked as covered. For
example, t5 , t10 are marked as covered because they are part of an
edge from t0 to t15 for joint schedule J0 and J1 .
Now we present the results of our initial experimental evaluation
of the the effectiveness of abstraction based on graph contraction on
security games. The baseline solution provides us with a defender
strategy on joint patrolling paths for any given graph (contracted
or not). We did our analysis by comparing the baseline case with
different levels of contraction. The comparisons are done for two
metrics: solution quality and runtime. For each level of contraction we measured the level of error introduced and how much time
we could save by introducing that error. We denote the error by
epsilon(),which can be defined as follows, where Ud0 (c, a) is the
expected payoff for defender when using contraction:
=

[Ud (c, a) − Ud0 (c, a)]
Ud (c, a) ∗ 100

(10)

For our experimental setup we used 100 randomly generated, 2player security games intended to capture the important features of

typical green security games. Each game has 25 targets (nodes in
the graph). Payoffs for the targets are chosen randomly from the
range −10 to 10. The rewards for defender or attacker are positive and the penalties are negative. We set the distance constraint
to 6. In the baseline solution we have no contraction. For different level of abstraction the number of contracted nodes (#CN)
varies between the values: (0, 2, 5, 8, 10). Figure 5 shows us how
contraction affects contraction time (CT), solution time (ST) and
reverse mapping time (RMT). CT only consider the contraction
procedure, ST considers the construction of the P matrix and the
solution time for the MIP, and RMT considers time to generate the
P matrix for the original graph from the solution to the abstracted
game.

Figure 7: Effect of contraction for different graph densities
In the next experiment result shown in Figure 8 and Figure 9 we
consider how increasing patrolling distance can affect the solution
quality with different levels of contractions and how much time
was saved by using contraction. For different level of abstraction
the number of contracted nodes used were : (0, 2, 5, 8, 10). The
number of resources was fixed at 3. For the baseline algorithm,
there was no epsilon since we considered that our standard. One
key observation is as the distance increases, the percentage of epsilon increased. This is because our resource was fixed but when
maximum distance increased we had more joint patrolling paths to
consider. This had the effect of introducing more error, but we were
able to save a huge amount of time as shown in 9.

Figure 5: Effect of contraction on contraction time(CT), solving
time(ST) and reverse mapping time(RMT)

We first note that as the graph becomes more contracted ST takes
much less time, as shown in Figure 5. The next experimental result presented in Figure 6 shows how much error is introduced as
we increase the amount of contraction and the amount of time we
can save by using contraction. The amount of time saved is very
significant compared with the amount of error introduced.
Figure 8: Effect of contraction on Epsilon with increasing distance

Figure 6: Effect of contraction on Epsilon and runtime saved
Figure 9: Effect of contraction on runtime saved with increasing
distance
In the next experiment we tried to see how the density of highvalued targets in the graph affects the expected utility of defender
if we use contraction. If a graph has y% density, we set the same
utility for the defender and attacker for 10% of targets in a graph.
The rest of the targets have 0 utility, meaning that those targets are
insignificant. Figure 7 shows that when we have a small number of
significant targets contraction results in better solution quality. This
indicates that contraction will be a particularly effective method for
games with relatively few important areas to protect relative to the
size of the geographic area, which is often the case for GSG.

For our final experiment we kept the same experimental setup
as the previous experiment except this time we kept the maximum
distance fixed at 6 and we varied the number of resources. For the
number of resources we considered (1, 2, 3). The results are shown
in Figure 10 and Figure 11. We notice in Figure 8 that epsilon
decreased as we increased our resources. This is expected behavior:
as we increase our resources there will be less error introduced,
and we were able to save more time(Figure 9) when resources were
increased.

Figure 10: Effect of increasing patrolling resource with contraction
in epsilon

an efficient patrolling strategy to prevent illegal wildlife poaching.
One of the big issues of this approach, modeling the scenario with
GSG, is scalability. In reality, wild animals spread over very large
area. As a result, the problem space becomes huge to solve within
feasible time. In this paper we focused on improving the scalability of methods for solving a general class of graph-based security
games that includes green security games in particular. We showed
that using graph contraction as a method of abstraction can speed
up the solution process by a huge amount. With further work to refine the abstraction method, we believe that we can achieve a very
large improvement in the scalability for green security games.
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