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Application securityApplication security

February 17, 2012

Administrative Administrative –– submittal instructionssubmittal instructions

� answer the lab assignment’s questions in written 
report form, as a text, pdf, or Word document file (no 
obscure formats please)

� email to csci530l@usc.edu

� exact subject title must be “applicationsecuritylab”

� deadline is start of your lab session the following 
week

� reports not accepted (zero for lab) if
– late

– you did not attend the lab (except DEN or prior 
arrangement)

– email subject title deviates
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AdministrativeAdministrative

� refer during upcoming lab to these slides’
screenshots

– recommend you bring printouts of those slides 

that contain detailed screenshots

� Use only the provided VM environment

– it has been customized a little

– other platforms/compilers generally won’t work

Administrative Administrative –– prepre--homeworkhomework

� advance preparation for this lab

� read through page 8

http://sobolewscy.in5.pl/piotr/publikacje/hakin9/stackoverflow_en.pdf

http://www-scf.usc.edu/~csci530l/downloads/stackoverflow_en.pdf
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Dual aspects of labDual aspects of lab

� stack overflow

� sign extension code flaw in crypt_blowfish

Stack overflowStack overflow

� what’s a stack?

� what’s an overflow?
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Special list: a stackSpecial list: a stack

C I M Q W

stack pointer
(top, last/latest)

All insertions and deletions occur at 

one end, the “top.

base pointer
(bottom,first/oldest)

Used for intraUsed for intra--program control flowprogram control flow

main
_______

call procA

____

______

procedure B
____

_________

____

return

procedure A
_______

call procB

____________

________

_________

return

_________________________

_________________________

_________________________

_________________________ 

_________________________

_________________________

_________________________

5000

_________________________

_________________________

_________________________

_________________________

____call procB________ 

_________________________

_________________________

_________________________

_________________________

_________________________

____call procB________ 

_________________________

_________________________

_________________________

_________________________

_________________________

4400

4500

4650

_________________________

_________________________

_________________________

____call procA________

_________________________

_________________________

_________________________

_________________________

_________________________

4000

4160
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Uses a stack to get backUses a stack to get back

Stack base register

Stack pointer register

1000

1015

Main Memory

Uses a stackUses a stack

Stack base register

Stack pointer register

1000

1022

Main Memory
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Uses a stackUses a stack

Stack base register

Stack pointer register

1000

1015

Main Memory

Uses a stackUses a stack

Stack base register

Stack pointer register

1000

1010

Main Memory
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Finding your way backFinding your way back——
breadcrumbs & return addressesbreadcrumbs & return addresses

IntraIntra--program Flow of controlprogram Flow of control

_________________________

_________________________

_________________________

____call procA________

_________________________

_________________________

_________________________

_________________________

_________________________

4000

_________________________

_________________________

_________________________

_________________________ 

_________________________

_________________________

_________________________

5000

_________________________

_________________________

_________________________

_________________________

____call procB________ 

_________________________

_________________________

_________________________

_________________________

_________________________

____call procB________ 

_________________________

_________________________

_________________________

_________________________

_________________________

4400

4500

4650

4160

4161 4161

4501

4161 4161

4651

Evolving Stack State
after

call procA

after 1st

call procB

after 2nd

call procB

after return

from procB

outset

return addresses
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IntraIntra--program Flow of controlprogram Flow of control

_________________________

_________________________

_________________________

____call procA________

_________________________

_________________________

_________________________

_________________________

_________________________

4000

_________________________

_________________________

_________________________

_________________________ 

_________________________

_________________________

_________________________

5000

_________________________

_________________________

_________________________

_________________________

____call procB________ 

_________________________

_________________________

_________________________

_________________________

_________________________

____call procB________ 

_________________________

_________________________

_________________________

_________________________

_________________________

4400

4500

4650

4160

41614161

4651

Evolving Stack State
after 2nd

call procB

after return

from procB

after return

from procA

Not only return addresses get Not only return addresses get ““stackedstacked””

� local variables

� frame (intrastack) pointers

� return addresses

� arguments for called functions
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Stack diagramStack diagram
“For example, if a subroutine named DrawLine is currently running, having just been

called by a subroutine DrawSquare, the top part of the call stack might be laid out like this

(where the stack is growing towards the top):

From:  http://en.wikipedia.org/wiki/Stack_frame#Structure

vars.cvars.c –– has local variableshas local variables
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Local variables on the stackLocal variables on the stack

h
ig

h
er

 a
d

d
re

ss
essta

c
k

 g
r
o

w
th

esp=0xbfe775a0 (latest)

ebp=0xbfe775c8 (oldest)

- byte where esp points

- byte before where ebp points

rvals.crvals.c –– has a functionhas a function
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frame pointers & return addressesframe pointers & return addresses

before function call

after function call

pointer to base of current stack/frame (byte preceding stack’s first),

in register

pointer to base of previous stack/frame,

in stack

previous frame, intact

……continuedcontinued…… & return addresses& return addresses

breadcrumb!
place to go back

to in calling routine, when done

where to to back to

where you left off
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stack_2.c stack_2.c ––function parameters to passfunction parameters to pass

……and and argsargs for called functionsfor called functions

args for fn, placed

on stack via main

local vars of

main (bottom)

and fn (top)

pointer to base of

previous stack frame

return address
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……continuedcontinued

return address

checks out – is the right resumption location to 

pick up where we left off 

Return address locationReturn address location
formula: $ebp+4 formula: $ebp+4 **

return address

checks out – is the right resumption location to 

pick up where we left off 

+4=0xbfed9cfc

*just in case you ever want to overwrite it
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stack_1.c stack_1.c –– fixed fixed paramparam space, but space, but 

variable variable argarg lenlen**

*parameter - placeholder variable in function definition for receiving a passed value

argument – specific value that is passed

Stack separation between Stack separation between 
argument & return addressargument & return address

return

address

ten Ds

make enough room to contain 10 characters



15

Crafting an attack based on thisCrafting an attack based on this

� control argument length

� control argument content
– extend enough to overwrite the return address

– craft meaningful code into early portion

– calculate overwritten return address value to 
backpoint into that code

How?How?

� this exercise ends with article’s page 8

� keep reading, page 9 (extracurricular)…
– gives a real-world example

– delivers malicious argument across a network

– achieves a shell prompt



16

Please seePlease see

� “Overflowing the stack on Linux x/86”
– http://sobolewscy.in5.pl/piotr/publikacje/hakin9/stackoverflow_en.pdf

– http://www-scf.usc.edu/~csci530l/downloads/stackoverflow_en.pdf

� GNU debugger (gdb) documentation
– http://sourceware.org/gdb/current/onlinedocs/gdb.html#SEC_Top

Case study Case study -- a longstanding buga longstanding bug

� introduced late 90s, noticed then but overlooked ever since
� rediscovered while testing John the Ripper in June 2011
� in the crypt_blowfish library
� freely, admirably, immediately admitted, documented, and fixed 

by the library’s author (who is also author of John the Ripper)
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What was the bug?What was the bug?

� 4 bytes of key/password needed to be hashed
– passed to a char-type parameter variable “key”

– transferred to long(4-byte)-type variable “data”

� the transfer went bad
– “data” ended with value different from “key”

� resulting hash not that of the password

key: xxxx

data: xxxx

to hash engine

key: xxxx

data: yyyy

to hash engine

Intent: Event:

Underlying backgroundUnderlying background issuesissues

� binary signed integer representation

� the bitwise OR operation
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Representing signed integersRepresenting signed integers
(two(two’’s complement method)s complement method)

Split range in half

- low value half for zero and positive

- high value half for negative

z
e

ro
 a

n
d

 p
o

si
ti
v
e

n
e

g
a

ti
v
e

Widening signed integersWidening signed integers
““extensionextension”” and and ““sign extensionsign extension””

To preserve same value, pad left with:

if positive, 0’s (e.g. +3)

if negative, 1’s (e.g. -2)
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Background: OR operationBackground: OR operation

� an operation

– operands (input): 2 bits

– result (output): 1bit

� ORing a bit with 0 yields (preserves) that bit

0 OR 0 = 0

1 OR 0 = 1

� ORing a bit with 1 yields 1 unconditionally

0 OR 1 = 1

1 OR 1 = 1

ORingORing 2 bytes with each other2 bytes with each other

� no such thing

– OR is an operation for pairs of bits only

– not pairs of aces, nor deuces, nor bytes

� “ORing bytes” signifies 8 normal (bitwise) ORs, 
collectively

01001001

10011010

10011011

“ORing 2 bytes” = =  8 of these

ORing words requires 2 words, of equal length,

to enable ORing their bits
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The offendingThe offending
codecode

offending codeoffending code

loads keyloads key’’s 4 bytes into datas 4 bytes into data

key[0] key[1] key[2] key[3]

key: 00010001 00100010 01000100 10001000

data: 10101010 10111011 11001100 11011101

by doing this:

data=(data<<8) | key[j]

4 times

initial value is

random/garbage
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data=(data<<8) | data=(data<<8) | key[jkey[j]]

- data is 4 bytes wide

- key[j] is only 1 byte

- key[j] is too short to OR with data

- so pad (“extend”) it by 24 bits on the left

Observation

1. shift ‘data’ 8 bits left
left byte disappears

right byte zero-filled

2. left-pad key[j] with 24 zeros

3. OR them together
extended key[j]’s zeros preserve data’s leftmost 3 bytes

data’s zeros preserve extended key[j]’s rightmost byte

4. assign result to data

Operation

initial “key” 00010001 00100010 01000100 10001000

initial “data” 10101010 10111011 11001100 11011101

shift 10111011 11001100 11011101 00000000

extend 00000000 00000000 00000000 00010001

or 10111011 11001100 11011101 00010001

extend 00000000 00000000 00000000 00100010

or 11001100 11011101 00010001 00100010

shift 11001100 11011101 00010001 00000000

extend 00000000 00000000 00000000 01000100

or 11011101 00010001 00100010 01000100

shift 11011101 00010001 00100010 00000000

extend 00000000 00000000 00000000 10001000

or 00010001 00100010 01000100 10001000

shift 00010001 00100010 01000100 00000000

Intended operation of algorithmIntended operation of algorithm

it
er

at
io

n
 1

it
er

at
io

n
 2

it
er

at
io

n
 3

it
er

at
io

n
 4

evolution of“data”:

final “data” holds

initial “key”

00000’s from extend

00000’s from shift
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data=(data<<8) | data=(data<<8) | key[jkey[j]]

step 2: implicit, step 2: implicit, lexically invisiblelexically invisible

1. shift ‘data’ 8 bits left

2. left-pad key[j] with 24 zeros

3. OR them together

4. assign result to data

initial “key” 00010001 00100010 01000100 10001000

initial “data” 10101010 10111011 11001100 11011101

shift 10111011 11001100 11011101 00000000

extend 00000000 00000000 00000000 00010001

or 10111011 11001100 11011101 00010001

extend 00000000 00000000 00000000 00100010

or 11001100 11011101 00010001 00100010

shift 11001100 11011101 00010001 00000000

extend 00000000 00000000 00000000 01000100

or 11011101 00010001 00100010 01000100

shift 11011101 00010001 00100010 00000000

extend 11111111 11111111 11111111 10001000

or 11111111 11111111 11111111 10001000

shift 00010001 00100010 01000100 00000000

Actual operation of algorithmActual operation of algorithm

it
er

at
io

n
 1

it
er

at
io

n
 2

it
er

at
io

n
 3

it
er

at
io

n
 4

evolution of“data”:

final “data” does not

hold initial “key”
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A code embodimentA code embodiment

just-loaded “112244” have been clobbered!

just-loaded “112244” are preserved unmolested

a fixed version

Why is this happening?Why is this happening?

� because C by default treats char type as signed

� So hex 88 (= bin 10001000) treated is as if
– decimal -120

– not decimal 136

� extend from 1 to 4 bytes keeping -120 value needs
– left-pad with 1

– not left-pad with 0

� alters the subsequent OR operation
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What effects?What effects?

� replaces many password characters with FF

� promotes FF to ranks of high predictability
– with natural language words

– with birthday strings

– with pets’ names

� eases intelligent brute force cracking task
– FF-heavy guesses are now rewarding to try a lot

What effects?What effects?

"I am wondering ... why I am getting different hashes....“

"...it means we have incorrect (incompatible with OpenBSD's) hashes in the wild...“

"John the Ripper and crypt_blowfish developer Alexander Peslyak (aka Solar Designer) 

analyzed the effects of the bug and found that some password pairs would hash to the 

same value with only minimal differences (e.g. "ab£" hashed to the same value as "£"), 

which would make password cracking easier. A further analysis shows that some 

characters appearing just before one with the high bit set may be effectively ignored 

when calculating the hash. That would mean that a simpler password than that given by 

the user could be used and would still be considered valid—a significant weakening of 

the user's password.

"It should be noted that Solar Designer has been very forthcoming with details of the 

problem and its effects.“

See: http://lwn.net/Articles/448699/

http://lwn.net/Articles/448723/

http://lwn.net/Articles/448725/
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ObservationsObservations

� a C-language-specific problem

� assembler would be immune
– left-pad/extension is lexically explicit/inescapable

– MOVZX, “move zero extend” – use 0s, versus

MOVSX, “move sign extend” – use 1s

� will not affect ascii password characters
– they fall in the “positive” range of signed representation

– none have the offending, triggering leading 1-bit

– but not all passwords/keys are human generated ascii

Information sourcesInformation sources

� http://lwn.net/Articles/448699/

� http://lwn.net/Articles/448723/

� http://lwn.net/Articles/448725/

� http://www.schneier.com/blowfish-bug.txt

� Security Now podcast - “Anatomy of a 
Security Mistake”
– audio: http://media.grc.com/SN/sn-311-lq.mp3

– transcript: http://www.grc.com/sn/sn-311.txt


