Application security

February 17, 2012

Administrative — submittal instructions

answer the lab assignment’s questions in written
report form, as a text, pdf, or Word document file (no
obscure formats please)
email to csci530l@usc.edu
exact subject title must be “applicationsecuritylab”
deadline is start of your lab session the following
week

reports not accepted (zero for lab) if

— late

— you did not attend the lab (except DEN or prior
arrangement)

— email subject title deviates




Administrative

e refer during upcoming lab to these slides’
screenshots

— recommend you bring printouts of those slides
that contain detailed screenshots

e Use only the provided VM environment

— it has been customized a little
— other platforms/compilers generally won’t work

Administrative — pre-homework

e advance preparation for this lab
e read through page 8

[ J
Overflowing the stack
‘ n on Linux x86

Overflowing the stack
on Linux x86

http://sobolewscy.inS.pl/piotr/publikacje/hakin9/stackoverflow_en.pdf
http://www-scf.usc.edu/~csci5301/downloads/stackoverflow_en.pdf




Dual aspects of lab

e stack overflow
® sign extension code flaw in crypt_blowfish

Stack overflow

e what’s a stack?
e what’s an overflow?




Special list: a stack

stack pointer base pointer
(top, last/latest) (bottom, first/oldest)

clg—[g— M=o 5w |

All insertions and deletions occur at
one end, the “top.

Used for intra-program control flow

main

call procA

procedure A

call procB

return

procedure B

return




Uses a stack to get back

Main Memory

Stack base register

o] —

Stack pointer register

Uses a stack

Main Memory

Stack base register

o] —

Stack pointer register

[z ——




Uses a stack

Main Memory

Stack base register

o] —

Stack pointer register

Uses a stack

Main Memory

Stack base register

o] —

Stack pointer register




Finding your way back—
breadcrumbs & return addresses

Intra-program Flow of control

Evolving Stack State
outset after after 15 after return  after 2nd
call procA call procB  from procB call procB

4161
4501

__call procB

return ad




Intra-program Flow of control

Evolving Stack State
after 2 after return  after return
call procB from procB  from procA

Not only return addresses get “stacked”

e local variables

e frame (intrastack) pointers

e return addresses

e arguments for called functions




Stack diagram

“For example, if a subroutine named DrawLine is currently running, having just been
called by a subroutine DrawSquare, the top part of the call stack might be laid out like this
(where the stack is growing towards the top):

Stack Pointer » top of stack

Locals of
DrawLine stack frame
far

hd i
. Return Address DrawLine
Frame Fointer subroutine

Parameters for
DrawLine

Locals of
stack frame DrawSquare

for . |_Return Address
DrawSguare
subroutine Parameters for

DrawSquare

From: http://en.wikipedia.org/wiki/Stack_frame#Structure

Vars.C — has local variables

main {(int arge, char *argv([])
int a:
int b;

printf {"the endin"™);




IM0I3 yorls

Local variables on the stack

£ root@snor

gdb) list
in (int har *argvil)
N e esp=0xbfe775a0 (latest)

ebp=0xbfe775c8 (oldest)

T - byte where esp points

4 - byte before where ebp points

}
gdb) break &
file temp.c, line 6.

argv=0xbfe77654) at temp.c:6

6

(gdb) x/12 5edp

O0xbfe775a0: Bx00000000 0x00000000 0xbfe775c8 0x080483c6

Oxbfe775b0: 0x0075eff4 ai il 0x0804545¢c 0x0075eff4

Oxbfe775c0: }x00000000 O0xbfe77628 0x0064bde3

(gdb)

b

(gdb) x/12 Ses

Oxbfe775a0: 0x00000000 Oxbfe775c8 0x080483c6

Oxbfe775b0: Q075effd 0x0804949¢ 0x0075eff4
O0xbfe77628 0x0064bde3

her addresses

4

hi;

printf{"the end\n");
(gdb) x/12 Sesp_
Oxbfe775a0: 10x00000000 0x00000000 Oxbfe775c8
Oxbfe775b0: 0x0075eff4 0x0075eff4 0x0804949¢c
O0xbfe775c0: 0x00000002 0x00000001y 0xbfe77628 0x0064bde3
(gdb)

rvals.c - has a function

wolid fn{) o
printf ("now we are in fni\n");

main (1
printf ("now we are in mainin");
tnil:

10



frame pointers & return addresses

* root@Snort:
gdb) list
void £n() {
printf ("now we are in £n\n"};

i

main ) {
printf ("now we are in maimin”);
£n0;

(
1
2
3
4
5
[
7
8

}
(gdb) break 7
Breakpoint 1 at 0xB80483ac: file rvals.c, line 7.
(gdb) run
Starting program: /root/stack/rvals
now we are in main

Breakpeint 1, main () at rvals.e:?7
7 £ni) s

(gdb) print Sesp

$1 = (void *) 0Oxbfea7950 X N N

(gdb) print Sebp pointer to base of current stack/frame (byte preceding stack’s first),
52 = (void € Uxbtea7568 o repister
(gdb) %76 Sesp— in register
Oxbfea7850: Toxoo75erte 0x00 4
Oubfea7960: 0x00000000 0x00633caly
(gdb) break 2 =
Breakpoint 2 at 0z804836e: file rvals.c, line Z2.
(gdb) next

02080494c0 020075eff4

Breakpoint 2, fn () at rvals.c:2 before function call

2 printf ("now we are in fn\n"); after function call
(gdb) print Sesp &

$3 = (void *) Oubfea7940
(gdb) print Sebp

$4 = (void *) Oxbfea79ds S . e e
(gab) =/10 Sesp . pointer to base of previous stack/frame,
T0x08048426 0x00000000) 0%080483b1 in stack
0x0075e£t4 0x0075e££4 e 0x0075e££4

Oxbfea7?60: 0x00000000 0x00633cal

(gdb)

previous frame, intact

...continued... & return addresses

(gdb) print Sesp
(void *) Dxbfea7940
print Sebp
(void *) Oxbfea7948
®/10 Sesp
: Du0s0484a6 0200000000 Oxbfea7das
0x0075eE4 0x0075e£54 0x080484c0 TU7SSTIR
0x00000000 0x00633cal
(gdb) disas main
Dump of assembler code for function main:
<maint0>: push  ebp
<maintls: mov  %esp, %ebp
0xD8048383 <maint3>: sub  50x8, %esp
0xD8048386 <maintes: and  SOREEELLEED, Sesp
0x0B048389 <maint9>: mov 50x0, 5eax breadcrumb!
0xD804838s <maintls>: add  SO0XE, Seax lac 10 back
0208048391 <maintl7>:  add $0xf, 3eax place to go bac
0208048394 <main+20>:  =hr $0xd, tean to in calling routine, when done
0x08048397 <maint23>:  shl S0x4, beax
0x080483%a <main+2é>: sub  %eax, esp
0x080483%c <maint28>: sub  S0xc, Sesp
0x0804839€ <maint3l>: 50x80484a6
0x080483a4 <maint3e>: 0x80482b0
0x080483a9 <maintdl>: 50x10, sesp
0xD80483ac <maintd4>: 0x8048368 <fn>
0xD80483b1 <maintd9:
02080483b2 <naint50>: where to to back to
End of assembler dump.
print Sebptd where you left off
(void *) Oxbfea7ddc &
% OxbfeaTidc
0x080483b1




stack_2.c —function parameters to pass

void fn{int argl, int argZ; {

int x; int y;
¥=3; y=4;

printf{"now we are in fnin"):

main () {
int ar int b:
a=1l; b=2i;
fnia, b)?

...and args for called functions

void fn(int argl, int argZ2) |
int ®; int y;
x=3; y=4;
printf ("now we are in £n\n");

i

main () {

int a; int b;

a=1l; b=2;
10 fnia, b);
11
(gdb) break 10
Breakpoint 1 at 0x80483b8: file stack_2.¢, line 10.
(gdb) break 4
Breakpeint 2 at 0xB804837c: file stack 2.c, line 4.
(gdb) run
Starting program: /root/stack/stack 2

Breakpoint 1, main () at stack_2.c:10
10 fn(a, b);
(gdb) print Sesp
$1 = (void #) Oxubfed%dlO
print $ebp
(void *) Oubfeddd2s
x/6 Sesp
Dxbfedadln: Mixnn7serra 0x0075eff4 0x080494c
Dxbfed9d20: 0x00000002 0x00000001y
(gdb) next

Breakpoint 2, fn (argl=l, arg2=2) at stack 2.c:4

printf("now we are in fnin");:

print $esp

(void *) Oxbfed9dcfn

print §ebp

(void *) Oubfed9cfd

x/14 Sesp
Oxbfeddcf: 00000004 0200000005 Oxbfeddd2s
Oxbfed9d00: | 0x00000001 0:00000002 | Oubfedsdzs
Oxbfedodl0: Ioxp075eff4 0x0075=ff4 0x080494c4
Oxbfeddd20: 0:00000002 0:00000001)

args for fn, placed
on stack via main

0x0075eff4

pointer to base of
previous stack frame

return address

0x080483ch
0x0B0483e6
0x0075eff4

12



...continued

{gdb) print Sesp
(void *) Dubfed3efd return address
print Sebp
= (void *) Dubfed9cfl
(gdb) =/14 Sesp
OxbfedBefO: 0x00000004 0x00000003 Ozbfeddd2a 0x080483¢c6
O0xhbfeddd00n: 0x00000001 0x00000002 Ozbfeddd2a 0x080483¢6
0xhfedddl0: 0x0075eff4 0x0075eff4 0x060494c4 0x0075eff4
Oxbfed?d20: 0x00000002 0x00000001
{gdb) disas main
Dump of assembler code for function main:
0x0804838e <main+0>: push  $ebp
0x0804836f <main+l>: mov %esp, ebp
0x08048391 <main+3>: sub $0x8, sesp
0x08048394 <main+a>: and SOREEEEELED, Sesp
0x08048397 <maintd>: mov S0x0, seax
0x0804839¢c <maintld>: add SOxf, teax
0x0804839f <maintl?>: add SOxf, teax
0108048342 <main+20>: shr S0xd, eax
0x080483a5 <maint+23>: shl S0x4, $eax
<main+26: sub $eax, $esp
<maint28%:  movl  $0xl, DxEfEEEFfc (%ebp)
<main+35>: movl  S0x2, DxEEEEEEEH (%ebp)
<main+42>: sub $0x8, tesp
<main+45>: pushl Oxfffffffa ($ebp)
<main+t48>: puzhl OxfEfEfEfc ($ebp)
<amaint51>:  call  0xB8048368 <fn> checks out — is the right resumption location to
<main+S5E>: S0x10, sesp A
0x0804B83c3 <main+59>: plek up where we left off
0x080483ca <maint+a0>:
End of assembler dump.
(gdb)

Return address location
formula:

(gdb) print Sesp

$3 = (void *) Oxzbfeddcfl return address
(gdb) print

54 = (void +4=0xbfed9cfc

(gdb) =/14

Oxbfeddefl: 0x00000004 0x00000003 bESEsAss—0R06804683c6
Oxbfed9dnn: 0x00000001 0x00000002 Oxzbfedddza 0x080483e6
Oxbfed9dln: 0x0075e££4 0x0075eff4 02080494c4 0x0075eff¢
Oxbfedddz0: 0x00000002 0x00000001

(gdb) disas main

Dunp of assembler code for function main:

0x0804838e <main+0>: push  3ebp

0x0804838f <main+l>: mov tesp, tebp

0x08048391 <main+3>: sub $0x8, sesp

0x08048394 <main+6>: and SOREFEFELED, Sesp

0x08048337 <main+3d>: mov S0x0, $eax

0x0804839c <maintld>: add S0xf, teax

0x0804839f <maintl17>: add S0xf, teax

0x080483a2 <main+20>:  shr 5034, beax

0x080483a5 <main+23>:  shl S04, Beax

0x080483a8 <main+26>:  sub teax, Jesp

0:x080483aa <maint28%: movl  $0x1, OxEEEEEffc (ebp)

0x080483b1 <main+35>: movl  SOx2, DxEEEEEFEB (Sebp)

0x080483b8 <main+42>:  sub $0x8, sesp

0x080483bb <main+45>:  pushl OxEEFEEEEB (Sebp)

0x0804B83kbe <maint48>: puzhl OxTEFffEfc (Sebp)

0:2080463c1 <maint51>:  call  0xB048368 <fn> checks out - is the right resumption location to
0x080483cE <maint56>: add S0x10, sesp A

0x080483c8 <main+59>: pick up where we left off
0x080483ca <maint60>:  ret

End of assembler dump.

(gdb)

just in case you ever want to overwrite it




stack 1.c - fixed param space, but
variable arg len*

woid fn{char *a)
char buf[10]:
strepyibuf, a):
printf{"the end of fn\n"};

main (int argc, char *argv([])
fniargv[1]):
printf{"the endin"):

arameter - placeholder variable in function definition for receiving a passed value
argument — specific value that is passed

Stack separation between

argument & return address

void fn{chgz ar {
char bu i@ make enough room to contain 10 characters
strepy (b ali
printf("the end of fn\n"):

¥

main {(int argc, char #*argv[]) |
fn{argv(1]):
printf("the end\n™);

+
(gdb) break 3
Breakpoint 1 at 0x80483aé: file stack 1.c, line 3.
{gdb) break 4
Breakpoint 2 at 0x80483b8: file stack 1.c, line 4
{gdb) run DDDDDDDDDD
starting program: /root/stack/stacl

- ten Ds
Breakpoint 1, fn (a=0xbfffecl7 "DDDDDDDDDD™) at stack_l.c:3
3 stropy (buf, al;
(gdb) %/12 Sesp
Oxbfffd530: 0x006344£8 0x00000000 0x00000000 x00000000
Oxbfffd540: 0:0804840c 0x080495e8 O0xbEfffd578 0:080483f6
Oxbfffd550: Oxbfffecl? 0x00000000 Oxbfffd578 0x08048426

(gdb) next

return
Breakpoint 2, fn (a=0xbfffecl7 "DDDDDDDDDD") at stack 1.c
4 printf ("the end of fn\n"); - address
{gdb) ®/12 Sesp
Oxbfffd530: < 044444444 0x44444444 0x00004440>>  0x00000000
Oxbfffd540: 0x0804800C Spianfere s 2ope ) URDLLLd578 0x080483f6
Oxbf£££d550: Oxbfffecl? 0x00000000 OxbE££d578 0x0804842Z6
{gdb) print S$ebp

51 = {void *) Oxbfffd548

14



Crafting an attack based on this

e control argument length

e control argument content
— extend enough to overwrite the return address
— craft meaningful code into early portion

— calculate overwritten return address value to
backpoint into that code

How?

e this exercise ends with article’s page 8

e keep reading, page 9 (extracurricular)...
— gives a real-world example
— delivers malicious argument across a network
— achieves a shell prompt

15



Please see

e “Overflowing the stack on Linux x/86”
— http://sobolewscy.in5.pl/piott/publikacje/hakin9/stackoverflow_en.pdf

— http://www-scf.usc.e

e GNU debugger

du/~csci530l/downloads/stackoverflow_en.pdf
(gdb) documentation

— http://sourceware.org/gdb/current/onlinedocs/gdb.html#SEC_Top

Case study - a longstanding bug

¥ A hole in crypt_blowfish [LWN.net] - Mozilla Firefox

f" A hole in crypt_blowfish [LWN.net]

Linux info from the source

Not logged in
Log in now By Jake Edge
Create an account June 22, 2011

Subsoribe to LWIT

library

LW N Weelly ediion Kernel Security Dustributions Contact Us Search
< %H+ .h et Archives Calendar Subscribe TWrite for LW LW net FAQ Sponsors

A hole in crypt_blowfish

ding bug Jy found w the crypt_blowdish password hastang bbrary
when a bug 1s found in a widely used low-level
Because crypt_blowfish has been around for o leng (this bug iz said to go back to

1953 or possibly 1997), it has been used by vanious other packages (PHP for example) as well as some Linux

Weekly Edition distributions. The secunity mpact 15 not likely to be huge, because it only affects passwords with somewhat

Retumn to the Security

page may be abit more painfil

uncommon characteristics, but the impact on those who have stored hashed passwords generated using the library

introduced late 90s, noticed then but overlooked ever since
rediscovered while testing John the Ripper in June 2011

in the crypt_blowfish library

freely, admirably, immediately admitted, documented, and fixed

by the library’s author (who

is also author of John the Ripper)

16



What was the bug?

e 4 bytes of key/password needed to be hashed
— passed to a char-type parameter variable “key”
— transferred to long-byte)-type variable “data”

e the transfer went bad
— “data” ended with value different from “key”

e resulting hash not that of the password

Intent: Event:

key: key: XXXX
data: > data: e yyyy
N ~

to hash engine to hash engine

~ ~

Underlying background issues

e binary signed integer representation
e the bitwise OR operation

17



Representing signed integers
(two’s complement method)

walue
Split range in half unsign ed
- low value half for zero and positive 0
- high value half for negative

WO~ MmE Wk =

i
1
2
3
4
5
B
7

-8

7

-6

-5

-4

-3

-2

-1

Widening signed integers
“extension” and “sign extension”

2 bits 3 bits G bits

negative

zero and positive

unsigned unsigned signed unsigned ungigned sighed

u) o u] ooo n] o n] n] 00000000

01 oo 1 00000001
010 00000010
100 - 00000100
101

1

[URRRNN
01111110
[RRRNRN
10000000
10000001
10000010
10000011

1 NI R B
ARylo b i o ™~ O O

o oW

To preserve same value, pad left with:

11111011
if positive, 0’S (e.g.+3) i

11111110

if negative, 1'S (eq.-2) 1111

1
2
3
4

18



Background: OR operation

® an operation
— operands (input): 2 bits
— result (output): 1bit

e ORing a bit with 0 yields (preserves) that bit
O0OR0=0
10R0=1

e ORing a bit with 1 yields 1 unconditionally
OOR1=1
10OR1=1

ORIing 2 bytes with each other

® no such thing
— OR is an operation for pairs of bits only
— not pairs of aces, nor deuces, nor bytes

® “ORing bytes” signifies 8 normal (bitwise) ORs,
collectively

ORing words requires 2 words, of equal length, O 1 OO 1 OO 1

to enable ORing their bits _lw
10011011




¥ Mozilla Firefox

The offending presrer=—e-s

code

I investigated this further, and it turned ouc
to he a source code implementation error.

There is an implementation error in published
Blowfish Code. The program chokes on the
commented "choke" statement, below:

bfinitichar *key,int kevhytes
{
unsigned long data:

j=0:
data=0;
for (k=0:k<4: k) {
data= (data<<8) | key[i]:}'" choker/
i+=1;

if (j==keybytes)
3=0;

It chokes whenever the wost significant bit

of key[j] is & '1'. For example, if key[3]=0x80,
kev[il, a signed char, is sign extended to OxEEff£E£80
before it iz CRed with data. For examle, when:

(3E0x3 x3 (that is j=0x3,0x7,0xf, etc.)
- -and-
(key[3] €0x80) ==0x80 (or when k[J]=0xS0,0x81,etc.)

data=Ox£ffff£80 (OXEE£ff£S1,etc.) upon exit from the
above "for(k=...)" loop. ORing all of these 1's into
data effectively wipes out 3/4 of the key characters!
(that is, 3/4 of the key characters are known to he
set to 1 when the 4th key byte to be ORed into data
has a 1 in the most significant bit.) For a randomly
selected 32-bit key, there is a 50% chance that 3/4
of the key could be considered as all '1's, even if
they weren't that way to begin with

offending code
loads key's 4 bytes into data

key[0] key[1] key[2] key[3]
00010001 00100010 01000100 10001000

10101010 10111011 11001100 11011101
‘i\\\\

by dOing thlS‘ initial value is

random/garbage

data=(data<<8) | keyl[j]

4 times

20



data=(data<<8) | key]j]

Observation
data is 4 bytes wide

key[j] is only 1 byte
keyl[j] is too short to OR with data

so pad (“extend”) it by 24 bits on the left

Operation
1. shift ‘data’ 8 bits left

left byte disappears
right byte zero-filled
left-pad keyl[j] with 24 zeros

OR them together
extended key[j]’s zeros preserve data’s leftmost 3 bytes

data’s zeros preserve extended key[j]’s rightmost byte

assign result to data

Intended operation of algorithm

00100010 01000100

10111011 11001100 11011101

initial “key” 00010001

initial “data” 10101010
10111011 11001100 11011101 00000000

shift

evolution of*‘data”: =
Rl
extend

or 10111011 11001100 11011101 00010001
11001100 11011101 00010001 00000000

00000’s from extend shift

Iteratjop »

extend
11001100 11011101 00010001 00100010

00000’ s from shift
or
11011101 00010001 00100010 00000000

extend 00000000 00000000 00000000 01000100
or 11011101 00010001 00100010 01000100

shift

Iteratjop, 3

shift 00010001 00100010 01000100 00000000

extend

final “data” holds
00010001 00100010 01000100 10001000

initial “key” —>

Iteratj on 4

or

21



step 2: implicit, lexically invisible

data=(data<<8) | key]j]

Actual operation of algorithm

initial “key” 00010001

initial “data” 10101010

evolution of*‘data”:

final “data” does not
hold initial “key” —

~
=
.S
f=l
&
=
o~

Iteratjop, 3 Iteratjop »

Iteratj on 4

00100010
10111011

shift
extend

or

shift
extend

or

shift
extend

or

shift
extend

or

shift ‘data’ 8 bits left
left-pad key[j] with 24 zeros
OR them together

assign result to data

01000100

11001100 11011101

10111011 11001100 11011101 00000000

10111011 11001100 11011101 00010001

11001100 11011101 00010001 00000000

11001100 11011101 00010001 00100010

11011101 00010001 00100010 00000000

00000000 00000000 00000000 01000100
11011101 00010001 00100010 01000100

00010001 00100010 01000100 00000000

1111111 11111111 11111111
11111111 11111111 11111111 10001000

22



A code embodiment

= davideemachd: -
[david@emachd ~]§ cat -n sign-extension-bug.c
1 #include “stdio.h"
char key[4] = { Ox11, 0x22, Ox44, O0x88 };

main()
o
int J;
unsigned long_data;

printf ("\nEvolution of 'data' as bytes from_ 'key' are in-shifted from rightin");
printf("Tetters should be progressively replaced by numbers, one byte at a time\n\n");

data=0xaabbccdd;
printf("Initial walue of 'data': %08x\n\n", data );

printf ("4 rounds: slide existing bits one byte Teft, then OR incoming byte into rightmostin');
for (j=0;j<d;i++)

data: v[i];
printf( H0Bx\n", data J;
iTeep(i);

21}
[david@emachd ~]% ./sign-extension-bug

Evolution of 'data' as bytes from 'key' are in-shifted from right
letters should be progressively replaced by numbers, one byte at a time

Initial walue of 'data': aabbccdd

4 rounds: slide existing bits one byte Teft, then OR incoming byte into rightmost

= ->  bbccddll

2 -»  ccddl122

& j <— just-loaded “112244” have been clobbered!

[ d@emachd ~]3§ ./sign-extension-bug-fixed a fixed version

Evolution of 'data' as bytes from 'key' are in-shifted from right
letters should be progressively replaced by numbers, one byte at a time

Initial value of 'data': aabbcedd
4 rounds: slide existing bits one byte Teft, then OR incoming byte into rightmost
bbeedd1l
> ccddllez

SRR %‘MHZZM <— just-loaded “112244” are preserved unmolested
[david@emachd -~

Why is this happening?

e because C by default treats char type as signed

e So hex 88 (= bin 10001000) treated is as if
— decimal -120
— not decimal 136
e extend from 1 to 4 bytes keeping -120 value needs
— left-pad with |
— not left-pad with 0
e alters the subsequent OR operation

23



What effects?

e replaces many password characters with FF
e promotes FF to ranks of high predictability

— with natural language words
— with birthday strings
— with pets’ names
e cases intelligent brute force cracking task
— FF-heavy guesses are now rewarding to try a lot

What effects?

"I am wondering ... why I am getting different hashes....*

"'...it means we have incorrect (incompatible with OpenBSD's) hashes in the wild...«

""John the Ripper and crypt_blowfish developer Alexander Peslyak (aka Solar Designer)
analyzed the effects of the bug and found that some password pairs would hash to the
same value with only minimal differences (e.g. ''ab£'' hashed to the same value as ""£'"),
which would make password cracking easier. A further analysis shows that some
characters appearing just before one with the high bit set may be effectively ignored
when calculating the hash. That would mean that a simpler password than that given by
the user could be used and would still be considered valid—a significant weakening of
the user's password.

"'It should be noted that Solar Designer has been very forthcoming with details of the
problem and its effects.*

See: http://lwn.net/Articles/448699/
http://lwn.net/Articles/448723/
http://lwn.net/Articles/448725/
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Observations

e a C-language-specific problem
e assembler would be immune
— left-pad/extension is lexically explicit/inescapable
— MOVZX, “move zero extend” — use 0s, versus
MOVSX, “move sign extend” — use 1s

e will not affect ascii password characters
— they fall in the “positive” range of signed representation
— none have the offending, triggering leading 1-bit
— but not all passwords/keys are human generated ascii

Information sources

e http://lwn.net/Articles/448699/
e http://lwn.net/Articles/448723/
e http://lwn.net/Articles/448725/

e http://www.schneier.com/blowfish-bug.txt

e Security Now podcast - “Anatomy of a
Security Mistake”
— audio: http://media.grc.com/SN/sn-311-1q.mp3
— transcript: http://www.grc.com/sn/sn-311.txt
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