Cryptography

secret-key and and public-key technologies

January 20, 2012

Administrative — lab schedule

one meeting weekly
Fridays 2:20pm-3:40pm

2 students have a Friday conflict
we will treat you as DEN students




Administrative — submittal deadlines

by labtime each week, for previous week’s lab
exercise

DEN students also Fridays by 2:20pm

example, current topic of cryptography
— attend lecture Jan 20 4:00pm
— perform lab Jan 27 2:20pm
— submit by Feb 4 2:20pm

Administrative - DEN

DEN DVDs’ content will be placed online
URL will be sent to you individually by email
a Windows un-tar tool: http://www.7-zip.org/

weekly due dates for DEN
— same as for on-campus students: Fri 2:20pm




Administrative — upcoming lab

you'll need to take a file from the lab
— ftp it to somewhere you have access

— local usb flash drive
determine name (dmesg, tail /var/log/messages)
mount it, eg, “mount /dev/sdbl /mnt/”
graders or fellow students will help

read instructions before labtime
— in general, advance examination a good idea
— in particular, first part of RSA instructions tiigek

Administrative — submittal instructions

answer the lab assignment’s questions in written
report form, as a text, pdf, or Word document file
(no obscure formats please)

email to csci530l@usc.edu
exact subject title must he “cryptolab”

deadline is start of your lab session the following
week

reports not accepted (zero for lab) if
— late

— you did not attend

— email subject title deviates




This lab exercise uses...

GPG(GNU Privacy Guardy- implements OpenPG

"GnuPG is the GNU project's...implementation of @menPGP standard..."

OpenPGP — a cryptography standard RFC488

“OpenPGP ... provide[s]...confidentiality, key managemeithentication,
and digital signatures”

bc — an arbitrary precision calculator

able to perform the arithmetic necessary to opehstéR SA algorithm

Crypto covered in this lecture or lab?

cryptographic historical instanceselemental* data | lab exercises
technology transformation
method(s) used
secret-key Japanese Naval | carryless addition | none
Code 25 (JN-25) | & half-borrow
subtraction
Data Encryption | serial substitutions simplified-des
Standard (DES) | & permutations | (omitted)
public-key Rivest-Shamir- | modular arithmeti¢ manual RSA
Adelman operation with the
algorithm (RSA) bc calculator
Digital Signature | modular arithmetig keys, encryptiorill
Algorithm (DSA) signing with GPG

*Ultimately all ciphers are substitution cipherstivat, ultimately, they substitute ciphertext féaiptext! But
this characterizes what the cipher does to ea@nfent” of the plaintext (e.g., byte or block), apribcesses
elements.




A real-world secret-key substitution cipher

Japanese Navy Code JN-25

conceptual demonstration

in ciphertext a Japanese word appears as a nun
— a 5-decimal-digit number (digits chosen randomly)
— called a tode group [of digits]

the ciphertext code group is generated as
two other code groups

— oneassignedo the word (constant hard mapping, belonging éovtiord)
— the othercorrespondedo that word (variable, soft mapping)




First code group for a word

iﬂll?l
oeg ik}

SRR <—  drawn from the “codebook”
amounts to a dictionary
entries are fixed

English demo example code book:
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Japanese codebook from 1933 on display at BletdPdely Museum

http://www.mkheritage.co.uk/bpt/JapCDSCH1.html




An example

the Zimmerman note

GEPMAN LEGATICK
MEXICO CITY

A message enciphered through |t e

18147 18222  215R0  J0B4Y 11518

a word-to-number codebook scoz: saCe: 11311) 16392 10371 oM _
1B, 8 » E3BY1 - ITE04 1129 1EEVE . 18101 - O3F :
dictionary.” The numbers map taEes Zea00 10452 21589 78NS Sseqingin . sess
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(The note, from Germany proposing Bt ;:fg ;,',':'“
that Mexico go to war with the US,
was intercepted, decoded, and publicized
It catalyzed US entry into World War |

soon after.)
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DES

simplified academic version S-DES

a conventional (i.e., 1-key) substitution cipher
represented by the following procedural example

S-DES* process flow

Behit plaintext

*simplified version of the DES algorithm for
tutorial purposes, by Edward Schaefer, San
Clara University

Credit to_Cryptography and Network Security,
Principles and Practic&Villiam Stallings, [E- it < B-hit cipher text
Prentice Hall, 1999 for figure and precision of

explanation. . o
Figure 3.1 Fimplified DES Scheme




S-DES
encryption
component
process flow

Credit to Cryptography and Network Security,
Principles and Practic&Villiam Stallings,
Prentice Hall, 1999 for figures and precision of
explanation.

wure 3.3 Fimplified DES Enc ryption Detai

S-DES ENCRYPTION




Initial permutation IP

To the input (plaintext), apply initial permutation [F: 116\.11..1 1 0 11 0 1

In the next steps, we will develop 4 bits with which to replace the left
half of this "hlue" result

This and the following slide images are screensfrota an exercise. It and related info at:
http://homepage.smc.edu/morgan_david/vpn/assigrefesigt-sdes.htm

expansion/permutaion E/P

Irpat:
g1ri1o011o1

T o the input (plaintext), apply initial permutation IP:

In the next steps, we will develop 4 bits with which to replace the left
half of this "blue" result.

Toright 4 hits of abowe result, apply expansion/permutation E/F

(generating 8 bits from 4). The bit mambering is that of the $bit right-
nibble, ot of the E-bit byte (e.g., indicated bit 2 refers to biyte's bit &),
ooi1t110o0
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XOR with subkey K1

Totight 4 bits of abowve result, apply expansion/permtation E/P

(generating & bits from ). The bit mumbering is that of the 4-bit right-
nibble, not of the 8-hit byte (e g, indicated bit 2 refers 1o byte's bit §)
@o111100

iootiooon

s-box substitutions

Upon shows result, petform binary XOR operation with
subkey K1

1oo0ti1000

Determine a row and a column from above 30R result. For the row,
combine bits 1 and 4 and convert to decimal. For the column, combine
hits 2 and 3 and convert to decimal

Determine anothet tow and column. For this second tow, combins bits 5
and 2, for this second cohamn, bits 6 and 7

Iddentify the entry in s-box 30 at the first row/first colomn you
determined, 50 shows it in decimal, convert it to binary (o bits), Enter
those bits s the first half of the 4-bit mumber at right. Identify the entey
in s-box 51 at the second row/second column you determined, Convert |laft nibbils

it to binary; enter those two bits as the second half of the number st |bits 1 & 4> 113

right bits 2&3 > 00 50

therefaze, gt from 50 row 3 cal 0
cl = = resultis 3 11

right nibble

bits 1 & 451052

bits 2&3.>00 >0

therefore, get from 51 row 3 col 0
resultis 3> 11

11



Permutation P4

To abowe zesull, apply permutation P4
P4
2 4 3

To above result, apply permutation P4

Upon the abowe P4 result, perform binary J{OR
operation, combining it with the left 4-bits of our first
result (application of IP to original plaintext mput, blue cell
above).

We are trying to replace the left half of that first result
These XOR result bits are the replacement bits for it

HOR with 1110

12



left-nibble replacement

(To the input (plaintesd), apply initia! permutation TP

[l the et steps, we will develop 4 bits with which to replace the left

[helf of this "hue" result.

Upon the above P4 result, perform binary ZOR operation, combining it
with the left 4-bits of our first result (application of IF to original
plairdest input, blue cefl abave)

Ve are trying to replace the left half of that first result. These ZOR
result bits are the replacement bits for it.

HOR with 1110

Rewrite that "blus" first result with its left half replaced. (Look it up,
keepfeopy its right half, use the preceding result as the new left half)

Reewsite that "blue" first result with its lef half replaced. (Laok it up,
lkeepleopy it tight half, uss the preceding result as the new Lsft half)

[Swap the twao 4-bit halves of the above (previous) result.

[ the next steps, we will again develop 4 replacement bits, and with
lthem reptace the left half of this "green” swap result. The steps will be
the same ones used for that putpose already,

13



expansion/permutaion E/P

Swap the two 4-bit halves of the above (previous) result.

In the next steps, we will again develop 4 reptacement bits, and with
them teplace the left half of this "green” swap result. The steps will be
the same ones used for that purpose already.

To tight 4 bits of above swap result, apply expansion/permutation EP
(generating 2 bits from 4):

XOR with subkey K2

[To right 4 bils of above swap result, apply expansion/permutation EP
(gensrating  bits from 4)

[Upon above result, perform binary XOR operation with
subkey K2

14



[Upan above tesult, perform binary KOR operation with
subkey K2:

s-box substitutions

[Determine a row and a column from above result. For the row, combine
bits | and 4 and convert to decimal. For the column, combine bits 2 and
% and convert to decimal.

[Determine another row and column. For this second row, combine bits 5
and 3; for this second column, bits 6 and 7

Tdentify the entry in s-box S0 at the first rowfirst colurn you
determined. It's given in decimal, eonvert it to binary (two bits), Fnter
lthose bits as the first half of the 4-bit rumber at right. Identify the entry
lin 5-box 1 at the second rowfsecond colunn you determined. Convert
it to binary; enter those two bits as the second half of the number at
ight

T
=

Permutation P4

lleft nithle

lbits 1 & 4->10->2

lbhits 2 & 3 -> 10> 2

[therefore, get from S0 row 2 col 2
result is 1 -> 01

ight nible:
[bits 1 & 4501 > 1

[bits 2& 3> 00 -0

ltherefore, get from 1 row 1 vol 0
esultis 2 10

/

Ta abows tesult, apply permutation P4

P4

15



To above result, apply permutation P4
P4

Upan the above P4 result, perform binary XOR operation, combining it [0 with 0110

lwith the lefl 4 bits of the sarlier swap result (green cell abave)

[We ate trying to replace the left half of that swap result. These ZOR
lresult bits are the replacement bits for it

left-nibble replacement

(Swvap the two 4-bit halves of the shave (previous) result.

lln the next steps, we wil agein develop 4 replacement bits, and with
[thet replace the Lsf half of this " green” swap tesult. The steps wil by
fthe same ones used for that pugpose alseady

UTpon the shovs P4 resutt, petform binary XOR aperation, combining it |05 with 0110

[with the lefl 4 bits of the earlier swap result (green cell above)

[We are trying to replace the lefl half of that swap result, These XOR
lvesult bits are the replacement bits for it

Rewtits that "green’ swap rasult with its left half replacsd. (Look it up,
lkeep/eopy its ight half, use the preceding zesull as the new Lefl half)

16



Inverse initial permutation 1P-1

Rewsite that "green" swap result with its Left half replaced. (Look it up,
lke epfeopy its right half, uss the preceding result as the new Lsft half)

ITo abore rasult, apply revstss of initial permutation [P, which is 1P

[This result is ciphertext. It is the 3-DES encryption of the plaintext ingut.

This is the encrypted outcome
(having started with 0110110

S-DES DECRYPTION

17



Series of similar steps

[Zoe imprat 1o this decryption stage, nas siphortent 3 from ¥
~pplied S.DFS tn snme plaintext. Tr the inpit Ceiphererd), apply fitial £ The previously

lpermutation IP- generated
ciphertext

s 7

[Ie the next steps, we will develop 4 bits with witich to replace the et
[1lf oF this Mistiao romalt.

[Revrie that " green” swap result with its 1of helf replaced, (Lockit up,
lkeepleopy its right half wse the preceding result a5 the new 16 hlf)

[To above sesul, apply reverse ofinitial permutation IP, which is [F"!

[This sesuit s plaintest. Itis the S-DES decryption of the ciphertext input.
1 ateh the which th
jeiphertextinput to this process was fust deived,

Matches original input, decrypt succeedt

GPG

and public-key cryptography
of which it is an implementation

18



Functional purposes of cryptograhy

Confidentiality
— ensuring illegibility to outsiders

Authentication

— ensuring ostensible and actual sender are one
and the same

Data integrity
— ensuring non-alteration in transit

Cryptographic processing

Encryption Decryption
(data sender) (data receiver)

plaintext cryptogra
| |
cipher inverse ciphe

| |

19



2 broad technologies

Secret-key cryptography
Versus

Public-key cryptography

Known synonymously as:

One technology Versus the other
— single-key — dual-key

— private-key — public-key

— Symmetric — asymmetric

— secret-key

— shared-key

— conventional

20



Key usage, per technology

Which key encrypts? Which key decrypts?

the only key! the only key!

the public key the private key
II-OR-!!
the private key the public key

Keys: secret-key crypto

Encryption Decryption
(data sender) (data receiver)

| |

E cipher inverse ciphe ﬁ (same key)

| |

21



Keys: public-key crypto

Encryption Decryption

| |

Wait a minute...

If there are 2 guys, there are 2 key pairs (4 ke
Who sends the key?

What key does he send?

What does that accomplish?

22



Well...

Only public keys can be sent!
So either guy could be the key sender
And he would send his public keyiy: ever)
Depending who sends, accomplishes
confidentiality, or
authentication

Data receiver as key sender

Encryption Decryption

(data sender) (data receiver)/

=2 - -. = (Jata receiver’s
== | cipher inverse ciphef S )

| |
/

Key sent
(data receiver’s public key)

23



Functional achievement checklist

Data receiver as key sender

Confidentiality

Authentication

Data integrity

Data sender as key sender

Encryption Decryption
(data sender) (data receiver)

(data B inverse cipher 2=

sender’s

private key) ‘ \
T

Key sent
(data sender’s public key)

24



Functional achievement checklist

Data sender as key sender

Confidentiality

Authentication

Data integrity

But can’t we have both together?

Confidentiality

Authentication

Data integrity

Certainly! if you just encrypt and decrypt twice

25



Encrypting the whole message
twice Is too expensive!!

Make a little tokehfrom a big message with
a hash functioh

Encrypt the token instead of the message

lalso called a message digest or hash

2also called a digest function, like MD5 or SHAIRIPEMD-160
(note: MD5 and SHAlused for illustration in following screenshots,
are deprecatedue to weaknesses found in recent years)

What is a message digest @ka. hash)

a valueuigesyderived from a body of dat@essage)
by application of an algorithmic function
applied on all of the data (all bits)

digest = f( message)

26



Digest function characteristics

digest length constarer particular function)
digest characteristic @if not unique toynmessage
big digest variation for slight message variati
irreversible, one-way, inverseless

digest length constant (per function)

';-f':rrnnt@emacm:-

[root@emach4 ~]# head -3 gettysburg.txt kjv.txt
==> gettysburg.txt <==

THE GETTYSBURG ADDRESS:

Four score and seven years a.go our fathers brought forth on this continent a
new natijon, conceived in liberty and dedicated to the proposition that all
men are created equal. Familiar short text

Familiar long text

upon the fa
ce of the deep. And the Spirit of Go e waters.
[root@emach4 ~]#

[root@emach4 ~]# 1s -1 g
-rw-r--r-- 1 root root
-rw-r--r-- 1 root root]
h4 ~1#
rg.txt kjv.txt
ettysburg.txt

jv.txt

\ 32-byte MD5 digest length, for
g jv.EX both

14878b2f37bbb43888 Eettysburg.txt
8afc2384a6685d4b918d7 2bcal26e69aa305eb3| kjv.txt

[root@emachd ~J# [24~] \ 40-byte SHAL1 digest length,

for both




Digest is characteristic of message;
Sllght input change -> big output change

rnnl@emacM -
1# mdSsum lcjv. txt
8daa.05042a‘F7742ed5e9a643'F8ec2r:0c kijv.txt|
root@emachd ~ |#
[root@emach4 ~1# head -2 kjv.txt
Holy Bible, (King James) Version, Textfile 930105.
Gel:1 In the beginning God created the heaven and the earth.

[root@emach4 ~]# “Authorized” occurs only once
oot@emach4 ~]# grep Authorized kjv.txt | wec -1

oot@emach4 ~]# sed -i "s/Authorized/cuthorized/" kjv.txt ~01000001
[root@emach4 ~]# change only one bit in the whole f|IPc ~01000011

[root@emach: ] V.txt
Holy B'lb'le,@thor'ized (King James) Version, Textfile 930105.
Gel:1 In the beginning God created the heaven and the earth.
[root@ema.ch4 ~]#

am m v txt
c9e95e'Fc'F0?735?b0fc6c86b4409aace kjv.txt| digest changes radically

T
[root@emach4 ~]# sed -i "s/cuthorized/Authorized/" kjv.txt
[root@emach4 ] revert file to its original identically
[root@emach4 W
Holy Bible, orized (King James) Version, Textfile 930105.
Gel:1l In th beginning God created the heaven and the earth.
[root@emach4 ~]#

# mdS5sum kijv.txt ) ) o ]
8daa05042a1=7742ed5e9a643-F8ec2c0c kjv.txt] digestreverts to its original identically

FOOTWUemac|
[root@emach4 ]#

irreversible, one-way, inverseless

few-byte digest for unbounded message

impossible sufficient information could
reside in scant input to reconstruct input

28



Confidential and authentic”

Encryption Decryption
(data sendei (data receiver) *gpg encrypt and si¢

l sender’s private cryptogra

plaintext \
%(_/ inverse ciphe receiver’s private
| | )
receiver’s public Cipher A
\ plaintext
sender’s public
cryptogra : | Ep
H - hash .

S -signature OK if same

...buys data integrity to boot!

Confidentiality

Authentication

Data integrity

Inclusion of hash buys data integrity because‘igénetically unique”
to the data sent.

29



authentic but not confidential®

Encryption Decryption

(data sender) (data receiver) gpg sign only,

also useful

lsender‘s private l sender’s public

OK if same

H - hash

S -signature

Example: believing in fedora

30



Get fedora project’'s puolic key

S
[
>
Add fedora’s key to your keyring
< I

>




Use it: file really frorm fedora?

Do cdownloads checlk out?
I
OK, except

what's up with disc2 ??

—

32



What does this have to do witn the lap?

(@)

Enigmall — integrates GPG+ermalll

O




SecureZ|P — cormpression with near-
transparent P¥l, integration in MS

gpa —

GUI frontend to gpg

34



RSt

Several algoritnms with
“public-key properties”
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Encrypting with puplic key {e,n;
(c=m°"modn)
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Decrypting with private rey {d,n;
(m=cYrodn)

Flow will we do keygen step 47

not easy

37



Nurmbers sans

Uﬁ
w
05
W

cormrnon prime fac

Flow will we do keyger

not easy
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p=509g=11
n=55

=40
e=3

d=27

3,55
27,55




Encrypting with public key {e,n;
(c=m®modn)

m=7

7°=343
343 = 55%6+13

c=13

Decrypting witn private key {d,n}
(m=c’modn)

13

13 =1192533292512492016559195008117

11925332925124920165591950081195 X 2497646399408352339319763167 +

r=7

40



How to encrypt messages?

Blocking data - possibility

Uﬁ
Uﬁ

4C
|—
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Blocking data - possibility 2

=
Q
=
(€))

Sorme consider

Q)
—




Info sources - R

SA

Info sources - G

P

G
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Info sources — JN-25




