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CryptographyCryptography
secretsecret--key and and publickey and and public--key technologieskey technologies

January 20, 2012

Administrative Administrative –– lab schedulelab schedule
� one meeting weekly

Fridays 2:20pm-3:40pm
� 2 students have a Friday conflict

we will treat you as DEN students
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Administrative Administrative –– submittal deadlinessubmittal deadlines

� by labtime each week, for previous week’s lab 
exercise

� DEN students also Fridays by 2:20pm
� example, current topic of cryptography

– attend lecture Jan 20 4:00pm
– perform lab Jan 27 2:20pm
– submit by Feb 4 2:20pm

Administrative Administrative -- DENDEN

� DEN DVDs’ content will be placed online
� URL will be sent to you individually by email
� a Windows un-tar tool: http://www.7-zip.org/
� weekly due dates for DEN

– same as for on-campus students: Fri 2:20pm
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Administrative Administrative –– upcoming labupcoming lab

� you’ll need to take a file from the lab
– ftp it to somewhere you have access
– local usb flash drive

� determine name (dmesg, tail /var/log/messages)
� mount it, eg, “mount /dev/sdb1 /mnt/”
� graders or fellow students will help

� read instructions before labtime
– in general, advance examination a good idea
– in particular, first part of RSA instructions this week

Administrative Administrative –– submittal instructionssubmittal instructions

� answer the lab assignment’s questions in written 
report form, as a text, pdf, or Word document file 
(no obscure formats please)

� email to csci530l@usc.edu
� exact subject title must be “cryptolab”
� deadline is start of your lab session the following 

week
� reports not accepted (zero for lab) if

– late
– you did not attend
– email subject title deviates
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This lab exercise usesThis lab exercise uses……

� GPG (GNU Privacy Guard)– implements OpenPGP
"GnuPG is the GNU project's...implementation of the OpenPGP standard..."

� OpenPGP – a cryptography standard RFC4880
“OpenPGP … provide[s]…confidentiality, key management, authentication, 
and digital signatures”

� bc – an arbitrary precision calculator
able to perform the arithmetic necessary to operate the RSA algorithm

Crypto covered in this lecture or lab?Crypto covered in this lecture or lab?

keys, encryption, 
signing with GPG

modular arithmeticDigital Signature 
Algorithm (DSA)

manual RSA 
operation with the 
bc calculator

modular arithmeticRivest-Shamir-
Adelman
algorithm (RSA)

public-key

simplified-des 
(omitted)

serial substitutions 
& permutations

Data Encryption 
Standard (DES)

nonecarryless addition 
& half-borrow 
subtraction

Japanese Naval 
Code 25 (JN-25)

secret-key

lab exerciseselemental* data 
transformation 
method(s) used

historical instancescryptographic 
technology

*Ultimately all ciphers are substitution ciphers in that, ultimately, they  substitute ciphertext for plaintext! But 
this characterizes what the cipher does to each “element” of the plaintext (e.g., byte or block), as it processes 
elements.
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JNJN--2525

A realA real--world secretworld secret--key substitution cipherkey substitution cipher

Japanese Navy Code JNJapanese Navy Code JN--2525
conceptual demonstrationconceptual demonstration

� in ciphertext a Japanese word appears as a number
– a 5-decimal-digit number (digits chosen randomly)
– called a “code group” [of digits]

� the ciphertext code group is generated as
� two other code groups

– oneassignedto the word (constant hard mapping, belonging to the word)

– the othercorrespondedto that word (variable, soft mapping)
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First code group for a wordFirst code group for a word

� drawn from the “codebook”
� amounts to a dictionary
� entries are fixed

like41712
you64479

I72084
eat80514
bananas95280
apples39318
WordCode group

English demo example code book:

A codebookA codebook

Japanese codebook from 1933 on display at BletchleyPark Museum

http://www.mkheritage.co.uk/bpt/JapCDSCH1.html
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An exampleAn example
the Zimmerman notethe Zimmerman note

A message enciphered  through
a word-to-number codebook
“dictionary.” The numbers map
to German words.

(The note, from Germany proposing
that Mexico go to war with the US,
was intercepted, decoded, and publicized.
It catalyzed US entry into World War I
soon after.)

Footnote: WWIFootnote: WWI
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DESDES
simplified academic version Ssimplified academic version S--DESDES

a conventional (i.e., 1a conventional (i.e., 1--key) substitution cipherkey) substitution cipher
represented by the following procedural examplerepresented by the following procedural example

SS--DES* process flowDES* process flow

Credit to Cryptography and Network Security, 
Principles and Practice, William Stallings, 
Prentice Hall, 1999 for figure and precision of 
explanation. 

*simplified version of the DES algorithm for 
tutorial purposes, by Edward Schaefer, Santa 
Clara University 
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Credit to Cryptography and Network Security, 
Principles and Practice, William Stallings, 
Prentice Hall, 1999 for figures and precision of 
explanation. 

SS--DES DES 
encryption encryption 
component component 
process flowprocess flow

SS--DES ENCRYPTIONDES ENCRYPTION
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Initial permutation IPInitial permutation IP

0 1 1 0 1 1 0 1

1 1 1 0 0 1 1 0

This and the following slide images are screenshots from an exercise. It and related info at:
http://homepage.smc.edu/morgan_david/vpn/assignments/assgt-sdes.htm

expansion/expansion/permutaionpermutaion E/PE/P
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XOR with XOR with subkeysubkey K1K1

...etc

ss--box substitutionsbox substitutions
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Permutation P4Permutation P4

XORXOR
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leftleft--nibble replacementnibble replacement

Swap SWSwap SW
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expansion/expansion/permutaionpermutaion E/PE/P

XOR with XOR with subkeysubkey K2K2
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ss--box substitutionsbox substitutions

Permutation P4Permutation P4
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XORXOR

leftleft--nibble replacementnibble replacement
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Inverse initial permutation IPInverse initial permutation IP--11

This is the encrypted outcome
(having started with 01101101)

SS--DES DECRYPTIONDES DECRYPTION
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Series of similar stepsSeries of similar steps

The previously
generated
ciphertext

. . .

Matches original input, decrypt succeeded

GPGGPG
and publicand public--key cryptographykey cryptography

of which it is an implementationof which it is an implementation
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Functional purposes of Functional purposes of cryptograhycryptograhy

� Confidentiality
– ensuring illegibility to outsiders

� Authentication
– ensuring ostensible and actual sender are one 

and the same

� Data integrity
– ensuring non-alteration in transit

Cryptographic processingCryptographic processing

plaintext

cipher

cryptogram

cryptogram

inverse cipher

plaintext

Encryption
(data sender)

Decryption
(data receiver)
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2 broad technologies2 broad technologies

� Secret-key cryptography

versus

� Public-key cryptography
� � � �

��� �
	 
 ��

Known synonymously as:Known synonymously as:

� One technology
– single-key
– private-key
– symmetric
– secret-key
– shared-key
– conventional

� Versus the other
– dual-key
– public-key
– asymmetric

What a pity! this one              
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Key usage, per technologyKey usage, per technology

the public keythe private key

!!-OR-!!

the private keythe public key

the only key!the only key!

Which key decrypts?Which key encrypts?

se
cr

et
pu

bl
ic

Keys: secretKeys: secret--key cryptokey crypto

plaintext

cipher

cryptogram

cryptogram

inverse cipher

plaintext

(same key)

Encryption
(data sender)

Decryption
(data receiver)



22

Keys: publicKeys: public--key cryptokey crypto

plaintext

cipher

cryptogram

cryptogram

inverse cipher

plaintext

Encryption Decryption

(different
key)

Wait a minuteWait a minute……

� If there are 2 guys, there are 2 key pairs (4 keys)

� Who sends the key?

� What key does he send?

� What does that accomplish?
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WellWell……

� Only public keys can be sent!

� So either guy could be the key sender

� And he would send his public key (only! ever!)

� Depending who sends, accomplishes

� confidentiality, or

� authentication

Data receiver as key senderData receiver as key sender

plaintext

cipher

cryptogram

cryptogram

inverse cipher

plaintext

Encryption
(data sender)

Decryption
(data receiver)

(data receiver’s
private key)

Key sender

Key sent
(data receiver’s public key)
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Functional achievement checklistFunctional achievement checklist

Data receiver as key senderData receiver as key sender

� Confidentiality

� Authentication

� Data integrity

Data sender as key senderData sender as key sender

plaintext

cipher

cryptogram

cryptogram

inverse cipher

plaintext

Encryption
(data sender)

Decryption
(data receiver)

(data
sender’s
private key)

Key sender

Key sent
(data sender’s public key)
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� Confidentiality

� Authentication

� Data integrity

Data sender as key senderData sender as key sender

Functional achievement checklistFunctional achievement checklist

But canBut can’’t we have both together?t we have both together?

� Confidentiality

� Authentication

� Data integrity

Certainly! if you just encrypt and decrypt twice
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Encrypting the whole message Encrypting the whole message 
twice is too expensive!!twice is too expensive!!

� Make a little token1 from a big message with 
a hash function2

� Encrypt the token instead of the message

1also called a message digest or hash
2also called a digest function, like MD5 or SHA1 or RIPEMD-160
(note: MD5 and SHA1, used for illustration in following screenshots,
are deprecateddue to weaknesses found in recent years)

What is a message digest What is a message digest (a.k.a. hash)(a.k.a. hash)

� a value (digest)derived from a body of data (message)

� by application of an algorithmic function
� applied on all of the data (all bits)

digest  =  f ( message )
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Digest function characteristicsDigest function characteristics

� digest length constant (per particular function)

� digest characteristic of (if not unique to)message
� big digest variation for slight message variation
� irreversible, one-way, inverseless

digest length constant digest length constant (per function)(per function)

Familiar short text
Familiar long text

32-byte MD5 digest length, for 
both

40-byte SHA1 digest length, 
for both
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Digest is characteristic of message;Digest is characteristic of message;
Slight input change Slight input change --> big output change> big output change

“Authorized” occurs only once

change only one bit in the whole file              
A=01000001
C=01000011              

digest changes radically              

revert file to its original identically              

digest reverts to its original identically              

irreversible, oneirreversible, one--way, way, inverselessinverseless

� few-byte digest for unbounded message 
� impossible sufficient information could 

reside in scant input to reconstruct input
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Confidential Confidential andand authenticauthentic**

plaintext

cipher

cryptogram

cryptogram

inverse cipher

Encryption
(data sender)

Decryption
(data receiver)

H

S

plaintext S

H H

sender’s private

sender’s public

receiver’s public

receiver’s private

H - hash

S -signature OK if same

*gpg encrypt and sign

……buys data integrity to boot!buys data integrity to boot!

� Confidentiality

� Authentication

� Data integrity

Inclusion of hash buys data integrity because it is “genetically unique”
to the data sent. 
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authentic but not confidentialauthentic but not confidential**

plaintext

Encryption
(data sender)

Decryption
(data receiver)

H

S

plaintext S

H H

sender’s private sender’s public

H - hash

S -signature

OK if same

*gpg sign only,
also useful

Example: believing in fedoraExample: believing in fedora

1) this file’s digests,
for the other files,
make them believable 

2) signature on
digests’ file makes
it believable 
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Get fedora projectGet fedora project’’s public keys public key

Add fedoraAdd fedora’’s key to your s key to your keyringkeyring
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Use it: file really from fedora?Use it: file really from fedora?

…if the key is really fedora’s,
… the file is really from them

we believe so

Do downloads check out?Do downloads check out?

os
te

ns
ib

le
pe

r 
fe

do
ra

 a
nd

 w
e 

be
lie

ve
 it

!
ac

tu
al

OK, except
what’s up with disc2 ??
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What does this have to do with the lab?What does this have to do with the lab?

� this theory is GPG’s practice (what GPG does)

� RSA is the engine for doing the encrypting

EnigmailEnigmail –– integrates integrates GPG+emailGPG+email

Others:  http://www.gnupg.org/related_software/frontends.html
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SecureZIPSecureZIP –– compression with nearcompression with near--
transparent PKI, integration in MS transparent PKI, integration in MS 
OfficeOffice

Good product for experimenting/learning PKI
independent technical review: http://media.grc.com/sn/SN-201-lq.mp3

gpagpa –– GUI GUI frontendfrontend to to gpggpg
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RSARSA

Several algorithms withSeveral algorithms with
““publicpublic--key propertieskey properties””

� RSA Rivest, Shamir, Adelman; MIT
� ElGamal Taher ElGamal, Netscape
� DSA NSA, NIST
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RSA key generation stepsRSA key generation steps
1. choose 2 primes call them p, q

2. multiply them call product n 

3. multiply their “predecessors”(p-1,q-1) call product �
4. pick some integer call it e

– between 1 and � (exclusive)

– sharing no prime factor with �
5. find the integer (there’s only one)that call it d

– times e divided by � leaves 1

then your keys are:
– public: e together with n (e is for “encryption”)

– private: d together with n (d is for “decryption”)

Encrypting with public key Encrypting with public key {{e,ne,n}}
( c = m( c = mee mod mod nn ))

1. choose a cleartext message call it m

– in the form of a number less than n

2. raise it to power e
3. divide that by n call remainder c

then your ciphertext result is c
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Decrypting with private key Decrypting with private key {{d,nd,n}}
( m = ( m = ccdd mod mod nn ))

1. take ciphertext c
2. raise it to power d
3. divide that by n call remainder r

then your recovered result is r
– r is identically the original cleartext message m

How will we do How will we do keygenkeygen step 4?step 4?
1. choose 2 primes easy

2. multiply them easy 

3. multiply their “predecessors”(p-1,q-1) easy

4. pick some integer e not easy

– between 1 and � (exclusive)

– sharing no prime factor with �
5. find the integer d (there’s only one)that not easy

– times e divided by � leaves 1

then your keys are:
– public: e together with n (e is for “encryption”)

– private: d together with n (d is for “decryption”)
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Numbers Numbers sanssans common prime factorcommon prime factor

� numbers whose gcd* is 1 will do
� find x such that gcd(x, � )=1
� how do we find gcd of 2 numbers

– Euclid’s algorithm

*greatest common divisor

How will we do How will we do keygenkeygen step 5?step 5?
1. choose 2 primes easy

2. multiply them easy 

3. multiply their “predecessors”(p-1,q-1) easy

4. pick some integer e not easy

– between 1 and � (exclusive)

– sharing no prime factor with �
5. find the integer d (there’s only one)that not easy

– times e divided by � leaves 1

then your keys are:
– public: e together with n (e is for “encryption”)

– private: d together with n (d is for “decryption”)
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Successively test candidatesSuccessively test candidates

� multiply each integer, from 1,  by e
� divide by �
� check if remainder is 1
� keep going till you find the one that is

RSA key generation exampleRSA key generation example
1. choose 2 primes p=5 q=11
2. multiply them n=55
3. multiply their “predecessors”(p-1,q-1) � =40
4. pick some integer e=3

– between 1 and � (exclusive)

– sharing no prime factor with �
5. find the integer (there’s only one)that d=27

– times e divided by � leaves 1

then your keys are:
– public: e together with n 3, 55
– private: d together with n 27, 55
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Encrypting with public key Encrypting with public key {{e,ne,n}}
( c = m( c = mee mod mod nn ))

1. choose a cleartext message m=7
– in the form of a number less than n

2. raise it to power e 73=343

3. divide that by n 343 = 55x6+13

then your ciphertext result is c c=13

e =  3
n = 55

Decrypting with private key Decrypting with private key {{d,nd,n}}
( m = ( m = ccdd mod mod nn ))

1. take ciphertext c 13
2. raise it to power d

1327
=1192533292512492016559195008117

3. divide that by n
1192533292512492016559195008117 = 55 x 2497646399408352339319763167 + 7

then your recovered result is r r=7
– r is identically the original cleartext message m

d =  27
n = 55
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How to encrypt messages?How to encrypt messages?

� RSA doesn’t encrypt “messages”
� only individual numbers
� but all digital data is numeric
� so split arbitrary data into “small-enough” bit 

blocks, then treat them individually
� how?

– any way it can be done, doesn’t matter in theory
– up to you

Blocking data Blocking data -- possibility 1possibility 1

� RED APPLE = 826968326580807669
� use 3-decimal-digit blocks
� separately encrypt:

826 968 326 580 807 669
� be prepared for maximum ~ 999
� minimum � 1000, eg p=31 q=37



42

Blocking data Blocking data -- possibility 2possibility 2

� ABC = 01000001 01000010 01000011
� use 12-bit blocksize
� separately encrypt:

010000010100     001001000011
� be prepared for maximum – 4096
� minimum � 4097, eg p=67 q=71

Some considerationsSome considerations
� RSA “key size” – refers to n
� p and q should be about equal length
� but not extremely close (eg avoid successive primes)

� larger key, slower operation
– double n � pubkey ops 2x slower, privkey 4x 
– e can stay fixed while n rises, but d up 

proportionately
� practical keylengths, 1024 or 2048 bits
� RSA and DES per-keylength security 

comparisons apples and oranges

http://www.rsa.com/rsalabs/node.asp?id=2218
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Info sources Info sources -- RSARSA
� RSA and “A Miniature RSA Example”

http://www.informit.com/articles/article.aspx?p=102212&seqNum=4

� “Exploring RSA Encryption, ” Linux Journal
http://www.linuxjournal.com/article/6695

Info sources Info sources -- GPGGPG
� GPG official page

– http://www.gnupg.org

� GPG Mini HowTo
– good, quick bare essentials
– http://dewinter.com/gnupg_howto/english/GPGMiniHo

wto.html

� GNU Privacy Handbook
– more thorough and explanatory
– http://www.gnupg.org/gph/en/manual.html

� RFC4880 (OpenPGP message format)

� Enigmail - http://enigmail.mozdev.org/
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Info sources Info sources –– JNJN--2525
� The Emporer's Codes, Breaking Japan's Secret 

Ciphers, Michael Smith, 2000, Arcade Publishing
� Double-Edged Secrets: U.S. Naval Intelligence 

Operations in the Pacific During World War II, W.J. 
Holmes

� Japanese JN-25 naval code
http://www.vectorsite.net/ttcode_07.html#m1


