Authentication

February 3, 2012

Administrative — submittal instructions

answer the lab assignment’s questions in written
report form, as a text, pdf, or Word document file
(no obscure formats please)

email to csci530l@usc.edu
exact subject title must be “authenticationlab”

deadline is start of your lab session the following
week

reports not accepted (zero for lab) if
— late

— you did not attend the lab (except DEN or prior
arrangement)

— email subject title deviates




Authentication

verifying identity of a user
— example: logging into a system

— example: GPG - digital signature is the
authentication mechanism

that user’s ID gets “embedded” in his
shell/interface process

authentication != authorization

— authorization establishes what user can do
once authenticated

Bigger picture - how we think of it




Bigger picture - how it actually works

users don't read files, processes do

‘1, program that copies one file to another

#include <unistd.h>
#include <sys/stat.n>
#include <fcntl.h>

int main()

{
char c;
intin, out;

out 5 open(“file.out”, O_WRONLY|O_CREAT, S_IRUSR[®/USR)
wml) =1

exit(0);

note system calls “open” “read” “write”
Theydo the file access
user?isn’t even mentioneit the calls

Bigger picture = how it actually works

AUTHENTICATION HERE
up front, determines account same account, carried forward by inheritance
for first (shell) process from shell process to this spawned one

#include <unistd.h>
#include <sys/stat.n>
#include <fcntl.h>

int main()

note system calls “open” “read” “write”
Theydo the file access
user?isn’t even mentioneit the calls

char c;
intin, out;

out 5 open(“file.out", O_WRONLY|O_CREAT, S_IRUSR[®/USR)
wml) ==1)

exit(0);




Bases for authentication

something people know  something they have
password smart card

something about them sim (subscriber identity module) card
retina/iris hardware token

fingerprint somewhere they are

DNA login only works at certain terminals
voice

ear

face

Extent of authentication

one or a combination of methods may be used
— depending on needed degree of protection
— “single-factor” “multi-factor”
examples
— system login
for user account, the matching passweirtle-factor)
— system with fingerprint readefg. modern laptop)
for user account, the matching passwandfinger (2-factor)
— ATM transaction
for bank account, the casthd matching pin2-factor)




How can authentication be
broken?

passwords

— can be guessed/cracked
smartcards

— can be copied or stolen
fingerprints

— can be copied using scotch tape

Example: passwords

something people know
most common, familiar basis for authentication




What's makes bad ones?

only letters or only numbers (hackme, 09112002)
recognizable words (johnl, R2D2)

foreign language words (bonjourl, hastalavistababy
hacker terminology (H4XOR, 1337)

personal info (names, birthdates, addresses)
reverse words (nauj, esrever)

What's makes good ones?

at least 8 charactegSsnventionally, but why 827)

mixed case

mixed letters and numerals
punctuation/non-alphanumeric symbols included
something you can remember




Making a good one

think of a memorable phrase

— “wasn’t that a dainty dish to set before the king”
— “in the beginning god created the heavens anédnt”
make it an acronym

— wtaddtsbtk

— itbgcthate

substitute non-letters for letters

— w7@dd7$b7k

— i7bgcth@te

capitalize something

— W7@DD7$b7k

— I7BGCTH@te

Forcing strong passwords

create them for users, don't let users choose them
use PAM’s pam_cracklib module

or other PAM password evaluation modules

— pam_passwdqc (http://www.openwall.com/passwd




PAM architecture

1
- 2 fong
e /etc/pam.d
H “
4
3 |
PAM-aware
applications
(e.g., /binflogin) .
‘ configuration files

PAM modules

Operation sequence

app calls PAM (1)
PAM reads app’s PAM config file )

PAM calls PAM modules as listed in the file  (3)
— each succeeds or fails independently

PAM itself succeeds or fails, depending on the
modules’ outcomes

— returns its overall outcome to app 4)
app proceeds (if success) or terminates (if fajlure




Password crackers

John the Ripper (http://www.openwall.com/)
Cain and Abel (http://www.oxid.it/cain.html)
Slurpie (http://www.ussrback.com/distributed.htm)
Aircrack (wep-specific) (http://www.aircrack-ng.org/)

Is guesswork easy or hard?

an alphabet is a set of symbols

how many words of a certain length can you compo
from an alphabet?

depends on
— the number of symbols in the alphabet
— the particular wordlength




Password strength determinants

the number of possible characters it contains
— its character set

its length

— its character count

Is guesswork easy or hard?

a 2-symbol alphabet has a 10-symbol alphabet ha
_ 2 one-letter words — 10 one-letter words

— 100 two-letter words
— 4 two-letter words

— 1000 three-letter words
— 8 three-letter words

a 3-symbol alphabet has 4, -symbol alphabet ha:
— 3 one-letter words — one-letter words
— 9 two-letter words — 2two-letter words

— 27 three-letter words — 3three-letter words
— P p-letter words

(alphabet length raised to password lengtt
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How many words are there?

26-letter alphabet, wordlength 3: 2617576
52-letter alphabet, wordlength 3: 352140,608

— double alphabet length yields 8 times as many svord

26-letter alphabet, wordlength 6: ©26308,915,776

— double word length yields 17576 times as many word
52-letter alphabet, wordlength 6: 55219,770,609,660

a fish is in a pond — harder to catch in a biggerdpo

How many words are there? *

) GRC | Ultra High Security Password Generator - Mozilla Firefox

File Edt Wew Hitory Bookmarks Tools Help

4R Gibson Research Corporation - privacy

Home v | SpinRite v [ Services v | Freeware v | Researchr |

GRC's Ultra High Security
Password Generator

2,127 sets of passwords generated per day
4,585,744 sets of passwords genersted for our visitors

Generating long, high-quality random passwords is
not simple. 5o here is some totally random raw
material, generated just for ¥OU, to start with,

Every time this page is displayed, our server generates a unique set of custom, high quality, cryptographic-strength password
strings which are safe for you to use:

Password space
> 16-character alphabet .
PO e T TP T TS E AT 673 4CC30BA176125615312 1C54R41E6FT 1654=10
Tintable ASCLL characters: = 94-character alphabet e comparatively, IPv6
= 63 = e
Z) p46) 9. YBUG] H2-14 (ufSUW\ 2V] v1 9463 = 10 address space ¥0

6262 = 10112

Click yaur web browser's "refresh® butten a few times and watch the password strings change each time,

What makes these perfect and safe?

Every one is completsly random (maximum entropy) without any pattern, and the cryptographically-strong pseuda random
number generator we use guarantees that no similar strings wil sver be produced again.

https://www.grc.com/passwords.htm * i e “What's the password space?”
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Password strength determinants

the number of possible characters it contains
its length
the randomness of character selection

~”

a 39 criterion!! human-dependent!

How you can help the cracker:
-- shrink the pond!

the cracker’s task:
— finding the password = = eliminating all the otbandidates
how you can do part of the cracker’s task for him
— eliminate candidates, reduce the candidate-space
how you can eliminate candidates:

use only letters, or only numbers (eliminates gifioth)

use recognizable words, foreign words (eliminatas-words)

use personal info ...

use hacker terminology ...

use reverse words ...
better yet: send cracker your password on a pastcar
— above suggestions for use only if have no stamps!
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Stated differently

cracking is process of eliminating the non-password

by confining passwords to known (predictable) pate
users pre-eliminate huge parts of the passwordespac

“For instance, the cracking programs rely on tret flaat a typical user will probably
not start a password with a special charactererfitht position but will nearly

always put it somewhere near the end of the spaberefore you can shave
enormous amounts of cracking time with a crackiregpgam that is written to
contemplate this - so that it will not start a bridgece guessing attack on a password
that assumes a special character is in the fiistipo....

“In essence, these cracking programs go througietagol of routines or hacking
steps from greatest reward/least effort to finghgatest effort/least reward (i.e.
purely random) hoping to get lucky and snag an andefore they have to go
through the entire keyspace.”

BFTCalc.xls from http://www.mandylionlabs.com/PRCE&BruteForceCalc.htm

Password cracking methods

dictionary attack
hybrid attack
brute force attack

can either be applied against a live system in
place, or a file containing the passwords offline
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Where unix stores passwords

historical
— /etc/passwd —list of users & their hashed passwords
was readable by any user (rw-r--r--)
current
— /etc/passwd —list of users only (no passwords)
is readable by any user (rw-r--r--)

— /etc/shadow —their hashed passwords
is readable by root user only (rw

/etc/passwd entries hold
user information

craigx:507: 507.Craig Smith/home/craig/bin/bash

/NN NN

official  password uID real home login
name  (placeholder, name directory shell
was historical
storage location)
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/etc/shadow entries hold
ancillary user information

reserved

craig$1$2YL52jhL$1199260:75:3:14:1241713455054

/

user
name

hashed other, unrelated items
password

Newer distributions, longer hashes

[root@localhost ~1# cat -setcsshadow i tail -3
user1(515)dHmuodfSi jrhBEGdUusPsdutlaJ jh 1 14869:8:99999:7
T5uIZbSmLws1 jepZSCHNARPCRUGCx451L1: 14869

user3 | 515700t 7kYc5k1E1duCaGIBRRXRS [Rp? /| 14869:8:99999:7
[rootBlocalhost ~1# _

e
fedoral3

[root@localhost etcl# cat setcsshadow | tail -3

userl($650roqpB2dS i KFEHmkkBPpBYBd ieqLvZ68b26nYDF6phiS0 [8vUwewHMIROtkgJblgyZF zZwo

1MW/ CORTapTGBUZZRArB 9L/ : 14869:8:99999:7

user?:565anFc?SROSLHSDWZI i rQmTrsrFCqpQf CZ2gubQSYkB UMnWLSW4 IqbUX.Cu. . UBIB2igDy?uk

OPBTYC1dGGaXbvuZ ih46wBZA:14869:0:99999:7: : :

userd|$65YQ4BIXTUSMKE . 9geN6 juPOWA5GUhaLblvw? JTUD 3RUE SHwn tBp HUI 1z YK38gm. RUzNzEHZ

6. 1vH6DoVo3UP 1HbRmgRaDWl : 14669 :0:99999:7: 1 :

[root@localhost etcl#t _
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Dictionary attack

generated/dynamidictionary attack

— list of dictionary words that are trigick., hashed and
compared to hash of actual password)

— very quick

file-based/staticlictionary attack

— pre-compute hashes of all the words in the dictionary

— re-sort it, on the hashes instead of the words

— password crack becomes a computationless hashgooku
If the password is not an exact match to a word on
the list, crack will fail

Hybrid attack

uses a dictionary list but can detect slight
variations to words, or combinations of words.

example: if the wordhellois in the database, but
the password iBlello, a dictionary attack will not
break the password, but a hybrid attack will

generally finds many more words than a
dictionary attack

not as quick as dictionary attack
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ruteforce attack

will try every character combination until
it finds the password

slow in proportion to password space
will always find the password, given time

ruteforce attack time estimator

B Wicrosoft Excel
Fle Edt Yew Insert Format  Iools  Data  Window  Help
11 - # B
EJ BFTCalc-modified.xls
Y | 1 E
" T
Mandylion

tesearch=labs

http:tiww.mandglionlabs.comfindes1s_htm

USE TO ESTIMATE TIME FOR THE MORE DIFFICULT BRUTE FORCE ONLY
(DICTICNARY LOOKUR ATTACKS WHICH ARE TREDIUSUALLY FIRST TAKE SECONDS
AND GET AN AVERAGE OF 25 of ALL PASSWORDS)
Click here 10 gt Mandylionl shs beh Site
Character Set
Lengit Serted bapsee Bow e IS CRlewSte () Size Entropy or Kesspace of passuord
%

[
0566
1
1
1
1
1

308 million combinations
Reduce Kegspace Search by
Law of Averages
Total Vorkioad inFloating Paint

154457588 | Processes

Auerage Assigned VorkloadiComputer

17 bilin tries in an hour (Very High
Hiumiser of Kerf a D skiop Computer Can Try sificienty in an Hourl=22°33), 7179868184 Parformance]

i i N oY B T 0.01 |
:

(per distrbuted net sificient worklaad
Far 12 howr s nowI2E02) 2°33 o, o
Feyspace searchinas 2-28] m

000
000
000
000
0000000 000

http://www.mandylionlabs.com/PRCCalc/BruteForceQ#ln




Recent dynamic user/pass
guessing attack on my system

noted in /var/log/btmp and /var/log/secure
About 700000 login attempts

from about 2100 remote IPs

from several to 53000 login attempts each
using about 26000 user name guesses
with unknown password guesses

Recent dynamic attack

asswor
asswor
asswor
asswor
a5 Swor
asswor
asswor
asswor
asswor
asswor
asswor
a5 Swor
asswor
asswor
asswor
a5 swor
asswor
asswor
a5 swor
asswor
asswor
asswor
a5 swor
asswor
asswor
asswor
asswor
asswor
asswor
a5 Swor
asswor
asswor
asswor
a5 swor
asswor
asswor

support
support
support
support
support
support
support
patrick
patrick
patrick
patrick
patrick
patrick
patrick
patrick
patrick
patrick
patrick
patrick
patrick
patrick
mike from

port 33686
port 34951
port 36105
port 37121
port 38313
port 39404
port 40807
A port 41863 55
richard fram .234.20.68 port 43014 ssh2
asswor rwchard from ::FFfF:l.234,20,68 port 44199 ssh2
assword for se TrFfi76.165.60.103 port 51103 sshe
assword for selim fr 169,60,103 port 51103 ssh2
assword for craciun from fff 10.47.50,251 port 33288 ssh2
assword for minavich from 47,90, 33595 ssh2
assword for vashisht from 110,47, 90. 41897 ssh2
password for root from ::FFFfi88.190.34. ssh2
password for root from 180,34, sch2
password for : 190,34, ssh2
password for bi 3.100.34.3 port 45672 ssh2
password for b 8.100.34.3 port 40007 sshz
password for FfFF:218.108. 0,68 port 25667 ss5h2
password For HEit o g port 26014 ssh2
password For 218.108.0.68 port 26458 ssh2
password for 218,108,0.68 port 26821 ssh2
password for 218,708.0.68 port 27195 ssh2
password For root i 1718.108.0.68 port 27564 ssh2

L L L ]

I B E DB E D INE N BERBEEEEHEEEEE® A I I I d I I IS TN NG oo
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Defending against someone trying
to break into a system

auto-logout

— iIf the user enters the wrong password n timesptks
their account for a certain period

protect the password list on your system

— make sure the administrator has access and no one
else, so a normal user cannot copy it onto another
system

enforce periodic changes (e.g. 90 days)
— puts narrow time window requirement on the crack

Deliberate obstacles to cracking

extra hash algorithm code to slow them down
— diminish brute force attempts/time

password salting

— render static dictionary attack infeasible
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unsalted password: generating

Generate time

typed password Storage:

|

hash algorithm hash
1
(o

unsalted password: authenticating

Generate time Authenticate time

typed password Storage: typed password

| }

hash algorithm hash algorlthm

|

comparlson

has

match or mlsmatch
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salted password: generating

Generate time

typed password

|

hash algorithm

|

Storage:

salted password: authenticating

Generate time

typed password

|

hash algorithm

|

Storage: Authenticate time

,—, typed password

r—*—\

has hash algorlthm

comparlson

match or mlsmatch
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Benefit of salt

a given password is no longer deterministically
mapped to a particular hash

— greatly raises cost of file-based/static dictigrettack
— identical passwords not detectable by their hashes

Hardware authentication tokens

Yubico YubiKey

RSA SecurelD
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Pressing yubikey, in Notepad

I Untitled - Notepad
File Edit Format View Help
Three successive yubikey finger presses while in this editor produce:

ceccccavrjhgrejfter clkhgdvehegyvbvyddbchok gt
ccccccovr]hgedidegeggbb] jackcd 'Iccncevgukncgg
ccccccovribgiretjtuvitijbdvviknelnth1i§i1Tky

yubikey is a USB keyboard devicet-types 44 letters whenever pressed

right 32 letters  one-time password, generalésitime
left 12 letters invariant public ID of this yubikegenerate@verytime

Good play, bad replay

ocalhost ~]#[date +%H:sM:%S;ykclient Lgfcccceccvribeitndb] rirlidf]t rnbhngrbegnkgtiv

ut: . i ykclient utility queries
client id: 16 flrom pressw‘ng‘lfeyboard from pressing yubikey validation server with key
ken: ccccccevribeitnddirlrljdf]jtrnbhngrbegnkgfly

npu
client id: 16 from command history recall buffer 2 seconds later

: ccccccevribeitndbj rlrlidfijt rbhngrbeankgfly (one-time key, used'2time, is stale)
2): Yubikey OTP was replayed (REPLAYED_OTP) ’ ’

File Edit View Go Capture Analyze Statistics Telephony Tools Help
B el B XcE Qc<¢ V/:\\;‘@“@“i‘:‘&ﬂm@m

No. Time Source Destination Protocol| Info
1 0.000000 192.168.1.110 66.51.206. 100 Standard query A api.yubico.com
2 0.000055 192.168.1.110 66.51.206.100 Standard query AAAA api.yubico.com
3 0.076977 66.51.206.100 192.168.1.110 standard query response A 67.23.37.171
4 0.085743 66.51.206. 100 192,168.1.110 Standard query response

5 0.086199 192.168.1.110 67.22.37.171 55434 > 80 [SYN] Seq=0 Win=14600 Len=0 MSS=1460 SACK_PERNM=1 TSV=2101992 TSER=
6 0.188641 67.23.37.171 192.168.1.110 80 > 55434 [SYN, Ack] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM=1 TSV=480:

7 0.188692 192,168.1.110 67.23.37.171 55434 > 80 [ACK] Seq=l Ack=1 Win=14656 Len=0 TSV=2192094 TSER=480165380

8 0.188825 192.168.1.110 67.23.37.171 GET /wsapi/verify?id=l6sotp=ccccceevrjbeitndbjrirljdfjjtrnbhngrbegnkgfly HTTP,

9 0.293670 67.23.37.171 192.168.1.110 80 > 55434 [AcK] Seq=1 Ack=147 Win=6912 Len=0 TSV=480165391 TSER=2192094

10 0.621146 67.23.37.171 192,168.1.110 HTTP/1.1 200 OK (text/plain)
11 0.621213 192.168.1.110 67.22.37.171 55434 > 80 [ACK] Seq=147 Ack=359 Win=15680 Len=0 TSVU=2192527 TSER=480165422

12 0.621382 182.168.1.110 67.23.37.171 55434 > 80 [FIN, ACK] Seq=147 Ack=359 Win=15680 Len=0 TSV=2192527 TSER=4801654
13 0.733714 67.23.37.171 182.168.1.110 80 > 55434 [FIN, ACK] Seq=359 Ack=148 Win=6912 Len=0 TSV=480165435 TSER=21325:

14 0.733779 192.168.1.110 & 171
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Follow TCP Stream

Stream Content

GET /wsapl/verify?id=16&otp=cccceccevr)beltnde)rirljdf)jtrnbhngrbegnkgflv HITP/1.1
User-Agent: ykclient/2.3

Host: api.yubico.com

Accept: */

HTTP/1.1 200 OK
Date: Wed, 01 Feb 2012 20:50:41 GMT

Server: Apache/2.2.9 (Debian) PHP/S.2.6-1+lennyl3 with Suhosin-Patch mod_ssl/2.2.9 OpenssL/0.9.8g
X-Powered-By: PHP/5.2.6-1+lennyl3

Vary: Accept-Encoding

Content-Length: 73

Content-Type: text/plain

X-Pad: avoid browser bug

h=zvreeDcC7zMt3LmesSwkIvateHg=
t=2012-02-01720:50: 4270170

Follow TCP Stream

Stream Content

GET /wsapi/verify?id=16&0tp=cccccccvrjbeitndb] rirljdf]jtrnbhngrbegnkgfly HTTP/1.1
User-Agent: ykclient/2.3

Hest: apl.yubico.com

Accept: */*

HTTP/1.1 200 OK
Date: Wed, 01 Feb 2012 20:50:44 GMT

Server: Apache/2.2.9 (Debian) PHP/5.2.6-1+lennyl3 with Suhosin-Patch mod_ssl/2.2.9 OpenssL/0.9.8g
X-Powered-By: PHP/5.2.6-1+lennyl3

Vary: Accept-Encoding

Content-Length: 83

Content-Type: text/plain

X-Pad: aveid browser bug

h=d/S1VQABruqf TngenIHBbEwr  7g=
t=2012- 02- O1T20: 50: 4470580

PAM for sshd;:

involving yubikey in ssh logins

—> letc/pam.d

a PAM-aware
application

specifies pam_yubico.so

configuration file

PAM module for sshd program
for yubikey
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Configuration detalils

from that yubikey device is “good formdmission” to this account

1 yubikey types one-time key to client PuTTY

2 client PUTTY sends key to server sshd

3 sshd passes key to pam_yubico.so

4 pam_yubico.so ships it to api.yubico.com for vatiidn

server

ssh login by yubikey /

5 api.yubico.com returns “OK” to pam_
6 pam_yubico.so returns “OK” to sshd
7 sshd launches shell
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Construction of output

2

2
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